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[lo6bpo noxxanosatb N

TexHonornv B 061acT LMdOPOBbIX YCTPOWCTB 1 MPOrpaMMHOro obecneyeHms
PasBWBAOTCS B reOMETPUYECKOW NMPOrpeccui, MOSTOMY KOMMaHWUM Takxe P
noaBepXKeHbl KnbepaTakam. B HacTosLee Bpems cuctema Windows BbinonHaeT

onepaLumn KOMMEPYECKOro Kacca v ABAAeTCst OCHOBHOW onepaLMoHHON 4
CUCTEMOW, KOTOPas 3allUMLLIaeT JaHHbIE MHOXECTBA KOMMaHUA CaMoro BbICOKOro

MeXXAyHapOaHOro YPOBHS. B pesynbTaTe KOMMNaHUW BKNaAbIBatOT 3HAYNTENbHbIE

CpefACcTBa B MOArOTOBKY KOMMbHOTEPHbIX CMELManncToB /s 3ToM paboTbl. Taknm

06pa3oM, aTa 061aCTb CTana HACTONbKO BaXXHOW Ha ro6anbHOM YPOBHE, YTO 3TO
MOCIY>XM0 OCHOBaHWEM A5 CO3AaHWs AaHHOM NporpaMMbl, KOTopas obecneymnT
CTYyAeHTa BblatoLLMMMNCH 3HAHUAMM B 061aCTV XPaHEHMSA 1 yripaBeHns
YY4ETHBIMU iaHHbIMW. 3TOMY ByAyT CNOCOBCTBOBATL MyIbTUMEANNHbIE
MaTepwvasbl, KOTopble NpuaaayT NporpaMmme 60Mbliy AMHAMUYHOCTb,
B OMNOSTHEHME K KOMbOpPTY ¢ hopmol 06ydeHns 100% oHMalH.

W aTak Ha CeTU U CUCTEMBI |
CH TexHonornueckui yH1Be




[o6po noxanosartb | 05 tech

TECH npegnaraet Bam
SKCKITIKO3UBHbIN MaTepuas B 061acTu
arak Ha cetu n cuctembl Windows,

KOTOPbIVi MO3BOJINT BaM CTaTb OAHUM
U3 JIyYLUMX CrIeynanncToB B oTpacan’
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[Toyemy cTouT yuntbca B TECH?

o

TECH — aT0 KpynHeiwas 6uaHec-kona 100% oHnaiH-bopmaTa B Mupe. Mbl sBnsiemcs
3/IMTHOWM BU3HEC-LLIKOMOW C 06pa30oBaTeNbHOM MOAEbIO C CaMbIMU BbICOKMMM
aKageMnyeckUMmn ctanaapTammn. MexxayHapoaHbI BbICOKONPOU3BOANTENbHbBIN LIEHTP
MNHTEHCWBHOIO 06y4eHIst yrpaBieHYeCKNM HaBblKaM.

4

KA




[Noyemy ctouT yuntbea B TECH? | 07 tech

TECH — 210 nepefoBov TEXHOTOMrMYECKMM
YHUBEPCUTET, KOTOPbIM MPeocTaB/ISeT BCe
CBOW PeCypCbl B pacriopsiXkeHme CTyeHTOB,
YTObbI MOMOYb UM [JOCTUYL ycriexa B busHece"



08 | Noyemy cTouT yuntbca B TECH?

B TECH TexHonornyecku yHuBepcuteT

MHHOBaLuKn

Mbl npefnaraeM BaM MOZENb OHMANH-06YYEHNS, COYETAOLLYHO
B cebe HoBeWiLLMe 06pa3oBaTe/bHblE TEXHONOMMM U
MaKCUMasbHYO Nefarornyeckyto CTPOrocTb. YHUKaNbHbINA
METO/] C BbICOYaNLLNM MEXAYHAPOAHBIM NPU3HAHNEM, KOTOPbI
[acT BaM BO3MOXXHOCTb PasBMBaTbCSA B MUPE MOCTOSIHHbIX
NepemeH, rae MHHOBALIMM UIPaIOT KHOYEBYHO POJIb B
JEeSTENbHOCTM KayA0ro NpearnpuHuMaTens.

"Mctopus ycrnexa Microsoft Europe” 3a BK/tOYEHVE B MPOrpaMMbl
VHHOBALIMOHHOW MHTEPAKTUBHOM MyNbTUBUAEOCUCTEMDI.

Bbicokue Tpe6oBaHus

YT106bI NOCTYyNMTL B TECH, He noTpebyeTca 60nblune 3aTpaThl.
YT06bI yUUTHCS Y HAC, BaM He HY>KHO flenaTb 6osblive
VHBECTMLIMW. OIHAKO ANS TOro, YTO6bI MOMYYUTh AWMIOM B TECH,
HEOOXOAMMO MPOBEPUTL YPOBEHb 3HAHWI 1 BO3MOXHOCTE
CTyAeHTa. Halim akaieM1yeckme cTaHaapTbl 04eHb BbICOKM...

(o) ctyaeHToB TECH ycneluHo 3aBepLuatoT
9 5 /O obyuyeHue

HeTBOPKUHI

MpodteccroHasnbl Co BCEro Mupa NMpuHUMatoT y4acTuie B
TECH, 4T06b! Bbl CMOITIN CO3aTb 6OSbLLYHO CETb KOHTAKTOB,
MoMEe3HbIX A5 Ballero 6yayLiero.

100 000+ 200+

MeHe>KepoB, npowlegLlunx Pa3HbIX HaLuMoHanbHocTel
€XerogHyr noaroTtoBkKy

PaclumpeHue npaB 1 BO3MOXHOCTei

PasBuBaiiTeCh Hapsay C NyHLWUMK KOMMAaHUAMM U
npodeccroHanamu, 0bnagatoLmMm 601bLLIMM aBTOPUTETOM U
BAMAHNEM. Mbl cO34anu CTpaTernyeckme anbaHchl U LEHHYHO
CETb KOHTAKTOB C OCHOBHbIMU 3KOHOMUYECKUMM CYyEbEKTAMMU
Ha 7 KOHTVMHEHTaX.

5 0 0 COrNallueHunin 0 CoTpygHMYecTBe
I I C yYLIMMU KOMMNAHUSIMU

TanaHT

Halua nporpamMma - 970 yH1KanbHoe NpeanoxeHme ans
PacKpbITVs BalLero TafnaHTa B Mype 61aHeca. BO3MOXHOCTb, C
MOMOLLIbHO KOTOPOI Bbl CMOXETE 3asiBUTb O CBOMX MHTEPECAX W
BUIEHWN CBOEro G1sHeca.

TECH nomoraet cTyfeHTaM nokasaTb MUPY CBOW TanaHT npu
NPOXOXEHUM 3TOW NMPOrpaMMbl.

MynbTUKYNBTYPHbIN KOHTEKCT

O6yuasck B TECH, cTyaeHTbl MOryT NOAYYNTb YHUKANbHbIA OMbIT.
Bbl 6yfeTe yunTbCst B MHOMOKY/IbTYPHOM KOHTEKCTe. B AaHHON
nporpaMme Mbl NPUMEHSEM F106anbHbI NoAxoa, bnarofaps
KOTOPOMY Bbl CMOXETe y3HaTb O TOM, KaK paboTatoT B Pa3dHbIx
4aCTAX CBETa, CobpaTh CaMyHo CBEXYHO MHMOPMaLMIO, KOTopas
HawyyLwM 06pa3oM COOTBETCTBYET Balllel busHec-uaee.

Hatwum cTyneHTsl npeactasnstoT 6onee 200 HaLMOHaNbHOCTEN.



YuuTechb y nyyiumnx

Halum npenogaeaTeny 06bACHAOT B ayANTOPUSX, YTO MPUBEO
VX K YCTIEXY B UX KOMMaHUsX, paboTas B peasibHOM, >XMBOM 1
AVHaMMYHOM KOHTEKCTE. lNpenoaaBaTeni, KOTopbIe MNOAHOCTbLIO
NOCBSALLAIOT Ce651 TOMY, YTOObI MPEASIOKMTL BaM KaYECTBEHHYIO
creLmannsaLmto, Kotopas no3BoanT BaM NPOABMHYTHCS MO
KapbepHOW NECTHULIE U BbIAENTLCA B MUPe 6U3Heca.

NpenogaBateny npeactanatoT 20 pasinyHbIX
HaLMOHaIbHOCTEN.

B TECH y Bac 6ynet AOCTYM K camoMy
CTPOromMy 1 COBPEMEHHOMY METOAY
KeNCoB B akagemMmnyeckon cpege’

MNoyemy cTouT yuntbea B TECH? | 09 teCh

TECH cTpemMuTCcsl K COBEpLUEHCTBY U ANS 3TOro obnagaer
pPAAOM XapaKTepPUCTUK, KOTOpble AenatoT ero YyHUKanbHbIM
YHUBEPCUTETOM:

AHanus

TECH nccnefiyet KpUTUYECKYHO CTOPOHY CTYLEHTa, ero
CMOCOBHOCTL 3a1aBaTb BOMPOChI, HaBbIKMN PELLIEHNS]
NPOBIEM U HaBbIKN MEXIIMYHOCTHOIO OBLLEHUS.

Akapemunyeckoe npesocxoancTtBeo

TECH npennaraeT CTyieHTaM NyudLLyr0 METOAMKY OHNANH-
06y4yeHnst. YHMBepCcUTeT codeTaeT MeTof Relearning
(Hanbonee NpM3HaHHaaA BO BCEM MUPE METOL0N0MMS
nocneamnnoMHOro 0bydeHust) ¢ «METOAOM KENCOB»
apBapACKoW LWKOMbl 6uaHeca. Tpaagnumnm n COBPEMEHHOCTb
B C/IOXKHOM 6anaHce 1 B KOHTEKCTE CaMOoro TpeboBaTeIbHOro
aKaleMn4yecKoro MapLipyTa.

39KoHOMMSA 3a cYeT MacLuTaba

TECH — KpynHenLwmnmn B M1Mpe OHNarH-yHNBepCUTeT. B ero
nopTdonmo HacunTbiBaeTcs 60nee 10 000 yHNBEPCUTETCKMX
nocneaMnaIoMHbIX MPorpamMm. A B HOBOI 9KOHOMMKE 06beM
+ TEXHONOrusl = pasopuTesibHas LieHa. Takim 06pa3om,

Mbl 3a60TMMCSH O TOM, 4TO6bI y4eba A5 Bac Oblfa He Takom
[IOPOrom, Kak B ApYroM yHMBepcuTeTe.
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[loueMy UMeHHO

Halla nporpam?

[poxoxaeHne nporpamMMbl TECH yBENNYMT BaLLM LLAHCHI JOCTUYb
nNpodeccroHanbHbI ycnex B 06/1aCTW BbICLLErO MEHEIKMEHTA.

970 3aa4a, KoTopasa TpebyeT yCUnnii 1 caMooTaaun, Ho KOTopast OTKPbIBaeT ABEPb
B MHOroobeLlatoLLee Gyayliee. Bbl 6yaeTe yuntbes y NydLlinx npernogasateneit v no
camMoii r’MBKOM 1 MHHOBALIMOHHOW 06pa3oBaTe/lbHOM METOA0OMMN.




.

Mouyemy nmeHHo Hawa nporpam? | 11 tech

Y Hac cambivi MPECTMXKHbIN NPenofaBaTesibCKum
COCTaB W CaMbiVi MOJIHbIV Y4EOHbIV M/1aH Ha PbIHKE,
YTO MO3BOJISIET HaM MPEAIOXUTb BaM 00yYeHne
Ha caMOM BbICOKOM aKaZeMn4eCKoM ypoBHe"



tECh 12 | MloyeMy UMeHHO Halla nporpam?

9Ta nporpamMmma obecne4ynT BaM MHOXXECTBO NPeUMyLLECTB
B TPYAOYCTPOICTBE M BOMPOCAaX JINYHOCTHOIO pa3BUTHS,
BKJIlOYas crepyoLLme:

[aTb peluatoLmnm TONYOK Kapbepe CTyAeHTa 3aKpenuTbCA B BbICLLEM PYKOBOACTBE
npeanpuaTus

Mbl flaeM BaM BO3MOXHOCTb B35Tb M0f KOHTPO/b CBOE
OyAyLLee v MOSHOCTBIO PAaCcKpPbITh CBOW NoTeHuuan. Mponas 06yyeHue B TECH oTKpbiBaeT ABepu B NpOMECCUOHANBbHYIO CPeaY,
Hallly Mporpammy, Bbl MPYOBPETETE HEOGXOANMBIE HABBIKY, B KOTOPOW CTYAEHTbI CMOrYT MO3MLIMOHNPOBATL CeHS B KAYECTBE
4TOObI 33 KOpOTKI/H;I CPOK ,D,Oél/lTbCﬂ NONOXUTENBHbIX UBMEHEH W pyKOBOﬂMTeﬂeVI BbICOKOMO YPOBHS, O6ﬂaﬂ,aFOLL|,V|X LLUNPOKNM
B CBOEll Kapbepe. BVAEHNEM MEXAYHAPOAHOW Cpeabl.

/0% CTy[JeHTOB 3TOU crieymnasnnsagnmn Bbi 6y,£[eT€ paéoTaTb Ha/j bosiee

J0BUBAKOTCS YCMELLHbIX M3MEHEHWUI B yem 100 peasibHbIMW Kevicamm 13

CBOEew Kapbepe MeHee YeM 3a 2 roaa. 0061aCTH BbICLLETO MeHe)KMEHTa.

P83pa6aTbIBaTb CTpaTernyeckoe u BpaTb Ha ceb6a HoBble 0693aHHOCTHU

rno6anbHoe BUAEHWe KOMMNaHWUu
Mbl NOKaXxxeM Bam nociefHVe TEHAEHLMK, Pa3padoTKy U

Mbl npeanaraem BaMm ry60Koe NoHMMaHe 06LLEro cTpaTeruu Ang ocyLWecTBeHNs Ballei NPOGeccHoHabHOM
MeHEeDKMEHTa, YTOObI Bbl Y3HaW, KaK Kax0oe peLleHve AEATENIBHOCTM B MEHSAOLLIMXCH YCITOBNAX.
B/IMSIET Ha pa3nndHble YHKUMOHaNbHbIE 061aCT KOMMaHWM.

Halue rnobasibHoe BuAeHne

KOMMaHWM yiyyLmT Ballie 45% Halumx CTyAEHTOB MOJy4YaroT
CTpaTernyecKoe MbliLLIEHNE. MOBbILLEHNE BHYTPM KOMIMaHWUY.




MonyunTb JOCTYN K MOLLHOW CETU KOHTAKTOB

TECH dopMupyeT CBOUX CTYAEHTOB, YTO6bI MaKCUMasbHO
PacLUMPUTB X BOBMOXHOCTU. CTYAEHTbI C TEMU XKe
MHTEPECaMM Y XXeNaHWEM PasBMBaATbCH. TakiM 06pa3om,
MOXHO 6yJ1ET 0BMEHNBATLCH KOHTaKTaMW MapTHEPOB,
KIIMEHTOB MW NOCTaBLUMKOB.

Bbi HavigeTe ceTb KOHTAKTOB,
HEeobXoANMbIX 4J151 BaLLErO
MpOGECCHNOHaIbHOO PA3BUTUS.

PaspabaTbiBaTb CBOM 6U3HEC-NPOEKT
B CTPOrov nocnepoBaTefibHOCTU

BbI nony4unTe ry6oKoe CTpaTermieckoe BUeHve, KOTOPoe

NMOMOXXET BaM p83p86OTaTb COBCTBEHHbI MPOEKT, NMPUHNMasd BO

BHUMaHWE pasfinyHble HarpaBieHna AEATENTIbHOCTM KOMMNaHWN.

[MoyeMy MeHHO Hawa nporpam? | 13 teCh

CoBepLueHCTBOBaTb CBOU COQT-CKU/I/IbI
W ynpaBfieH4YecKue yMeHus

Mbl NOMOraem Bam NpPUMEHSATb U Pa3BUBATb NMOMYYEHHbIE 3HAHNA
V1 COBEPLLUEHCTBOBATb HaBbIKM MEXIMYHOCTHOIO 06LLEHNS, YTOBbI
CTaTb IMAEPOM, KOTOPbIA MEHSIET MUP K NydLLIEMY.

Ynydimte cBoM KOMMYHUKATUBHbIE U
JIMEPCKNEe HaBbIKW M NPOABUranTeChH
M0 KapbEPHOW NIECTHULIE.

CtaTb YacTblO 3KCKJIIO3UBHOIO coobLLecTBa

Mbl NpeanaraeM BaMm BO3MOXHOCTb CTaTb YaCTbto COOOLLECTBa
SIMTHbBIX MEHELKEPOB, KPYMHbIX KOMMaHWIM, U3BECTHbBIX
WHCTWUTYTOB ¥ KBaIMMULIMPOBAaHHbIX NpenofaBaTenen 13 camblx
MPECTWKHbIX YHUBEPCUTETOB MMPa: COOOLLECTBA

TECH TexHonorn4yeckui yHMBepcuTeT.

Mbi jaem BaM BOBMOXXHOCTb

20% Halumx CTyAEeHTOB paspabaTbiBaroT
CO6CTBEHHYH BU3HEC-MAEND.

Creynann3mpoBaTbCs C KOMaHAOM Npu3HaHHbIX
rpernogaBaTeneii Ha MexayHapoaHoM CLeHe.
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Llenw

[laHHbIA YHMBEPCUTETCKMIA KypC B 061acTv Ha ceTu 1 cuctembl Windows npefocTaBuT
CTyAeHTaM caMble MHHOBALIMOHHbIe 06HOBNEHNS, CBA3aHHble ¢ DNS v ero pabotoii

B Active Directory. Takum o6pasom, TECH npefnaraet BbICOKOKa4eCTBEHHbIE
MYNbTUMeANNHbIE pecypchbl, 0becneynBatoLime ahMeKTUBHOCTb Y4ebHOro npoLiecca.
o oKOHYaHMM 0ByYeHMA CTYAEHTbI MOBLICAT CBOM HAaBbIKM B 061ACTW STUYECKMX

¥ MpaBOBbIX MPaKT1K NpW NPOBEAEHMIN aTak 1 TeCTOB Ha cucTembl Windows.




Lenn |15 tech

B Baluem pacriopsixeHun 6yayT
camble JlyyLLIne n MIHHOBALIMOHHbIE
AnAaKTU4ecKme CpeacTBa,
MO3BOJISAOLLME YCMELLIHO

MpOViTH nporpammy”



tecn 16| Lenm

TECH penaet uenu cBoux CTyA€HTOB CBOMMU COOCTBEHHbIMMU

Mbi pa60TaeM BMecCTe AN [AOCTUXXEHUS 3TUX Lienen
[laHHbI YHUBEPCUTETCKUIA KYpC B 06n1acTu aTak Ha cetu u cucteMbl Windows HayunT cTygeHTa:

|/|3y‘-|l/ITb N MOHATb TaKTUKY, TEXHWKY W MpoLeaypbl,
MCMOJIb3YyEMbIE 3/T0YMbILLTTIEHHNKAMW, YTO
MO3BOJINT BbIABAATL M MOAENNPOBATL YyrpO3bl

CoBepLLEHCTBOBATb HaBbIKM OBLLIEHMS, XapaKTepHbIe
IS TEXHUYECKON cpefibl, 0b6neryas noHumaHme
I KOOPAVHALMIO MEXAY YleHaMu KoMaHAbl

HpMMeHﬂTb TEOPETNHECKME 3HAHNA

B MPaKTUYECKUX CLUEHAPUAX N CUMYNALINAX,
CTanKmnBadCb C pealibHbIMU I'IpO6ﬂeMaMl/l,
4TObbI YKPENUTb HaBbIKW MNeHTECTa

OCBOWTb METO/Ibl MOHUTOPWHIa ¥ KOHTPOSIS
NPOEKTOB, BbISIBNATL OTKMOHEHWS U MPUHUMATb
HEOBXOANMbIE KOPPEKTUPYHOLLIME MEpbI

Hayuntbcs ath®eKTUBHO pacnpeaensiTb pecypchbl
B KOMaHAe Knbepbe3onacHOCTH, y4nTbIBas
WHOMBWAYaNbHblE HaBbIKM 1 OBUBAACH

MaKCUMabHOM Npon3BOANTENBHOCTW B NMPOEKTAX

PasBUTb KOMMETEHLIMM MO OLIEHKE 1 YTyULLEHNHO
KOHhUMrypaLmin 6esonacHocT B cuctemax Windows,
obecneynBas peanvaaumio ahheKTUBHbIX Mep




LUenn |17 tecn

[poaBuraTh aTUYECKME U MPaBOBbIE MPaKTUKK NMPpU
BbIMNOMHEHWN aTaK M TECTOB Ha cucTeMbl Windows,
YYUTbIBas STUYECKME MPUHLMMbBI KN6EPHE30NACHOCTM

O3HaKOMWTb CTYAEHTA C OLIEHKOW
6e3onacHocTv AP 1 Be6-CepBUCOB,
BbISIBNIEHWEM MOTEHLMANBbHbBIX YA3BUMOCTEN
1 YKpenneHmem 6e30MmacHoCTM
MHTEP®ECOB NPOrPaMMMPOBaHNS

Cnoco6cTBOBaTb 9hHEKTMBHOMY
COTPYAHWYECTBY C KOMaHAaMuM 6€30MacHOCTH,
06benHsAA CTPATErNM 1 yCUImns

Mo 3allnTe CETEBOW MHPPACTPYKTYPbI




tecn 18| Lenu

MponaraHavpoBaTh STUYECKME M NPaBOBbIe
HOPMbI MPW aHannse 1 UCCNeaoBaHnm
BPELOHOCHbIX MPOrpaMM, 06ecrneymBas YeCTHOCTb
1 MOAOTYETHOCTb BO BCEX BUAAX AEATENbHOCTH

[NPUMEHSTL TEOPETUYECKME 3HAHNA

B CMOZAENMNPOBaHHbIX Cpeaax, yH4aCTBOBaTb
B MPaKTUYECKNX 3aHATUAX AN1A MOHUMaHNA
n I'IpOTl/IBOLI,eVICTBI/IFI BPEAOHOCHbIM aTakaM

Mpro6pecTyn TBEPAOE NOHMMaHWE hyHAAMEHTaNbHbIX
NPUHUMNOB LnhpoBoi KpuMUHanucTukm (DFIR) 1 nx
NPVYMEHEHNS NS Pa3peLLeHns KNHep-MHUMAEHTOB

M
JD!\ -




Lenn |19 tecn

HayunTbca cocTaBnAaTb MOAPO6HbIE

OTYETbI, AOKYMEHTUPYIOLLIME pesysbTaThl,
MCMONb30BaHHbIE METOAMKM N PEKOMEHJALNM,
nonyyeHHble B xoae yyYeHun Red Team

PasBuTb HaBbIKM DOPMYIMPOBAHNSA MPAKTUYECKIMX
pPeKoMeHAaLMI, HanpaBAeHHbIX Ha yCTpaHeHKne
YSI3BMMOCTEN 1 NOBbILLIEHNE YPOBHSI 6630MaCHOCTM

/ / O3HaKOMUTb CTyAeHTa C nyyLmnmm
MNPakKTNKaMn COCTaB/IEHNA OTHETOB AJ1A
pyKOBO,ElMTeJ'IeM, agantaunm TEXHNYECKnX
OTYETOB AJ159 HETEXHNYECKOWN ayanTopumn
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CTpyKTypa u coaepxaHue

YHMBEPCUTETCKMIA KypC B 06M1aCTH aTak Ha ceTu 1 cucTeMbl Windows — aTo nporpamma,
B KOTOPOW OCHOBHOE BHIMaHWE yAeNseTcs HaBblkaM, CBA3aHHbIM C QYHKLMSMM

v cny>x6amu Active Directory. Kpome Toro, sTa nporpaMmma CocpeaoTodeHa CTPoro

Ha TEOPETUKO-MPaKTUYECKOW COCTaBSIOLLEN, @ TaKXKe Ha 60raToM OMbITe U 3HAHUSIX
BbICOKOKBaNMhNLMPOBaHHOIO NpenoaaBaTeibCKoro cocTana.




CTpykTypa u copepxaHue | 21 tech

PaspaboTaHHas crielmaanctamm y4yebHasi
nporpamMmMa ¢ BbICOKOKa4YeCTBEHHbBIM
cogepXxaHnem UMeeT peluaroLee
3Ha4YeHue 151 yCreLIHOro MNoBbILLEHNST
YPOBHS BaLLMX 3HAHWNA"



tecn 22|Crpyktypau copepxaHue

YyeO6Hblit NnaH

9Ta akagemuyeckasn nporpaMma
BK/tOYaET B cebs 6 Heaenb
WHTEHCMBHOIO 00yYeHNs, B Xofe
KOTOPOro CTYAEHT JOCTUrHET
BEPLIMHbBI CBOE NpodeccnoHansHo
Kapbepbl 6narogaps NepBOKNACCHOMY
06pa3oBaHuto. Y cTyaeHTa 6yaet
BO3MOXHOCTb 3aHATL NyyLIMe
nosunumu B obnactu UT, peluas
ntobble 3afaumn B paboyer cpefe.

9Ta nporpaMma npefocTaBniseT
pa3HO06pasHble HaBbIKK padboThbl

C CeTeBbIMM NpoTOKONIaMK B Windows.

KomaHfa npenofaBatenen

paspaboTana BblaatoLmincs

y4eBHbIiA MnaH, BKAKYaroLWmi 1

MOZY/b, LIENTbHO KOTOPOro SIBNSETCS
npefocTaBneHve cneumnanmcTy
MHOTOYUCNEHHbIX 3HaHWI, CBA3aHHbIX

C ayTeHTUdhMKaLMeNn 1 aBTopu3aLmen

B Active Directory, no3BONAOLLNX
YCMELIHO OCYLLECTBNATE 3TO yNpaBieHne
B 0611acTu Knbepbe3onacHOCTM.

CTyoeHT TOro YHMBEPCUTETCKOrO
Kypca 6ydeT nayvaTb nepeaoBble
MeTombl Kerberos, norpyxascb

B 061acCTb rneHTecTa. TaknM 06pasoMm,
CTYLEHT OKaXXeTCs B YMche Ny4Lmnx
3KCMepTOB MO aTakaM Ha CUCTEMDb!
Windows ¢ akUeHTOM Ha HaCTPOWKY
1 paseepTbliBaHmne ADCS.

TECH dokycupyeTcs Ha abheKTMBHOCTK
¥ aKafleMUYeCKOM NPEBOCXOACTBRE,
No3TOMY aTa NnporpaMmma npefocTaBnaeT
caMmble nepefoBble Pa3paboTKu

B OTpac/u, obecrneyvBas CTyeHTam
CaMble BbICOKME aKaeMnyeckme
CTaHAapTbl MO OKOHYaHMM NPOrpaMMbl.
CTyneHTam noTpebyeTcs ToNbKO
3NEKTPOHHOE YCTPOMCTBO C XOPOLLINM
NOKPbITVEM VIHTEpHETA, YTO MO3BONUT
Nerko Noay4YnTb AOCTYN K BUPTYanbHOW
nnaTdopme, He BbIXOAs 13 AoMa.

[aHHbIA YHUBEPCUTETCKNIA
KypC paccumnTaH Ha 6 Hefenb
“ cocTouT 13 1T Moayns:

Mopynb 1 ATtaku Ha ceTu u cuctembl Windows
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Foe, Korga v Kak yuuTtbes?

TECH npennaraeT BO3SMOXHOCTb MPONTK
YHVBEPCUTETCKMIA KYpC B 061aCTH aTak
Ha ceTu 1 cuctemMbl Windows NoIHOCTbIO
B PEXUME OHMalnH. B TeyeHne 6 Heaenb
crneumanvsaummy CTyAeHTbl CMOTyT

B 1t060E BpeMS NONY4UTb JOCTYN

KO BCEMY COLEPXKaHMIO 3TOW MPOrpamMmbl,
YTO MNO3BOSUT UM CAMOCTOATESIbHO
YNpaBAsiTb CBOVM YHE6HbIM MPOLIECCOM.

YHUKabHbIN, KITIFOYEBOU

W PeLLIarOLLMV OMNbIT O6YYEHMS
[1/151 MOBbILLIEHWS] BaALLIErO
npogpeccrnoHasibHoro pocra’
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Mopgynb 1. Ataku Ha ceTu 1 cuctemMbl Windows

1.1. Windows u Active Directory 1.2. CeTeBas CTpyKTypa B cpefax 1.3.  AyTeHTudmKauus n aBTopmsauus 1.4. PaspelueHunsa n noANTUKK
1.1.1. VicTopusi v sBomoumst Windows Active Directory B Active Directory B Active Directory
1.1.2. OcHosbl Active Directory 1.2.1. CeTeBble npoTokosbl 8 Windows 1.3.1. TpoLiecc 1 NoToK ayTeHTUhUKaLMN 1.4.1. GPO
1.1.3. ®yHkumn 1 cnyx6el Active Directory 1.2.2. DNSwero pa6ota B Active Directory 1.3.2. Tunbl y4eTHbIX AaHHbIX 1.4.2. TpuMeHeHwe n ynpasnexne GPO
1.1.4. O6Las apxuTekTypa Active Directory 1.2.3. CpepcTBa AMarHOCTMKM CETH 1.3.3. XpaHeHue v ynpasneHue 1.4.3. YnpaBneHve paspeLleHUAMN
1.2.4. Peanusauus ceTu B Active Directory YYETHbIMU JaHHbIMY B Active Directory
1.3.4. BesonacHOCTb ayTeHTUbMKaLMK 1.4.4. YA3BMMOCTU paspeLleHnin n nx ycTpaHeHue
1.5. OcHoBbl Kerberos 1.6. [lepepoBbie MeToAbl B Kerberos 1.7. Cnyx6bl cepTugmukaToB 1.8. Artaku u 3awmTa Active Directory
1.5.1. Y7o Takoe Kerberos? 1.6.1. PacnpocTpaHeHHble aTaku Ha Kerberos Active Directory (ADCS) Certificate Services (ADCS)
1.5.2. KoMroHeHTbI 1 paboTa 1.6.2. TMpodunakTnka 1 salinta 1.7.1.  OCHOBHble KoHLenuuu PKI 1.8.1. PacnpocTpaHeHHbile ya3srUmocTy 8 ADCS
1.5.3. TukeTbl B Kerberos o 1.6.3. MoHUTOpHHT Tpacduka Kerberos 1.7.2. Ponu 1 koMnoHeHTbl ADCS 1.8.2. ATaku U MeTofibl 9KCrlyaTaLmm
1.5.4. Kerberos B koHTekcTe Active Directory 1.6.4. PacluvpeHHble aTaku Ha Kerberos 1.7.3. KoHbWrypauys 1 passepTbisaHiie ADCS 1.8.3. 3alwyTa U CMSArYeH1e NOCNeACcTBui
1.7.4. bBesonacHoctb ADCS 1.8.4. MoHuTopuHr 1 ayant ADCS
1.9. Ayput Active Directory 1.10. Azure AD
1.9.1. BaxHocTb ayauTta Active Directory 1.10.1. OcHoBbl Azure AD
1.9.2. WHCTpyMeHTbI ayanTa 1.10.2. CUHXPOHM3aLMA C TOKaNbHON
1.9.3.  O6Hapy»eHve aHoManui Active Directory
1 NMOJO3PUTENIbHOrO NMoBeAeHUs 1.10.3. YnpaBneHwe naeHTndukaumein B Azure AD
1.9.4. PearnpoBaHue Ha UHUMAEHTDI 1.10.4. ViHTerpaumsi ¢ NpunoXXeHNamu 1 cny>xéamm

1 BOCCTaHOB/EHNE
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C TECH BbI nony4mnte camble
nocaeqHne 3HaHUs B 06/1acTu
CeTeBbIX M CUCTEMHbIX aTaK

Ha Windows 6n1arogapsi Hanbosee
MOJIHOMY y4eOHOMY T1/1aHY,
KoTopbivi TECH nipeanaraet Bam”




06
MeToguka obyyeHus

TECH — nepBblit B MVpe YHUBEPCUTET, 0O bEANHUBLLNIA MeTOf, Kelic-cTagu C Relearning,
cuctemoin 100% oHnalH-06y4eHns, OCHOBaHHOW Ha HanpaBeHHOM MOBTOPEHMN.

9Ta MHHOBaLWOHHaA Nefjaroruyeckasn cTpaTterms 6bina paspaboTaHa s
TOro, YTOBbI NPEANOXKMTb MPOhEeCcCMoHanamMm BO3MOXHOCTb OGHOB/ATb
CBOW 3HAHWA 1 pasBKBaTb HaBbIKWN MHTEHCUBHBIM 1 9D OEKTUBHbBIM
cnocoboM. Mofenb obydeHust, KoTopas CTaBUT CTy[eHTa B LieHTP y4ebHOoro
npoLiecca 1 0TBOAUT eMy BeAyLLyO POfb, aflanTupysiChb K ero NoTpebHOCTAM
¥ OCTaBnss B CTOPOHe 605ee TPaULIMOHHbIE METOLONOM N,
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TECH noarotoBuT Bac K peLueHmno HOBbIX
3a/]a4 B yCII0BUAX HEONPEAETEHHOCTM U
JIOCTUXKEHMIO YCriexa B Kapbepe”
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CTygeHT — npuopuTeT Bcex nporpamm TECH

B MmeToanke 06yyeHna TECH cTyaeHT aBnseTca abContoTHbIM AENCTBYIOLWMM SIULIOM.
MNeparornyeckine MHCTPYMEHTbI KaxkAoM NporpamMmMbl 6b1/11 Nog06paHbl C y4eToM
TpeboBaHWiA K BpEMEHM, AOCTYMHOCTM U akaieMUYeCcKoi CTPOroCTH, KOTopble
NpeabABAAOT COBPEMEHHbIE CTYEHTbI U Hanboiee KOHKYPEHTOCNOCO6HbIe paboyne
MeCTa Ha pblIHKe.

B acvHxpoHHoI o6pa3oBatenibHoi Mogeny TECH cTyaeHTbl caMu BbIGUpatoT Bpems,
KOTOpPOE OHW BbIAENAOT Ha 0BYYeHMe, Kak OHK peLLaT BbICTPOUTb CBOW pacnopsaaoK
[IHS, 1 BCe 3TO — C yA06CTBOM Ha t060M 31EKTPOHHOM YCTPOCTBE, KOTOPOE OHM
npeanoynTaroT. CTyeHTaM He HY>XHO MocellaTb OYHbIe 3aHATUS, Ha KOTOPbIX OHW
3a4acTyto He MOryT NPUCYTCTBOBATb. Y4ebHble 3aHATUS OyayT NPOXOANTb B YA0OHOE
[N HUX BpeMsi. Bbl BCerzja MOXeTe pellnTb, Koraa v rae yuYnuTses.

B TECH y Bac HE 6ynet 3aHSATWI B
peasibHOM BPEMEHM, Ha KOTOPbIX Bbl
3a4aCTyrO HE MOXXETe MpUCyTCTBOBATL"
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Camble 06LINPHbIe yYebHble NaHbl Ha MEXAYHAPOAHOM YPOBHE

TECH xapakTepuayeTca Tem, YTo NpeiaraeT Hanbonee o6LLIMPHbIE akaJeMmnyeckme
MnaHbl B YHUBEPCUTETCKON cpefe. 9Ta KOMMNEKCHOCTb JOCTUraeTcs 3a CUET
CO3[aHns y4ebHbIX NIaHoB, KOTOPbIe OXBATbIBAKOT HEe TOIbKO OCHOBHbIE 3HaHMS, HO
¥ caMble NOCNedHNE MHHOBALMN B KaXK40o 061acTu.

Bnarogapsi NOCTOSIHHOMY OOHOBAEHWIO 3TW NPOrPaMMbl MO3BONSAKOT CTYAEHTaM ObITb
B KYpCe M3MEHEHWIA Ha PbIHKE 1 MPYOBpeTaTb HaBbIKK, Hanbonee BOCTPeOOBaHHbIE
paboTtoaaTensamu. TaknmM 06pasoMm, Te, KTO NPOXoanT obyderune B TECH, nonyyatoT
KOMMAEKCHYHO MOArOTOBKY, KOTOPas aeT UM 3HaUMTENIbHOE KOHKYPEHTHOE
NPEeNMYLLECTBO AN NPOABWKEHNS MO KapbepHOW NECTHHULIE.

Bonee Toro, CTyAeHTbI MOMYT Y4UTbCS C NO60ro YyCTPOMCTBA: KOMMAbHOTEPA, NiaHLLIeTa
nnm cMapTthoHa.

Mogene TECH siBiieTCs aCMHXPOHHOW,
MO3TOMY Bbl MOXETE 13y4aTb
maTepuasl Ha CBOEM KOMIbIOTEPE,
MaHLLIEeTe Ui CMapTpOHE B JTFOO60M
MeCTe, B J1H060€e BPEMS 1 B Y[0O6HOM
/714 Bac temrne”
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Case studies unn meTop, Kencos

MeTop KelcoB siBNsieTcs Hanbosee pacnpoCTpaHEHHOM CUCTEMOI OBYYEHNA B NTyYLLINX
6U3HeC-LIKoNax M1pa. PaspaboTtaHHblii B 1912 rogy Anst Toro, YTobbl CTYAEHTbI
tOPUANYECKMX (aKybTETOB He MPOCTO M3y4Yan 3aKOHbI Ha OCHOBE TEOPETUYECKMX
MaTeprasnoB, OH TakXKe MeN Lenb NPeACTaBUTb UM peasibHble CIIOXHbIE CUTYaLUMK.
TakvM 06pasoM, OHI MO MPUHUMAaTb B3BELLEHHbIE PELLIEHNS 1 BbIHOCKTb
060CHOBaHHbIE CYXAEHNS O TOM, Kak 1x pa3pelunTb. B 1924 rofny oH 6bl/ yCTaHOBIEH
B Ka4yeCTBe CTaHJapTHOro MeToda 0byyeHnsa B [apBapCKOM YHVBEPCUTETE.

[Npw Tako Mofenn obyyeHnsa CTyaeHT caM (hOPMUPYET CBOKD NPOMECCHOHaNbHYO
KOMMETEHLMIO C MOMOLLIbHO TaKMX CTpaTeruii, kak obyyeHue gevictamem (learning by
doing) unu gu3aariH-mbitineHuve (design thinking), NCNOAb3yeMbIX TaKMMU N3BECTHBIMM
y4e6HbIMM 3aBeAeHUAMM, Kak Venb unu CTaHGOPA.

3TOT METOfl, OPUEHTUPOBAHHDIN Ha AENCTBUSA, BYAET NPUMEHATHCA Ha MPOTSXKEHMN
BCEro akajeMmn4ecKkoro Kypca, KoTopblii CTyaeHT npoxoamnT B TECH. Takum o6pasom,
OHW ByOyT CTAIKMBATLCHA C MHOXECTBOM PeasibHbIX CUTYaumi 1 OOMKHbI 6y ayT
NHTErpnMpoBaTb 3HaHWA, MPOBOAUTL UCC/IeA0BaHWA, apryMeHTUPOBATL 1 3almLLaTb
CBOV Uew v pellenna. Bee aTo fenaetca Ans Toro, YTobbl OTBETUTL Ha BOMPOC, Kak
Obl OHW MOCTYMWW, CTONKHYBLLUNCH C KOHKPETHBIMU CIOXHBIMU COObITUSIMI B CBOEA

noBceJHeBHON paboTe.




MeTtop, Relearning

B TECH meTos kericoB AOMOMHAETCA SIyYLUMM METOLOM OHJIaNH-
06yueHna — Relearning.

9TOT MeTo[, OTIMYaeTes OT TPAAMLMOHHbBIX METOANK 0BYyYeHus,
CTaBsi CTyA€EHTa B LIeHTP 06yYeHUst U NPeOCTaBNsAa emy fydllee
cofiepXkaHue B pa3nnyHbix hopmatax. Takum 06pasom, CTyeHT
MOXET NepecMaTpunBaTh v NMOBTOPSATH KIKOUEBbIE KOHLENLMY
KaXKJ0ro NpeAMeTa 1 y4nuTbCa NPUMEHSTb X B peasibHOM cpefe.

Kpome Toro, cornacHO MHOTOUYMUCIIEHHBIM Hay4YHbIM
nccnenoBaHnsaM, MOBTOPEHWE ABASIETCS NYYLLUM CMOCO60M
yCBOEHWA 3HaHuI. [TosToMy B TECH Kaxkjoe KNro4eBoe NoHATUE
noBTopseTcs oT 8 10 16 pa3 B pamMKax O4HOro 3aHATUS,
npeAcTaBeHHOro B pasHblx popmaTax, YTobbl rapaHTMpoBaThb
NOMHOE 3aKpeneHne 3HaHW B NpoLiecce 0byYeHus.

MeTton Relearning no3BomT Tebe y4YnTbCs
C MEHBLLNMM YCUIINAMM 1 6OJIbLLIEN

3 PEKTUBHOCTBIO, I/1y6XKe BOBJIEKASICb B CBOKD

crieynanansaynto, pasBnBasd KpUTNHECKOE
MbILLTIEHNE, YMEHNE apPTr'yMEeHTNPOBAaTb 1

COloCTaBJiIATb MHEHNSA — I'IDHMOVUI [1yTb K yCriexy.

MeToamka obyuennsa |31 tecn

learning
from an
expert
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BuptyanbHbii kKamnyc Ha 100% B oHnanH-popmare
C NyywnmMu y4ebHbIMKU pecypcamu

[1na adhekTVBHOro NpuMeHeHns ceoein metoamkn TECH npepoctaBngeT
CTyfeHTaM y4ebHble MaTepvanbl B pa3nyHbix opmaTax: TeKCTbI,
NHTEPaKTUBHbIE BUAEO, MNMKOCTPALMN, KapTbl 3HAHWI 1 Ap. Bce oHW paspaboTaHbl
KBanMbUUMPOBaHHbIMM NpenofaBaTeNaMu, KOTOPble B CBOE paboTe yaenatoT
0C060€ BHMMaHWE CoYeTaHNIO peasibHbIX Cy4aen ¢ PELLEHNEM CMOXKHbIX
CUTYalUMi C MOMOLLBH CUMYNALMM, U3YHEHUIO KOHTEKCTOB, MPUMEHNMbIX K KaX oW
npodeccrnoHanbHoit chepe, M 06y4eHNO Ha OCHOBE NMOBTOPEHWA, C MOMOLLIbHO
ayamo, npeseHTauunii, aHuMaumnm, n3obpaxkeHnii v T.4.

MocneaHWe Hay4YHble AaHHble B 06ACTU HEMpPOHayK yKa3blBatoT Ha BaXKHOCTb
yyeTa MecTa 1 KOHTEKCTa, B KOTOPOM MPOUCXOAUT AOCTYN K Matepuanam, nepej
HayanoM HOBOro Mpouecca 06ydeHnst. BO3MOXHOCTb MHAMBUAYaNbHOM HAaCTPONKM
3TUX MapaMeTPOB NOMOraeT MOAAM fyylle 3anOMUHATb U COXPaHATb 3HaHUA B
rMnnokamne Ans A0NrOCPOYHOrO XpaHeHus. Peub naeT o Moaenu, HasblBaeMow
HEeNPOKOrHUTUBHbBIM KOHTEKCTHO-3aBUCHUMbIM 31EKTPOHHbIM 06YYeHeM, KoTopas
CO3HaTENbHO MPUMEHHAETCA B JaHHOM YHUBEPCUTETCKON NPOrpaMme.

Kpome Toro, Anst MakcrmMasnbHOro CoeiCTBMA B3aUMOOENCTBUIO MeX Y
HaCTaBHWKOM W1 CTYAEHTOM NPeAoCTaBAAETCS LUMPOKMIA CNEKTP BO3MOXHOCTEN
[N 06LLEHNS KaK B peanibHOM BPEMEHM, TaK 1 B OT/IOXKEHHOM (BHYTPEHHSAS
cucTeMa o6MeHa CoobLLeHVAMK, DOpyMbl 4151 O6CYXKAEHNIA, CNy>K6a TenedOoHHOMN
NOAAEPXKKM, SNEKTPOHHAA NoYTa AN CBA3N C TEXHUYECKNUM OTAENOM, YaT 1
BUAEOKOHMEpEHLMM).

STOT NOSIHOLEHHbIN BUPTyanbHbI KaMnyc Takxe No3BonT CTyAeHTaMm

TECH opraHunsoBbiBaTb CBOE y4ebHOE pacnmcaHmne B COOTBETCTBUM C JIMYHOMN
[OCTYMHOCTbLIO MM paboYnMm 0693aTeNbCTBaMU. TakM 06pa3oM, CTYAEHTbI
CMOTYT MOJIHOCTBH KOHTPOIMPOBATb akafleMUyecKme MaTepuanbl 1 y4ebHble
WHCTPYMEHTbI, HEO6X0AMMbIE 15 6bICTPOro NPOMECCUOHaNBHOIO Pa3BUTUS.

OHaviH-pexxmum 0by4YeHns Ha
3TOM Mporpamme rno3BonNT
Bam OpraH1M30BaThb CBOE BPEMS
Y TeMn 0byYeHus, afanTpoBaB
ero K CBoemy pacrvcaHmro”

9 dekTMBHOCTL MeTOAA 060CHOBbLIBAETCH YETbIPpbMS

KNno4YyeBbiIMU AOCTUNXEHUAMMU:

1. CTyLeHTbl, KOTOpbIe CIeAyHoT 3TOMYy METOAY, He TOJIbKO fo6MBatoTCSA
YCBOEHMWSA 3HaHWUM, HO 1 pa3BMBalOT CBOM YMCTBEHHbIE CMOCOBHOCTH C
NOMOLLbIO YNPaXHEHUI MO OLeHKEe peanbHbIX CUTYaL M U MPUMEHEHMIO
CBOMX 3HAHUN.

2. 06ydeHue NPOYHO onupaeTcs Ha NpakTUYecKne HaBbIKK, YTO NO3BONAET
CTYZAEHTY Nyyllie MHTErpupoBaTbCA B peasbHbIi MUP.

3. YcBOeHwWe naen v KOHLUEMLMIA CTaHOBUTCS MNpoLue n ahhekTuBHee
6narogaps UCMnosib30BaHMIO CUTYaLMI, BOSHUKLLMX B PeasibHOCTHU.

4. OwyuieHne adOEKTUBHOCTM 3aTPaYEHHbIX YCUNIA CTAHOBUTCHA OYEHb
BaXXHbIM CTUMY/IOM A/l CTYAEHTOB, YTO MPUBOAUT K MOBbILLEHNIO MHTEPECA
K yyebe 1 yBeIMYeHNo BPEMEHM, MOCBSILLLEHHOMY Ha paboTy Hazg KypCOM.



MeToamka obyyeHus | 33 teC!.'.

MeToaunka YHUBEPCUTETA, MNMoJiydymBLlad CaMyro BbICOKYHO
OLEHKY Cpean CBOUX CTYOEHTOB

PesynbTathl 3TON MHHOBALMOHHOW akaleMU4eCKOon MOAeN
MOATBEPXKAAIOTCS BbICOKMMM YPOBHAMM OBLLEN YAOBNETBOPEHHOCTY
BbIMYCKHMKOB TECH.

CTyAeHTbl OLleHNBAOT Ka4yeCcTBO NpenofaBaHus, KayeCcTBO
MaTepuanoB, CTPYKTYPY M Lienn Kypca Ha OT/IMYHO. HeyamBuTenbHO,
4TO y4ebHOe 3aBefieHNe CTano Ny4YLUM YHUBEPCUTETOM MO OLIEHKE
CTyAeHTOB Ha nnaTdopmMe 0T3biBOB Trustpilot, nonyuns 4,9 6anna ua 5.

bnarogaps tomy, yto TECH nget B Hory ¢
nepeoBbIMU TEXHOSIOMMAMM 1 NeAarornkou,
Bbl MOXETE MOJYYUTb [JOCTYM K y4eOHbIM
matepuasnam ¢ J1Kob0oro yCTponcTBa ¢
NOAKIOYEHNEM K VIHTEpHETY (KOMMbHOTEPa,
naaHLIeTa W cMapTpOoHa).

Bbi cMoXKeTe yunTbCs, MOb3ysCh
npeumyLLiecTBaMu JOCTyrna K CUMY/IMPOBaHHbBIM
06pasoBaTesibHbIM CpefjaM 1 MOAEN 06y YeHus]
yepes HabJItoAeHNE, TO ECTb YYUTHCS Y aKcrepTa

(learning from an expert).
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Takum 06pa3om, B aTol nporpamme 6yayT AOCTYNHbI JlyyLune yyebHble MaTepuabl,
MOAroToBJIeHHbIe C 60/bLLOM TLLAaTeIbHOCTbHO:

Yye6Hble MaTepuanbl

>

Bce anpakTnyeckre matepuanbl CO3Aat0TCA NpenogasaTensMm CreumnanbHo
[151 CTYAEHTOB 3TOr0 Kypca, YTOObI OHM BblIN AEACTBUTENBHO YETKO
CchOPMYNMPOBAHHBLIMM 1 MONE3HBIMU.

3aTeM 9T1 MaTepuarsbl NEPEHOCATCS B ayAMoBM3YyasbHbli popmaT, Ha OCHoBE
KOTOPOro CTPOWTCA Hall Crocob paboTbl B MHTEPHETE, C UCMONb30BaHNEM HOBEMLLIMX
TEXHOOM NI, MO3BONALLMX HAM NPeANoXMTb BaM OTIMYHOE KaYeCTBO Kayaoro 13
MCTOYHMKOB, NMPEeAOCTaBEHHbIX K BALLWUM YCIyram.

I'IpaKTuKa HaBbIKOB U KOMﬂeTEHLWIﬁ

CTyﬂeHTbI 6yﬂ,yT OCYLWEeCTBNATb AEATE/IbHOCTb MO Pa3BUTUHO KOHKPETHbIX
KOMMETEHLINN 1 HABbIKOB B KaX oW I'Ipeﬂ,MeTHOIZ o6nacTu. HpaKTVIKa N AMHaMKnKa
r|p|/lo6peTeva N PasBNTNA HaBbIKOB U CNOCOBHOCTEN, HeO6XO)J.l/IMbIX crneynanuncTty B
pamMKax FJ'IO68]'II/I38L|,VII/I, B KOTOpOl7I Mbl XXUNBEM.

MHTepaKTUBHbIE KOHCNEKTbI

MbI NpeAcTaBnsieM coaepyxaHne B NpUBeKaTebHoM 1 AnHaMUYHOM GopMe Ans
BOCI‘IpOl/I3BeLI,eHI/I9 Ha MyﬂbTI/IMeLLI/IVIHbIX yCTpOI7ICTBaX, KOTOpre BK/TKOYakOT aygmo,
BWAEO, N306PaXKEHWS, AnarpaMmbl N KOHLIENTYabHble KapTbl 415 3aKpenieHuns
3HAHWIN.

9Ta aKCKto3MBHaA 0bpasoBaTeribHas cucTemMa s Npe3eHTaLmn MynbTUMeANAHOIO
cofiepykaHus 6blna HarpaxkaeHa Microsoft kak “Kerc ycnexa B EBpone”.

OononHutenbpHasa nuTepartypa

Hallel BUPTyanbHOM GMGNMOTEKE Bbl MOMY4MTE JOCTYMN KO BCEMY, YTO HEOGXOAMMO AN

\L MocneaHune ctaTbK, KOHCEHCYCHblE IOKYMEHTbI, MEXAYHapOAHblE PEKOMEHOALMNMN. .. B
MPOXOXAEeHNA o6yqu|/m.
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Keiic-cTagu

CTyneHTbl 3aBepLLaT BbIGOPKY NyYLLINX Kevic-CTam Mo NPeaMETY.
Kelicbl npefcTaBeHbl, TpoaHanvanpoBaHbl 1 NPENofatoTCs BedyLLMMM
crneuvanicTaMm Ha MexayHapoaHOW apeHe.

TGCTMpOBaHMe U NOBTOPHOE TeCTUupoBaHue

Mbl MEPUOANYECKM OLIEHMBAEM U MEPEOLIEHNBAEM BaLLM 3HAHNS HA NMPOTHAXKEHNUM
BCeW nporpamMmbl. Mbl fienaem ato Ha 3 13 4 ypoBHeW nupamuisbl Munnepa.

MacTtep-knaccbl —

CyLLECTBYIOT Hay4Hble laHHble O N0fb3e AKCNEPTHOro HabtoAeHUs TpeTbei
CTOPOHbI.

Tak Ha3blBaeMblit MeTon 06yyeHus y akcrnepta (learning from an expert)
YKpenmseT 3HaH!sA 1 NamMsaTb, a Takke hopMYpyeT YBEPEHHOCTb B BaLLIMX
6YayLMX CNOXHbBIX PELUEHNSX.

KpaTkue cnpaBoyHble PyKOBOACTBA

TECH npeanaraeT Hanbonee akTyafibHble MaTepuasbl Kypca B BUe KapTodeK 1w -
KpaTKMX CMPaBOYHbIX PYKOBOACTB. ITO CXKATbI, MPAKTUYHbIN 1 3dEKTVBHBbI .
CNocob MOMOYb CTYAEHTY NMPOABUIaTbCS B 06YYEHNN.

LK)
K\
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[Mpo¢punb HaLINX yyaLluxcs

YHWUBEPCUTETCKIIA KYPC NpeAHa3HaueH /15 BbiMyCKHUKOB YHUBEPCUTETOB
1 OUNNIOMUPOBAHHbIX CreLManmcToB, paHee OKOHYMBLLIMX NOGYIO 13 creumanbHOCTe
B 06/1aCTW coLMasnbHbIX, FOPUANYECKMX, aAMUHNCTPATUBHbIX 1 9KOHOMUYECKMX HaYK.

PaSHOO6p83V|e YHaCTHMKOB C pa3HbIMN akKaAeMNHECKNMN I'IDOCDI/U'IFIMVI N N3 Pa3HblIX
CTpaH COCTaB/IAET Me)K,El.l/ICLI,I/II'lﬂI/IHaprIIZ noaxopn aToun nporpaMmbl.

CneunanncTbl ¢ BbICLLMM 06pasoBaHneM B 10601 06/1acTu U ABYXAETHUM OMNbITOM
paboThbl B 060K chepe VT TakxKe MOryT NpORTU STOT YHUBEPCUTETCKUIA KYPC.



Mpodunb Hawwmx yvawmxes | 37 tech

Ecnny Bac ecTb OrbIT paboThbl B 0671aCTU
atak Ha cetu n cuctembl Windows, v Bbi
ULETE BOBMOXXHOCTb MHTEHCHMBHOIMO
KapbEPHOro pocTa, MPOAOIKas npu STOM
paboTaTtb, TO aTa Nporpamma /s Bac”




tech 38|Mpodunb Halwmx yuaLmxcs

CpepgHui Bo3pacT

O6yueHue

B BospacTe ot 35 no 45 net

oAbl NpakTUKK

Bonee 15 net 17%

5net 14%

OT 50010 netr 33%

OT10 no 15 net 36%

9KOHOMMKa 6usHeca 31%
NH>xeHepHoe geno 39%
06uwecTBeHHble Haykn 17%

Opyroe 13%

Akagemuyeckuit npodpunb

[MpomMbiwneHHocTb 37%
Yenyrn 17%
MpepnpuHumaTenu 24%
TpaHcropT 8%

Opyroe 12%



Mpodunnb Hawwmx yyawmxes | 39 tech

Feorpaduyeckoe pacnpegeneHume

CLUA 11%
NcnaHnsa 36%
Mekcuka 19%

Konym6usa 10%

AnoHco Camyanb

AHanMTUK no nHhopmMaLMOHHON 6e30MacHOCTH

'CerofHsi Ha KapTy NoCTaB/IeHb! penyTaymsi KOMIaHU1 1 JOBEPUE KITMEHTOB,
MO3TOMY 9Ta MporpamMma BKIOYaEeT B CE6ST O4EHb BaXKHbI KOMIOHEHT, CBA3aHHbIN
C HeraTuBHbIMM MOCIEACTBUSAMM, KOTOPbIE MOXET MPUHECTU KOMMNaHuM KnbepaTtaka.
ViHBecTuumm B 9Ty NporpamMmy CTano OfHUM U3 JTy4dLUMX PELLUEHU B MOEW
NPOMECCHOHANBHOM XXN3HM, YTOObI UMETL BO3ZMOXHOCTb 3aLUUTUTL KOMMAHUIO

OT J1H06bIX MOLLUEHHUYECKMX JEACTBUN"
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PyKoBoACTBO Kypca

TECH — aT0 9 MeKTUBHOCTb M MPEBOCXOACTBO B 06pa3oBaHun, MOCKOSbKY B €ro
nporpammax UCrosb3ytoTca NepBOKIACCHbIE MEXaHN3Mbl 06yYeHWs), YTO AenaeT
€ro Ny4LrM BapuaHTOM A1 YCMELWHOro MPOXOXKAeHNs 06yYeHNst MO KaXK oM

13 ero nporpamm. B aToM cMbicne npodeccunoHan noyymT A0CTYN K MHOXECTBY
LeHHbIX MaTeEPWanoB, paspaboTaHHbIX KOMaHJOoV NpenofaBaTeNen-okcnepToB

B 06/1aCTW MPOrpaMMHOI MHXXEHEPUM, TEXHONOMUIA MHOOPMALIMOHHOrO O6LLECTBA
1 KOHCYNbTUPOBaHMA Mo Bonpocam KubepbesonacHocTh. Kpome Toro, Ux 60ratbli
ONbIT 1 OBLLUMPHbIE 3HAHKA B 9TOI 061aCTM NO3BONAT CTYAEHTaM paspeLinTb
BCEBO3MOXHbIE MPOTMBOPEUNS, KOTOPblE MOMYT BO3HMKHYTb B XOf€ 0OyYeHWs

Ha nporpamme.

L

_ 1
| p
|‘ 1 a




PykoBoacTBo kypca | 41 tech

OTOT YHMBEDPCUTETCKMA KYPC
0OBbEAUHAET OMbITHbIV Y MU3BECTHbIN
rpernojaBaTe/ibCKui cocTaB B 06/1aCTH
atak Ha cetn u cuctembl Windows”



tecn 42|PykosoacTso kypca

PykoBoacTBO

I-H Nlomec MNMuHTapo, Kapnoc

+ PykoBoauTenb rpynmbl KW6ep6e3onacHoCT 1 KpacHbIX koMar[ B Grupo Oesia
+ PykoBOAWTENb, COBETHUK W MHBECTOP B KOMMaHuM Wesson App

+ CTeneHb 6akanaBpa B 06/1aCT1 MPOrPaMMUPOBaHMS M TEXHOMOTMIA H(MOPMAaLIMOHHOTO 06LLeCTBa B [OANTEXHNYECKOM
yHvBepcuTeTe Maapvaa

o COprﬂ,HV]LIaeT C yqe6HbIMlA 3aBefeHnAMN Ana noAaroToBKN LIMKIIOB O6yLI€HI/Iﬂ BbICLLETO YPOBHA B obnacTu KM6ep6e30ﬂaCHOCT|/I

MNpenopgaBaTtenu

I-H Be6ep CaHuec, AnexaHapo
+ [eHTecTep B Grupo Oesia
+ KoHcynbTaHT no knbepbesonacHocTy B Integracion Tecnoldgica Empresarial, S.L.
+ AyavoBuW3yanbHbI TEXHKK B KOMMIaHuy Ingenieria Audiovisual S.A.

+ CTeneHb 6akanaBpa B 0611acTu knbepbe3onacHOCTV B YHUBEPCUTETE KOPOS
XyaHa Kapnoca, Magpng,.



PykoBoacTBo Kypca | 43 t e C!.-
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BnnaHne Ha Kapbe

STOT YHUBEPCUTETCKMIA KypC Obln paspaboTaH C Liefbio NPefoCTaBUTb CTyAeHTam ; I v
caMble aKkTyallbHble 1 COBEPLUEHHbIE HaBbIKW, KOTOPbIE MOMOTYT UM CMPaBUTbCA ’
C KpUTMdecknmm cutyaumsamm B UT-cektope. Takum obpasom, TECH dokycupyeTca

Ha npegocTtaB/eHnn BblcoYalLlero YPOBHA NpenogaBaHnA, OPpUEHTNPYACH . 1 - '
. % LRI
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BnusHwve Ha kapbepy |45 tech
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o .. i B 06/1aCTV CIYK6 cepTuumkaLmm Active

Directory (ADCS) B nyJiiem LmppoBoM
YHUBEPCUTETE MUpa Mo Bepcum Forbes”



tech 46 | BnuaHue Ha Kapbepy

C TECH kom@opT

B BalLLIMX pyKax, Be/b
Bbl MOXETE MPOXOANTb
3aHATUA B 1H060E
BPEMSI CYTOK.

[oTOBbI /1M Bbl peLUNTbLCA Ha NepeMeHbl?
Bac xxpeT oTnnyHbIN npodeccuoHanbHbIi pocT

YHUBEPCUTETCKMIA KYPC B 061acTu aTak Ha ceTu 1 cuctembl Windows B TECH —
3TO MHTEHCVIBHAsA NporpaMma, KoTopasi TOArOTOBUT BaC K PELLEHNIO MPOBeM
B Knoepmupe. [MaBHasa Uueb — cnoco6cTBOBaTL BalleMy IMYHOCTHOMY

1 NpodeccnoHansHoMy pocTy. Mbl mTOMOraemM Bam A06UTbLCS ycrexa.

Ecnv Bbl XOTUTE YCOBEPLUEHCTBOBATLCS, A0OUTLCS MONOXUTENbHbIX U3MEHEHNI
Ha NpoheccnoHanbHOM YPOBHE M MOOBLLATHCA C SyYLMMK, 3TO MECTO /151 Bac.

Bpemsa nepemeH

Bbi gjocturHete
MOCTaBJ/IEHHbIX Liesien
61arofapsi NPOYHbIM
OCHOBaM rporpaMmmsl

W ANAaKTUYECKUM
MHCTPYMEHTaM, KOTOPbIE
npegoctaBuT Bam TECH.

Bo Bpemsi mporpamMmbl

B TeueHwne nepBoro roga

13% > 64%

YT0o nsmeHurtcs

CnycTa fBa roga

23%

MpoaswxeHne BHYTpY KoMnaHuu 46%
CmeHa komnaHuu 44%

MpegnpuHumaTenscteo 10%




MoBbiweHne 3apaboTHON NnaTbl

BnusiHue Ha Kapbepy | 47 tECh

I'Ipoxo>+<p,eHV|e 3TOMN nporpamMmbl O3Ha4aeT Asid HalWnX CTyaeHTOB NoBbILWLEeHNe
3apaboTHoW nnaTbl 6osiee yem Ha 25,55%

MNpeppblaywas 3apaboTHas nnaTa MoBbilleHWe 3apaboTHON NNaThbl

LY AP~ 2555%

Mocnegytowan 3apaboTHas nnarta

74 500 €
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[lpenmyuiecTBa gns
Ballen KoMMNaHuu

3Ta nporpamMma CrocobCTBYET PACKPBITUIO MaKCUMasbHOIO NoTeHLMana TanaHTos
opraHusaLmmn 6naroaapsa 06y4eHno PyKOBOAUTENEN BbICOKOrO YPOBHSI.

Kpovv|e TOrO, MPOXoXXAeHne aTOoM yHl/IBepCVITeTCKOVI nporpaMmbl — YHWKaJlbHadA
BO3MOXXHOCTb MONy4YnTb AOCTYM K MOLLIHOM CETU KOHTaKTOB, B KOTOpOVI MOXHO HanTu
6y£l,yLLl,l/|X I'IpOCbECCVIOHa)'IbeIX NapTHEPOB, KITMEHTOB MJT MOCTaBLLUMKOB.



[NpenmyllecTBa ANa Balleid KoMnaHuu | 49 tech

B ynppoByro 2roxy pyKoBOAUTENN [OJIKHbI
WMHTErPUPOBAaTh HOBbIE MPOLIECCHI M CTpaTeruy,
KOTOPbIE NPUBOASAT K 3HAYNTESIbHbBIM
N3MEHEHNSIM W OpPraHn3aLmoHHOMY
pa3BuTHH. OTO BOZMOXKHO TOIbKO My
YCIIOBUWN YHUBEPCUTETCKOIO 06YYeHMsI

W MOBbILLEHWST CBOEN KBa/mpuKkaLmm”




teCh 50 | MpenmyuiecTsa aAnsa Bawen KOMNaHUu

PasButue n yAepXaHue TanaHToB B KOMMaHUAX — Jiyyllas
AgosirocpoyHasa nHBeCtTuuuA.

POCT TanaHTOB M UHTENNEKTYaNIbHOro Co3paHue areHToB U3MEeHEHMA

KanuTana Bbl CMOXXeTe MpUHUMaTL PELLEHWA B MEPUOAbI
MpoteccnoHan NPUBHOCKUT B KOMMAHWUKO HOBbIE KOHLEMNLIWN, HeornpeaeneHHoOCT 1 Kpusnca, nomMoras
cTpaTernv 1 NepcrneKTyBbl, KOTOPbIE MOTYT NMPUBECTH K OpraHvsaumn NPeOAOsIETb NX.
COOTBETCTBYIOLLUMM M3MEHEHUSAM B OpraHn3auunu.

Yaep)xaHue pykoBoauTenen ¢ BbICOKUM PaclumpeHne BO3MOXXHOCTEN AN
noTeHuunanom u nusbexaHume MeXXAYyHapoAHOMN 3KCMaHCcum

n n

yTeé4Ku Mo3roe STa nporpaMma nos3BoINT KOMMAHUW YCTAaHOBWUTb KOHTaKT
3Ta nporpaMma yKpenmnseT CBA3b MEXy KOMMNaHUen 1 C OCHOBHbIMV PbIHKaM1 MUPOBOV 3KOHOMUKM.
CMeLmnaniucToM 1 OTKPbIBAET HOBble BO3MOXHOCTU /s

NPOMEeCCMOHaNbHOro POCTa BHYTPU KOMMaHWN.




[penmylecTBa ANA Ballei KOMNaHUK | 51 tech

Pa3paboTka cO6CTBEHHbIX NPOEKTOB

MpoeccroHan MoXxeT paboTaTb Haf peasibHbIM MPOEKTOM
1AM paspabatbiBaTb HOBble MPOeKTbI B 06nacty HNOKP
WK pasBUTUSA BU3HECA CBOEN KOMMAHMM.

MoBbiwEeHMe KOHKYPEHTOCNOCO6HOCTH

[aHHasn rnporpaMma rnpeaoctaBuT Crieymnannctam
HeO6XO,£I,I/IMbIe HaBbIKW, YTOObI OHWU MOT/IN peLlaTb HOBblE
3aja4n 1 TeM CaMbIM BUIraTb OPraHn3aLnto Brnepen.
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KBanudpukauus

YHUBEPCUTETCKMIA KypC B 061aCTV aTak Ha ceTu 1 cucTembl Windows
rapaHTMpyeT, MOMMMO CaMOro CTPOIrOro 1 COBPEMEHHOIO 06yYeHus,
NoJIydeHne aunaoma o NPOXOXAeHUN YHUBEPCUTETCKOrO Kypca,

BblgaBaemoro TECH TexHonornyecknm yHMBEPCUTETOM.




Keanudukaums | 53 tech

YcneLwHo npoviguTte 3Ty nporpammy
W MOJIyYnTE YHUBEPCUTETCKMUI ANMITOM
6€3 XJ10M0T, CBA3aHHbIX C oesKkamm
M 6yMaxXHOW BOJTOKUTOMN"



tecn 54| Ksanudukaums

[laHHbI1 YHUBEPCUTETCKUIA KypC B 06n1acTu aTak Ha ceTu u cucteMbl Windows
COLEPXKMUT CaMYIO MOJTHYHO Y COBPEMEHHYIO MPOrpamMMy Ha PblHKE.

[locne NpoxoXAeHWA aTTecTalm CTYAEHT NONYYUT MO NOYTE* C NOATBEPXKAEHNEM
MOSyYEHNS COOTBETCTBYIOLLMI AUMIIOM O NMPOXOXAEHUM YHUBEPCUTETCKOro Kypca,
BblAaHHbIM TECH TexHonormyecKum yHMBEPCUTETOM.

[nnnom, BblaaHHbIM TECH TexHonornyeckum yHUBEpCUTETOM, MOATBEP>KAAET
KBanM@UKaLMio, MONYYEeHHYIO Ha KYPCe, M COOTBETCTBYET TpeboBaHUsAM, 06bIYHO
npeabsaBAsgemMbIM 6MpXKaMy TPYAA, KOHKYPCHbIMM 3K3aMeHaMmM 1 KOMUTETaMM MO
OLieHKe Kapbepbl.

[lnnnom: YHUBEpPCUTETCKUIA Kypc B 06/1acTu aTakK Ha ceTu u cuctembl Windows

dopmaT: oHnaiH

[MpOLO/KMTENBHOCTL: 6 Hepenb

[ ]
TEXHOJIOTNYECKUI
» yHMBepcuTeT

HacToawwii

Jvniom

CBUAETENLCTBYET O TOM, 4TO

., C[OKYMEHTOM, y4OCTOBEPSIOWMIA IMYHOCTb
OcBoun(a) 1 ycnelwHo npowen(na) akkpeAuTaLnio NporpaMmbl

YHUBEPCUTETCKUIA KYPC

B 06n1acTu

aTak Ha ceTu u cuctembl Windows

[aHHbIf AMNNOM CNeLuanM3MpoBaHHoO NPoOrpamMmMbl, MPUCYXXAaeMblil YHUBEPCUTETOM,
cooTBeTcTBYeT 150 yuebHbIM Yacam, ¢ AaToi Havana AA/MM/TTTT U JaToi OKOHYaHUA AA/MM/TTT.

TECH sBnseTtca 4acTHbIM y4ye6HbIM il , Mp! MwuHucTepcTBOM
HapoAHoro o6pasoBaHns Mekcuku ¢ 28 nioHs 2018 roga.

17 nioHsa 2020 1.

T

A-p Tere Guevara Navarro
PekTop

unique TECH code: AFWOR23S techtitute.com/certfcates.

*laarckuii anocTunb. B cnyyae, ecnu cTyAeHT NoTpebyeT, YTo6bl Ha ero AMNIOM B 6yMaxHOM dopmaTe 6b11 npocTaBieH Maarckuii anoctunb, TECH EDUCATION npefnpuMeT HEO6XoAMMbIe Laru ANs ero NoayyeHus 3a AoNONHUTENbHYO NaaTy.
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TEXHOJIOMMYECKNIA
» yHUBepcuter

YHUBEPCUTETCKUN KYpC
ATakWM Ha CETU U CUCTEMDb
Windows

» (opmarT: oHnamH

» [poAOMKUTENBHOCTL: 6 Heaenb

» YyebHoe 3aBefieHne: TECH TexHonornyeckuin yameepcuTeT
» PacnucaHue: no cBoemMy yCMOTPEHUIO

» OK3aMeHbl: OHNanH



YHUBEPCUTETCKUN KYPC

ATaKkn Ha CETU N CUCTEMDI
Windows
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TornQFe(

UPROPERTY(VisibleAmshers. Shusieintinadiniy. (alemm arm
uint32 bIsDying:1; .

/ eplicating deat
UFUNCTTON( )
¥oid OnRep_Dying();

S —

Q
TEXHOJIOMMYECKNI
» yHUBEpCUTET



