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[.o6po noxanosaTb .
OPraHy3aLMA CTANKNBAIOTCS C GECUMCTIHHBIMM CHTYALMAMM MOLUIEHHUHECTER, ) J‘ii& ii b &i e

BbI3BaHHbIMUW KMbepaTakamu, YTo 3aCTaBSET UX 3alUMLLaTb cebd, BHeapAs Bce

anemMeHTbl KnbepbesonacHOCTH. B pesynbTaTe B HacTosILLEE BPEMSA KOMMaHUK

TPaTAT MHOIO [lIEHEr Ha CeTEBYHD apXMTEKTYPY 1 6€30MacHOCTb, KOTOpbIe yayyllatoT B 11,
BHYTPeHHee MYHKLMOHMPOBaHMeE 1 6e30MacHOCTb KaXaoM 13 ux cucteM. CeroaHs
3TUM BMAOM pPaboT No Knbepbe3onacHOCTH 3aHMMatOTCS CneLann3npoBaHHble
[T-cneumnanmcTbl. [T03TOMY BbICOKMIA CMPOC Ha 3HaHWS B 3TOM 061acTi No6yAnn
C0o3/aTb 9Ty akaleMUYeCKyo MporpaMmy, KoTopasi NpejocTaB1T creumanncTam
CaMble MHHOBALMOHHbIE aKaJeMUYECKME MHCTPYMEHTbI, CBSA3aHHble C 3D dOEKTVBHbIMM
Mepamu CceTeBOM 6e30MacHOCTY, BKtOYaa 6paHaMayapbl. JaHHas nporpaMma
OT/IM4aeTcs MMOKOCTbO 00yYeHMsa 6narofaps pexknmy Ha 100% oHNalH.

€BOW apXUTEKTypbl U 6€30
CH TexHonornyeckum y_H:!‘I'



[o6po noxanosartb | 05 tech

OTOT YHUBEPCUTETCKMI KYPC MOMOXKET
BaM Y1y YLLINTb KOHQUrypawmm

6e30MacHOCTY B KOPHOpaTUBHbIX CETEBbLIX
cpefax, rapaHTUpys ageKBaTHYr 3alLnTy"
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[Toyemy cTout yuntbca B TECH?

o

TECH — aT0 KpynHeiwas 6uaHec-kona 100% oHnaiH-bopmaTa B Mupe. Mbl sBnsiemcs
3/IMTHOWM BU3HEC-LLIKOMOW C 06pa30oBaTeNbHOM MOAEbIO C CaMbIMU BbICOKMMM
aKageMnyeckUMmn ctanaapTammn. MexxayHapoaHbI BbICOKONPOU3BOANTENbHbBIN LIEHTP
MNHTEHCWBHOIO 06y4eHIst yrpaBieHYeCKNM HaBblKaM.

4
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[Noyemy ctouT yuntbea B TECH? | 07 tech

TECH — 210 nepefoBov TEXHOTOMrMYECKMM
YHUBEPCUTET, KOTOPbIM MPeocTaB/ISeT BCe
CBOW PeCypCbl B pacriopsiXkeHme CTyeHTOB,
YTObbI MOMOYb UM [JOCTUYL ycriexa B busHece"



08 | Noyemy cTouT yuntbca B TECH?

B TECH TexHonornyecku yHuBepcuteT

MHHOBaLuKn

Mbl npefnaraeM BaM MOZENb OHMANH-06YYEHNS, COYETAOLLYHO
B cebe HoBeWiLLMe 06pa3oBaTe/bHblE TEXHONOMMM U
MaKCUMasbHYO Nefarornyeckyto CTPOrocTb. YHUKaNbHbINA
METO/] C BbICOYaNLLNM MEXAYHAPOAHBIM NPU3HAHNEM, KOTOPbI
[acT BaM BO3MOXXHOCTb PasBMBaTbCSA B MUPE MOCTOSIHHbIX
NepemeH, rae MHHOBALIMM UIPaIOT KHOYEBYHO POJIb B
JEeSTENbHOCTM KayA0ro NpearnpuHuMaTens.

"Mctopus ycrnexa Microsoft Europe” 3a BK/tOYEHVE B MPOrpaMMbl
VHHOBALIMOHHOW MHTEPAKTUBHOM MyNbTUBUAEOCUCTEMDI.

Bbicokue Tpe6oBaHus

YT106bI NOCTYyNMTL B TECH, He noTpebyeTca 60nblune 3aTpaThl.
YT06bI yUUTHCS Y HAC, BaM He HY>KHO flenaTb 6osblive
VHBECTMLIMW. OIHAKO ANS TOro, YTO6bI MOMYYUTh AWMIOM B TECH,
HEOOXOAMMO MPOBEPUTL YPOBEHb 3HAHWI 1 BO3MOXHOCTE
CTyAeHTa. Halim akaieM1yeckme cTaHaapTbl 04eHb BbICOKM...

(o) ctyaeHToB TECH ycneluHo 3aBepLuatoT
9 5 /O obyuyeHue

HeTBOPKUHI

MpodteccroHasnbl Co BCEro Mupa NMpuHUMatoT y4acTuie B
TECH, 4T06b! Bbl CMOITIN CO3aTb 6OSbLLYHO CETb KOHTAKTOB,
MoMEe3HbIX A5 Ballero 6yayLiero.

100 000+ 200+

MeHe>KepoB, npowlegLlunx Pa3HbIX HaLuMoHanbHocTel
€XerogHyr noaroTtoBkKy

PaclumpeHue npaB 1 BO3MOXHOCTei

PasBuBaiiTeCh Hapsay C NyHLWUMK KOMMAaHUAMM U
npodeccroHanamu, 0bnagatoLmMm 601bLLIMM aBTOPUTETOM U
BAMAHNEM. Mbl cO34anu CTpaTernyeckme anbaHchl U LEHHYHO
CETb KOHTAKTOB C OCHOBHbIMU 3KOHOMUYECKUMM CYyEbEKTAMMU
Ha 7 KOHTVMHEHTaX.

5 0 0 COrNallueHunin 0 CoTpygHMYecTBe
I I C yYLIMMU KOMMNAHUSIMU

TanaHT

Halua nporpamMma - 970 yH1KanbHoe NpeanoxeHme ans
PacKpbITVs BalLero TafnaHTa B Mype 61aHeca. BO3MOXHOCTb, C
MOMOLLIbHO KOTOPOI Bbl CMOXETE 3asiBUTb O CBOMX MHTEPECAX W
BUIEHWN CBOEro G1sHeca.

TECH nomoraet cTyfeHTaM nokasaTb MUPY CBOW TanaHT npu
NPOXOXEHUM 3TOW NMPOrpaMMbl.

MynbTUKYNBTYPHbIN KOHTEKCT

O6yuasck B TECH, cTyaeHTbl MOryT NOAYYNTb YHUKANbHbIA OMbIT.
Bbl 6yfeTe yunTbCst B MHOMOKY/IbTYPHOM KOHTEKCTe. B AaHHON
nporpaMme Mbl NPUMEHSEM F106anbHbI NoAxoa, bnarofaps
KOTOPOMY Bbl CMOXETe y3HaTb O TOM, KaK paboTatoT B Pa3dHbIx
4aCTAX CBETa, CobpaTh CaMyHo CBEXYHO MHMOPMaLMIO, KOTopas
HawyyLwM 06pa3oM COOTBETCTBYET Balllel busHec-uaee.

Hatwum cTyneHTsl npeactasnstoT 6onee 200 HaLMOHaNbHOCTEN.



YuuTechb y nyyiumnx

Halum npenogaeaTeny 06bACHAOT B ayANTOPUSX, YTO MPUBEO
VX K YCTIEXY B UX KOMMaHUsX, paboTas B peasibHOM, >XMBOM 1
AVHaMMYHOM KOHTEKCTE. lNpenoaaBaTeni, KOTopbIe MNOAHOCTbLIO
NOCBSALLAIOT Ce651 TOMY, YTOObI MPEASIOKMTL BaM KaYECTBEHHYIO
creLmannsaLmto, Kotopas no3BoanT BaM NPOABMHYTHCS MO
KapbepHOW NECTHULIE U BbIAENTLCA B MUPe 6U3Heca.

NpenogaBateny npeactanatoT 20 pasinyHbIX
HaLMOHaIbHOCTEN.

B TECH y Bac 6ynet AOCTYM K camoMy
CTPOromMy 1 COBPEMEHHOMY METOAY
KeNCoB B akagemMmnyeckon cpege’

MNoyemy cTouT yuntbea B TECH? | 09 teCh

TECH cTpemMuTCcsl K COBEpLUEHCTBY U ANS 3TOro obnagaer
pPAAOM XapaKTepPUCTUK, KOTOpble AenatoT ero YyHUKanbHbIM
YHUBEPCUTETOM:

AHanus

TECH nccnefiyet KpUTUYECKYHO CTOPOHY CTYLEHTa, ero
CMOCOBHOCTL 3a1aBaTb BOMPOChI, HaBbIKMN PELLIEHNS]
NPOBIEM U HaBbIKN MEXIIMYHOCTHOIO OBLLEHUS.

Akapemunyeckoe npesocxoancTtBeo

TECH npennaraeT CTyieHTaM NyudLLyr0 METOAMKY OHNANH-
06y4yeHnst. YHMBepCcUTeT codeTaeT MeTof Relearning
(Hanbonee NpM3HaHHaaA BO BCEM MUPE METOL0N0MMS
nocneamnnoMHOro 0bydeHust) ¢ «METOAOM KENCOB»
apBapACKoW LWKOMbl 6uaHeca. Tpaagnumnm n COBPEMEHHOCTb
B C/IOXKHOM 6anaHce 1 B KOHTEKCTE CaMOoro TpeboBaTeIbHOro
aKaleMn4yecKoro MapLipyTa.

39KoHOMMSA 3a cYeT MacLuTaba

TECH — KpynHenLwmnmn B M1Mpe OHNarH-yHNBepCUTeT. B ero
nopTdonmo HacunTbiBaeTcs 60nee 10 000 yHNBEPCUTETCKMX
nocneaMnaIoMHbIX MPorpamMm. A B HOBOI 9KOHOMMKE 06beM
+ TEXHONOrusl = pasopuTesibHas LieHa. Takim 06pa3om,

Mbl 3a60TMMCSH O TOM, 4TO6bI y4eba A5 Bac Oblfa He Takom
[IOPOrom, Kak B ApYroM yHMBepcuTeTe.
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[loyeMy UMeHHO

Halla nporpam?

[poxoxaeHne nporpamMMbl TECH yBENNYMT BaLLM LLAHCHI JOCTUYb
nNpodeccroHanbHbI ycnex B 06/1aCTW BbICLLErO MEHEIKMEHTA.

970 3aa4a, KoTopasa TpebyeT yCUnnii 1 caMooTaaun, Ho KOTopast OTKPbIBaeT ABEPb
B MHOroobeLlatoLLee Gyayliee. Bbl 6yaeTe yuntbes y NydLlinx npernogasateneit v no
camMoii r’MBKOM 1 MHHOBALIMOHHOW 06pa3oBaTe/lbHOM METOA0OMMN.




.

Mouyemy nmeHHo Hawa nporpam? | 11 tech

Y Hac cambivi MPECTMXKHbIN NPenofaBaTesibCKum
COCTaB W CaMbiVi MOJIHbIV Y4EOHbIV M/1aH Ha PbIHKE,
YTO MO3BOJISIET HaM MPEAIOXUTb BaM 00yYeHne
Ha caMOM BbICOKOM aKaZeMn4eCKoM ypoBHe"



tECh 12 | MloyeMy UMeHHO Halla nporpam?

9Ta nporpamMmma obecne4ynT BaM MHOXXECTBO NPeUMyLLECTB
B TPYAOYCTPOICTBE M BOMPOCAaX JINYHOCTHOIO pa3BUTHS,
BKJIlOYas crepyoLLme:

[aTb peluatoLmnm TONYOK Kapbepe CTyAeHTa 3aKpenuTbCA B BbICLLEM PYKOBOACTBE
npeanpuaTus

Mbl flaeM BaM BO3MOXHOCTb B35Tb M0f KOHTPO/b CBOE
OyAyLLee v MOSHOCTBIO PAaCcKpPbITh CBOW NoTeHuuan. Mponas 06yyeHue B TECH oTKpbiBaeT ABepu B NpOMECCUOHANBbHYIO CPeaY,
Hallly Mporpammy, Bbl MPYOBPETETE HEOGXOANMBIE HABBIKY, B KOTOPOW CTYAEHTbI CMOrYT MO3MLIMOHNPOBATL CeHS B KAYECTBE
4TOObI 33 KOpOTKI/H;I CPOK ,D,Oél/lTbCﬂ NONOXUTENBHbIX UBMEHEH W pyKOBOﬂMTeﬂeVI BbICOKOMO YPOBHS, O6ﬂaﬂ,aFOLL|,V|X LLUNPOKNM
B CBOEll Kapbepe. BVAEHNEM MEXAYHAPOAHOW Cpeabl.

/0% CTy[JeHTOB 3TOU crieymnasnnsagnmn Bbi 6y,£[eT€ paéoTaTb Ha/j bosiee

J0BUBAKOTCS YCMELLHbIX M3MEHEHWUI B yem 100 peasibHbIMW Kevicamm 13

CBOEew Kapbepe MeHee YeM 3a 2 roaa. 0061aCTH BbICLLETO MeHe)KMEHTa.

P83pa6aTbIBaTb CTpaTernyeckoe u BpaTb Ha ceb6a HoBble 0693aHHOCTHU

rno6anbHoe BUAEHWe KOMMNaHWUu
Mbl NOKaXxxeM Bam nociefHVe TEHAEHLMK, Pa3padoTKy U

Mbl npeanaraem BaMm ry60Koe NoHMMaHe 06LLEro cTpaTeruu Ang ocyLWecTBeHNs Ballei NPOGeccHoHabHOM
MeHEeDKMEHTa, YTOObI Bbl Y3HaW, KaK Kax0oe peLleHve AEATENIBHOCTM B MEHSAOLLIMXCH YCITOBNAX.
B/IMSIET Ha pa3nndHble YHKUMOHaNbHbIE 061aCT KOMMaHWM.

Halue rnobasibHoe BuAeHne

KOMMaHWM yiyyLmT Ballie 45% Halumx CTyAEHTOB MOJy4YaroT
CTpaTernyecKoe MbliLLIEHNE. MOBbILLEHNE BHYTPM KOMIMaHWUY.




MonyunTb JOCTYN K MOLLHOW CETU KOHTAKTOB

TECH dopMupyeT CBOUX CTYAEHTOB, YTO6bI MaKCUMasbHO
PacLUMPUTB X BOBMOXHOCTU. CTYAEHTbI C TEMU XKe
MHTEPECaMM Y XXeNaHWEM PasBMBaATbCH. TakiM 06pa3om,
MOXHO 6yJ1ET 0BMEHNBATLCH KOHTaKTaMW MapTHEPOB,
KIIMEHTOB MW NOCTaBLUMKOB.

Bbi HavigeTe ceTb KOHTAKTOB,
HEeobXoANMbIX 4J151 BaLLErO
MpOGECCHNOHaIbHOO PA3BUTUS.

PaspabaTbiBaTb CBOM 6U3HEC-NPOEKT
B CTPOrov nocnepoBaTefibHOCTU

BbI nony4unTe ry6oKoe CTpaTermieckoe BUeHve, KOTOPoe

NMOMOXXET BaM p83p86OTaTb COBCTBEHHbI MPOEKT, NMPUHNMasd BO

BHUMaHWE pasfinyHble HarpaBieHna AEATENTIbHOCTM KOMMNaHWN.

[MoyeMy MeHHO Hawa nporpam? | 13 teCh

CoBepLueHCTBOBaTb CBOU COQT-CKU/I/IbI
W ynpaBfieH4YecKue yMeHus

Mbl NOMOraem Bam NpPUMEHSATb U Pa3BUBATb NMOMYYEHHbIE 3HAHNA
V1 COBEPLLUEHCTBOBATb HaBbIKM MEXIMYHOCTHOIO 06LLEHNS, YTOBbI
CTaTb IMAEPOM, KOTOPbIA MEHSIET MUP K NydLLIEMY.

Ynydimte cBoM KOMMYHUKATUBHbIE U
JIMEPCKNEe HaBbIKW M NPOABUranTeChH
M0 KapbEPHOW NIECTHULIE.

CtaTb YacTblO 3KCKJIIO3UBHOIO coobLLecTBa

Mbl NpeanaraeM BaMm BO3MOXHOCTb CTaTb YaCTbto COOOLLECTBa
SIMTHbBIX MEHELKEPOB, KPYMHbIX KOMMaHWIM, U3BECTHbBIX
WHCTWUTYTOB ¥ KBaIMMULIMPOBAaHHbIX NpenofaBaTenen 13 camblx
MPECTWKHbIX YHUBEPCUTETOB MMPa: COOOLLECTBA

TECH TexHonorn4yeckui yHMBepcuTeT.

Mbi jaem BaM BOBMOXXHOCTb

20% Halumx CTyAEeHTOB paspabaTbiBaroT
CO6CTBEHHYH BU3HEC-MAEND.

Creynann3mpoBaTbCs C KOMaHAOM Npu3HaHHbIX
rpernogaBaTeneii Ha MexayHapoaHoM CLeHe.




04
Llenw

9Ta akagemmyeckas nporpamMmma npefocTaBuT CrieUmanncTamMm camble
nocneaHvie CBeAeHns B 061acTu CETEBON apXMTEKTYPbl 1 6e30MacHOCTY,
CBA3aHHble C BaXHOCTbBHO, YA3BUMOCTAMM M pacnpoCTPaHEHHbIMM aTakamu
Ha BUPTYyalbHble nokanbHble ceTu. Kpome Toro, TECH npefnoctasuT
pasfnyHble SKCKHO3MBHbIE MaTepuarbl 415 MPOXOXXAEHUS crieLunanmsanmm,
pacLIMpss KOMNEeTEeHUMM B 0611aCTX 3TUYECKMNX 1 MPaBOBbIX MPaKTUK NpK
peannsauny Mep ceTeBolt 6e30MacHOCTU. TakiM 06pa3oM, MO OKOHYaHNM
9TOr0 YHMBEPCUTETCKOIO Kypca CTYAEeHTbI MNoy4aT 3HaHWS, CBA3aHHbIE

¢ ahdEKTUBHBIMM Mepamn Mo 6opbbe € yrpo3ammn B KOPNOPaTUBHBIX CETSX.




Lenn |15 tech

JlocTuravite cBomux Lesen ¢ MoMOLLbH
nydiiero yHuBepcuteta: TECH ripegoctaBut
BaM MHCTPYMEHTbI, HEOOXOAMMbIE 151
YCMELLHOrO OCBOEHMS 3TOV MporpaMmabl”



tecn 16| Lenm

TECH penaet uenu cBoux CTyA€HTOB CBOMMU COOCTBEHHbIMMU

Mbi paboTaeM BMecTe AN OCTUXKEHUSA ITUX Lienent
[laHHbI YHUBEPCUTETCKUIA KYpC B 06/1aCTU CETEBOM apXMTEKTYpPbl M 6€30MacHOCTU HayYuT CTyAeHTa:

/13y4nTb 1 MOHATH TaKTUKY, TEXHUKY
¥ NpoLieaypbl, UCMOMb3yeMble

3/10YMbILUSIEHHUKAMM, YTO MO3BOANT
BbIABASTb ¥ MOAENMPOBATL Yrpo3b

CoBepLLEHCTBOBATb HaBbIKM OBLLEHMS], XapaKTepHble
[N5 TEXHUYECKON cpefibl, 0bneryas noHMmaHme
Y KOOPAVHALIMIO MEXAY YNIeHaMM KOMaHAbl

HpVIMeHFITb TEOPETNHECKNE 3HAHNA B NMPaKTNYECKNX OcBOUTbL METOAbI MOHWUTOPWUHIa N KOHTPOJIA
CUeHapunax n cnMmynaunax, CtanknBadaCb C peasibHbIMU MPOEKTOB, BbIABJIATE OTKJIOHEHNA N NPUHMMATb
I'IpO6J'I€MaMl/I, 4TOGbI YKPENUTb HaBbIKW MNeEHTECTa HeO6XO,D,l/IMbI€ KOPPEKTMPYHOLLNE MEPDbI

Hayuntbcs aheKTUBHO pacnpeaensTh pecypchbl
B KOMaHe Knbep6e3onacHoOCTH, yunTbiBas

Pa3BUTb KOMMETEHLIMW MO OLIEHKE W YTYHLIEHWO
KOH(Mrypaumin 6esonacHoct B cuctemax Windows,
obecrnednBas peannsaLmo 9hOEKTUBHbIX Mep

WHAMBUAYaNbHbIE HAaBbIKK 1 [O6UBAACH
MaKCUMasbHOM MPOU3BOAUTENbHOCTM B NMPOEKTax




LUenn |17 tecn

[NpoaBuraTh STMYECKME U MPaBOBbIE MPaKTUKK NMpU
BbIMNOMHEHWN aTaK M TECTOB Ha cucTeMbl Windows,
YYUTbIBAS STUYECKME MPUHLIMMBI KNGep6e3onacHoOCTH

O3HaKOMWTb CTyAEHTa C OLieHKOV 6e30MacHOCTH
API 1 Be6-CEpPBMCOB, BbISIBIEHNEM
MOTEHLUMASbHBIX YA3BUMOCTEN U YKPEMIEHNEM
6e30MacHOCTM MHTEPMENCOB NPOrpaMMMUPOBaHUS

Cnoco6cTBOBaTb 9MMEKTMBHOMY COTPYAHNYECTBY
C KOMaHAamMK 6e30MacHOCTY, OObEANHSAA CTpaTern
Y yCUAWS MO 3alLmTe CETEBON MHMPACTPYKTYpbI




tecn 18|Lenm

HpOﬂaraHﬂ,MpOBaTb STUYECKKME U MPaBOBbIE
HOPMbI MpWn aHan3se N nccneaoBaHnmn
BPEAOHOCHbIX MNMporpamMmm, obecneynBas YeCTHOCTb
M NOAOTHETHOCTb BO BCEX BMAAX AEATENIbHOCTU

HpVIMeHFITb TEOPETNHECKNE 3HAHNA B CMOAE/IMPOBAHHbIX
cpefax, yHdacTBoBaTb B MPaKTUYECKNX 3aHATUAX A4
NMOHNMaHWNA N I'IpOTI/IBOLI,EVICTBI/IFI BPEAOHOCHbIM aTakaM

Mpro6pecT TBEPAOE NOHUMaHWE
byHAaMeHTanbHbIX MPUHLMNOB LIMGPOBOIA
KpuMuHanucTukin (DFIR) 1 MX NnpyMeHeHNs
ANs paspeLleHns K6ep-MHUMAEHTOB




Lenn |19 tecn

HayunTbcsa cocTaBnsiTb NOAPOGHbIE OTYETHI,
JOKYMEHTUPYIOLLIME pe3yabTaTbl, MCNOMb30BaHHbIE METOANKM
Y PEKOMEHALINM, NONyYeHHbIe B Xofe yueHnin Red Team

Pa3BUTb HaBbIKK CbOpMyJ'Il/IpOBaHVIFI MPaKTNYECKNX

PEKOMEHJaLINIA, HanpaBeHHbIX Ha YCTpaHEHNE
YSI3BUMOCTEN 1 NOBbILLIEHWE YPOBHSI 6€30MacHOCTY

O3HaKOMUTb CTyAeHTa C NyYLlnMn NpakTnKamMum
COCTaBJ1eHNA OTHETOB AJ14 pyKOBO,ELMTeﬂeVI, ajantaunm
TEXHUYECKNX OTHETOB /1A HETEXHUYECKOM ayanTopun
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CTpyKTypa u coaepxaHue

YHMBEPCUTETCKMIA KypC B 061aCTV CETEBOW apXMUTEKTYpbl 1 6€30MaCHOCTM — 3TO
cneymnannsaLms, OCHoBaHHas Ha yriyobeHHOM 3HaHMW CeTEBOM apXUTEKTYPbI,
BKJIKOHAA TOMOMOTN, MPOTOKOSbI M KIKOYEBbIE KOMMOHEHTbLI. IMEHHO NO3TOMY
B JAHHOW NporpamMmme 0coboe BHUMaHMe yaensaeTcs LWMPOKOW TEOPETMKO-
NPaKTUYECKOW OCHOBE, MOAKPENIEHHOM CONMMAHBIMU 3HAHUAMM 1 OMbITOM
KBanMOuUUMPOBaHHOro NpenojaBaTelbCKOro CocTaBa.




CTpykTypa u copepxaHue | 21 tech

Crieymann3npoBaHHbIN yHeOHbIN
M/iaH M Ka4eCTBEHHOE CofepKaHne
— 3aJ10r YCIELHOro 0by4YeHuns"



tecn 22|Crpyktypau copepxaHue

YyeO6Hblit NnaH

STa nporpamma BktoYaeT B ceba 6
HeeNb HENPEPbIBHOIO 0ByYeHNs, rae
TECH ¢ nomMoLLbHO BbICOKOKTACCHbIX
npenofasartenen NoMoXeT
npodeccunoHanam HalnTu nydime
BakaHCUM B ceKTope MHMOOPMaLIMOHHBIX
TexHoNornii 1 busHeca. Kpome Toro,
CTYyLEHTbI ByayT paccMaTpmBaTh
KaXK[Ibl 13 PA3/IMYHbIX 3aC/TOHOB,
Hanaraembix paboyei cpeaoit

B 06/1aCTV CeTEBOI 6e30MacHOCTM.
Taknum 06pa3om, aTa NporpamMma
npefoCcTaBNSET MHOXECTBO
HaBbIKOB, KOTOPbIE HEMOCPEACTBEHHO
NHTErPUPOBaHbI B TOMMYECKYHO

1 DU3NYECKYHO CErMeHTaLMHO.

[oaToMy nNpenogaBaTesibCKuii CocTan
pa3paboTan BblaatoLLyrocs Mporpammy,
KOTOpas COAEPXMT T MOAYSIb, C LENbO,
4TOObI CNEeLManvcT Nony4Yna camble
MHHOBALIMOHHbIE 3HaHWSA, CBS3aHHbIEe

C pasBUTMEM HaBbIKOB 0becrneYeHms

6€30MaCHOCTI CETEBbIX KOMMYHUKALWIA.

B 5TOM CMbICIEe CTYAEHTbI, NPOXOAsALLMeE
OaHHbIN YHUBEPCUTETCKUI KYPC,

Y3HatOT O 3aLLuMTe OT TaKKX yrpos,

KaK CHU(OUMHI v aTakn TUNa YenoBek
nocepeaunHe. CTyAeHTbI TakXKe OBNadetoT
KJTKOYEBbIMMN HaBbIKaMu, CBA3aHHbIMY

C MHTErpaumnen crpaTernii n ycununi

Mo 3alLuTe CETEBOW MHOPACTPYKTYpPbI,

¥ TakuM 06pas3oM Pa30oBbOT OCHOBHbIE
npoheccnoHanbHble HaBbIKM.

Takum o6pasom, TECH npoBoaut
06yyeHune ¢ KOMPOPTOM

¥ NPEBOCXOACTBOM, Npeanaras
nporpammy, kotopas obecnedmBaeT
Havbonee NoHOe O6HOBEHME
3HaHWI 1 caMble BbICOKME
aKafleMnyeckmne cTaHaapTbl, SBASACH
Np¥ 9TOM OYeHb MMBKOM, MOCKONbKY
Q191 ee NPOXOXAeHUsa TpedyeTcs
TONBbKO 3/1EKTPOHHOE YCTPOCTBO

C NOAKIIOYEHVEM K UHTEPHETY.

[aHHbI YHUBEPCUTETCKMIA
KypC paccynTaH Ha 6 HefleNb
n coctouT 13 1 Moayns:

Mopynb 1 CeTeBasi apxuTekTypa 1 6€30MacHOCTb
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Foe, Korga v Kak yuuTtbes?

TECH npennaraeT BO3SMOXHOCTb MPONTK
YHVBEPCUTETCKUIA KypC B 061aCTH
CETEBOV apXUTEKTYPbI U 6€30MaCHOCTH
MOMHOCTbBIO B OHNaH-hopmaTe.

B TeueHune 6 Heflenb cnelmanusaumm
CTYLAEHTbI CMOTYT B t060€ Bpems
MONYyYUTb JOCTYM KO BCEMY COAEPXKAHWIO
3TOW NpOrpamMmbl, YTO NO3BONUT

MM CaMOCTOSITENIBHO YMPaBATb CBOVM
y4e6HbIM MPOLIECCOM.

YHUKanbHbIN, KITKOYeBOU

M peLLaroLLmm OrbIT
06YyYeHNs )15

MOBbILLIEHNS BALLEro
MpOpECCHMOHaIbHOrO POCTA.
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Mogaynb 1. CeteBas apxuTeKTypa v 6€30MacHOCTb

1.1. WHdopMaunoHHble ceTu 1.2. KommyTtayus 1.3. VLAN 1.4. MapLpytusayms
1.1.1.  OcHOBHble NOHATUA: [TPOTOKOSbI 1.2.1. BsepeHue B BUPTYyasbHble 1.3.1.  BaxXHOCTb BMPTYyasnbHbIX IOKabHbIX CETew 1.4.1. IP-agpecauus - IPv4 n IPv6

LAN, WAN, CP, CC flokanbHble cetn VLAN 1.3.2.  YA3BMMOCTU B BUPTYasibHbIX 1.4.2. MapwpyTtunsauma: Knroyesble NOHATUSA
1.1.2. Mogenb OSIn TCP/IP 1.2.2. STP JIOKabHbIX CETAX 1.4.3. CraTndeckas MapLupyT1saums
1.1.3. KommyTtayms: OCHOBHblE MOHATHA 1.2.3. EtherChannel 1.3.3. PacnpocTpaHeHHble aTtaku 1.4.4.  OuHamuyeckan MaplupyTusaums: BeegeHve
1.1.4. Mappytusaymsi: OCHOBHbIE MOHATHA 1.2.4. Artaku BTOporo ypoHs OSI Ha BMPTYyasibHble JIOKabHble CETH

1.3.4. Cpepnctsa 3alWmThl

1.5. TlpoTokonbl IGP 1.6. 3awmTa nepumeTtpa 1.7. IDSuIPS 1.8. TLSn VPN
1.51. RIP 1.6.1. DMZ 1.7.1. XapakTepuctumku 1.8.1. SSL/TLS
1.5.2. OSPF 1.6.2. bpaHamayspb! 1.7.2. BHeppeHve 1.8.2. TLS: OCHOBHble TUMbI aTak
1.5.3. RIPvs OSPF 1.6.3.  O6LMe apx1TeKTypbl 1.7.3. SIEM un SIEM CLOUDS 1.8.3. VPNcTLS
1.5.4. AHanua TpeboBaHwii K TONONOrm 1.6.4. [octyn k cetu Zero Trust 1.7.4. [etekums Ha ocHoBe HoneyPots 1.8.4. VPN CIPSEC
1.9. besonacHoCTb 1.10. KopnopaTuBHble CeTH

B 6eCrpoBOAHbIX CETAX 1 cnocobbl UX 3aLUUTDI
1.9.1. BeaeHue B 6eCnpoOBOAHbIE CETH 1.10.1. Jlormyeckas cermeHTaumsa
1.9.2. TlpoTokonbl 1.10.2. ®usnyeckasn cermeHTaums
1.9.3. KJoyeBble 3/1EMEHTbI 1.10.3. KoHTponb goctyna
1.9.4. OcHOBHble TWMbl aTak 1.10.4. Apyrune mMepbl, KOTOpble HEO6XOAMMO

MNPUHATb BO BHMMaHWe
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‘ ‘ B TECH BbI HavzeTe nHpopmMaLmto,

HeobXoAMMYHO A5 AalIbHENLLIEro
pas3BUTUSI B 061aCTU CETEBOM
apXUTEKTYPbI M 6€30MacHOCTH"
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MeToguka obyyeHus

TECH — nepBbiil B MVPe YHUBEPCUTET, 0ObEANHMBLLNI METOA Kelic-cTagu C Relearning,
cuctemoin 100% oHnalH-06y4YeHns, OCHOBaHHOW Ha HarnpaBeHHOM MOBTOPEHWUN.

9Ta MHHOBALMOHHAas Nefarornyeckan ctpaTerns 6obiia paspaboTaHa Aas
TOro, YT06bl NPEAOKMUTb NPpodeccMoHanam BO3MOXHOCTb 0OHOBNATH
CBOM 3HAHMA 1 pa3BMBaTb HaBbIKN MHTEHCUBHBIM 1 9DHOEKTUBHbIM

crnoco6oM. Moaienb 06yyeHus, KOTopas CTaBWT CTy[leHTa B LIEHTP y4e6HOro
npoLiecca 1 OTBOAUT eMy BeZLLYIO POJib, afanT1pyach K ero noTpebHOCTIM
VM OCTaBnss B CTOPOHE 6onee TpafnLMOHHbIE METOLONOMUMN.




MeToauka o6yuyenns | 27 tech

TECH noarotoBuT Bac K peLueHmno HOBbIX
3a/]a4 B yCII0BUAX HEONPEAETEHHOCTM U
JJOCTUXKEHUIO yCriexa B Kapbepe”



teCh 28 | MeToguka oby4yeHus

CTygeHT — npuopuTeT Bcex nporpamm TECH

B MmeToanke 06yyeHna TECH cTyaeHT aBnseTca abContoTHbIM AENCTBYIOLWMM SIULIOM.
MNeparornyeckme MHCTPYMEHTbI KaxkAoM NporpamMMbl 66111 Nogo6paHbl C y4eToM
TpeboBaHWiA K BpEMEHM, AOCTYMHOCTM U akaieMUYeCcKoi CTPOroCTH, KOTopble
NpeabABAAOT COBPEMEHHbIE CTYEHTbI U Hanboiee KOHKYPEHTOCNOCO6HbIe paboyne
MeCTa Ha pblIHKe.

B acvHxpoHHoI o6pa3oBatenibHoi Mogeny TECH cTyaeHTbl caMu BbIGUpatoT Bpems,
KOTOpPOE OHW BbIAENAOT Ha 0BYYeHMe, Kak OHK peLLaT BbICTPOUTb CBOW pacnopsaaoK
[IHS, 1 BCe 3TO — C yA06CTBOM Ha t060M 31EKTPOHHOM YCTPOCTBE, KOTOPOE OHM
npeanoynTaroT. CTyeHTaM He HY>XHO MocellaTb OYHbIe 3aHATUS, Ha KOTOPbIX OHW
3a4acTyto He MOryT NPUCYTCTBOBATb. Y4ebHble 3aHATUS OyayT NPOXOANTb B YA0OHOE
[N HUX BpeMsi. Bbl BCerzja MOXeTe pellnTb, Koraa v rae yuYnuTses.

B TECH y Bac HE 6ynet 3aHSATWI B
peasibHOM BPEMEHM, Ha KOTOPbIX Bbl
3a4aCTyrO HE MOXXETe MpUCyTCTBOBATL"
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CaMmble 06LLMPHbIe YYebHble niaHbl Ha MeXAyHapOLHOM YPOBHe

TECH xapakTepuayeTcs Tem, 4To nNpeasiaraeT Hanbonee obLLIMPHbIE akagemMmnyeckme
nf1aHbl B YHUBEPCUTETCKOWM cpefie. 3Ta KOMMEKCHOCTb AOCTUraeTCcs 3a CHET
co3AaHu1s y4ebHbIX M1aHoB, KOTOPblE OXBATbIBAOT HE TOIbKO OCHOBHbIE 3HaHKS, HO
1 caMble nocneaHne MHHOBaLMW B KaXko 06nacTu.

Bnarogaps NoCTOSAHHOMY OGHOBEHWIO 9TU NMPOrpPaMMbl NMO3BOMSIOT CTYAEHTaM 6bITb
B KypCe M3MEHEHWIN Ha pbIHKe 1 Npro6GpeTaTb HaBbIKK, Hanbonee BOCTpe6oBaHHbIE
paboTogaTensamMu. Taknum obpasom, Te, KTo MpoxoanT obydeHne B TECH, nonyyatoT
KOMMIEKCHYHO MOArOTOBKY, KOTOpas AaeT MM 3HAYMTENbHOE KOHKYPEHTHOE
NPenMyLLECTBO AN NPOABUNKEHNS MO KapbePHOM NECTHHULIE.

Bonee TOro, CTYAEHTbI MOTYT Y4NUTHCH C NOOBOIO YCTPOMCTBA: KOMMbIOTEPA, NN1aHLeTa
UM cMapThoHa.

Mogene TECH siBiieTCs aCMHXPOHHOW,
MO3TOMY Bbl MOXETE 13yyaTb
matepuas Ha CBOEM KOMIMbIOTEPE,
naaHLLIeTe nav cMapThoHe B JTOO6OM
MecTe, B 11060€e BpeMsi 1 B YJ06HOM
715 Bac temne”
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Case studies unn meTop, Kencos

MeTop KelcoB siBNsieTcs Hanbosee pacnpoCTpaHEHHOM CUCTEMOI OBYYEHNA B NTyYLLINX
613Hec-LWKoNnax Mupa. Pa3paboTaHHblii B 1912 rofly Ans TOro, YTobbl CTYAEHTbI
tOPUANYECKMX (aKybTETOB He MPOCTO M3y4Yan 3aKOHbI Ha OCHOBE TEOPETUYECKMX
MaTeprasnoB, OH TakXKe MeN Lenb NPeACTaBUTb UM peasibHble CIIOXHbIE CUTYaLUMK.
TakvM 06pasoM, OHI MO MPUHUMAaTb B3BELLEHHbIE PELLIEHNS 1 BbIHOCKTb
060CHOBaHHbIE CYXKAEHMA O TOM, Kak UX padpelmnTb. B 1924 rogy oH 6bin ycTaHOBEH
B Ka4yeCTBe CTaHJapTHOro MeToda 0byyeHnsa B [apBapCKOM YHVBEPCUTETE.

[Npv Takoi MofeNn 06yYeHNs CTYAEHT caM GOPMUPYET CBOKD NPOMECCUOHANBbHYIO
KOMMETEHLMIO C MOMOLLBHO TaKmx CTpaTeruii, kak obyyeHue gerictavem (learning by
doing) wnu gusasiH-meiuinerve (design thinking), Mcnonb3yembiX TaKUMU N3BECTHbIMM
y4e6HbIMM 3aBeAeHUAMM, Kak Venb unu CTaHGOPA.

STOT MeTOof], OPUEHTMPOBAHHbIN Ha AENCTBUS, OyAeT NPUMEHSATHCA Ha MPOTAXKEHNM
BCEro akajeMmn4ecKkoro Kypca, KoTopblii CTyaeHT npoxoamnT B TECH. Takum o6pasom,
OHW BYAYT CTaNKMBATbCS C MHOXECTBOM pearnbHbIX CUTyaLMii 1 AOMKHbI 6yayT
NHTErpnMpoBaTb 3HaHWA, MPOBOAUTL UCC/IeA0BaHWA, apryMeHTUPOBATL 1 3almLLaTb
CBOM MAew 1 peLleHns. Bce aTo fenaeTcs A1s Toro, YTobbl OTBETUTb Ha BOMPOC, Kak
Obl OHW MOCTYMWW, CTONKHYBLLUNCH C KOHKPETHBIMU CIOXHBIMU COObITUSIMI B CBOEA

noBceJHeBHON paboTe.




MeTtop, Relearning

B TECH meTos kericoB AOMOMHAETCA SIyYLUMM METOLOM OHJIaNH-
06yueHna — Relearning.

9TOT MeTo[, OTIMYaeTes OT TPAAMLMOHHbBIX METOANK 0BYyYeHus,
CTaBsi CTyA€EHTa B LIeHTP 06yYeHUst U NPeOCTaBNsAa emy fydllee
cofiepXkaHue B pa3nnyHbix hopmatax. Takum 06pasom, CTyeHT
MOXET NepecMaTpunBaTh v NMOBTOPSATH KIKOUEBbIE KOHLENLMY
KaXKJ0ro NpeAMeTa 1 y4nuTbCa NPUMEHSTb X B peasibHOM cpefe.

Kpome Toro, cornacHO MHOTOUYMUCIIEHHBIM Hay4YHbIM
nccnenoBaHnsaM, MOBTOPEHWE ABASIETCS NYYLLUM CMOCO60M
yCBOEHWA 3HaHuI. [TosToMy B TECH Kaxkjoe KNro4eBoe NoHATUE
noBTopseTcs oT 8 10 16 pa3 B pamMKax O4HOro 3aHATUS,
npeAcTaBeHHOro B pasHblx popmaTax, YTobbl rapaHTMpoBaThb
NOMHOE 3aKpeneHne 3HaHW B NpoLiecce 0byYeHus.

MeTton Relearning no3BomT Tebe y4YnTbCs
C MEHBLLNMM YCUIINAMM 1 6OJIbLLIEN

3 PEKTUBHOCTBIO, I/1y6XKe BOBJIEKASICb B CBOKD

crieynanansaynto, pasBnBasd KpUTNHECKOE
MbILLTIEHNE, YMEHNE apPTr'yMEeHTNPOBAaTb 1

COloCTaBJiIATb MHEHNSA — I'IDHMOVUI [1yTb K yCriexy.

MeToamka obyuennsa |31 tecn

learning
from an
expert
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BuptyanbHbii kKamnyc Ha 100% B oHnanH-popmare
C NyywnmMu y4ebHbIMKU pecypcamu

[1na adhekTVBHOro NpuMeHeHns ceoein metoamkn TECH npepoctaBngeT
CTyfeHTaM y4ebHble MaTepvanbl B pa3nyHbix opmaTax: TeKCTbI,
NHTEPaKTUBHbIE BUAEO, MNMKOCTPALMN, KapTbl 3HAHWI 1 Ap. Bce oHW paspaboTaHbl
KBanMbUUMPOBaHHbIMM NpenofaBaTeNaMu, KOTOPble B CBOE paboTe yaenatoT
0C060€ BHMMaHWE CoYeTaHNIO peasibHbIX Cy4aen ¢ PELLEHNEM CMOXKHbIX
CUTYalUMi C MOMOLLBH CUMYNALMM, U3YHEHUIO KOHTEKCTOB, MPUMEHNMbIX K KaX oW
npodeccrnoHanbHoit chepe, M 06y4eHNO Ha OCHOBE NMOBTOPEHWA, C MOMOLLIbHO
ayamo, npeseHTauunii, aHuMaumnm, n3obpaxkeHnii v T.4.

MocneaHWe Hay4YHble AaHHble B 06ACTU HEMpPOHayK yKa3blBatoT Ha BaXKHOCTb
yyeTa MecTa 1 KOHTEKCTa, B KOTOPOM MPOUCXOAUT AOCTYN K Matepuanam, nepej
HayanoM HOBOro Mpouecca 06ydeHnst. BO3MOXHOCTb MHAMBUAYaNbHOM HAaCTPONKM
3TUX MapaMeTPOB NOMOraeT MOAAM fyylle 3anOMUHATb U COXPaHATb 3HaHUA B
rMnnokamne Ans A0NrOCPOYHOrO XpaHeHus. Peub naeT o Moaenu, HasblBaeMow
HEeNPOKOrHUTUBHbBIM KOHTEKCTHO-3aBUCHUMbIM 31EKTPOHHbIM 06YYeHeM, KoTopas
CO3HaTENbHO MPUMEHHAETCA B JaHHOM YHUBEPCUTETCKON NPOrpaMme.

Kpome Toro, Anst MakcrmMasnbHOro CoeiCTBMA B3aUMOOENCTBUIO MeX Y
HaCTaBHWKOM W1 CTYAEHTOM NPeAoCTaBAAETCS LUMPOKMIA CNEKTP BO3MOXHOCTEN
[N 06LLEHNS KaK B peanibHOM BPEMEHM, TaK 1 B OT/IOXKEHHOM (BHYTPEHHSAS
cucTeMa o6MeHa CoobLLeHVAMK, DOpyMbl 4151 O6CYXKAEHNIA, CNy>K6a TenedOoHHOMN
NOAAEPXKKM, SNEKTPOHHAA NoYTa AN CBA3N C TEXHUYECKNUM OTAENOM, YaT 1
BUAEOKOHMEpEHLMM).

STOT NOSIHOLEHHbIN BUPTyanbHbI KaMnyc Takxe No3BonT CTyAeHTaMm

TECH opraHunsoBbiBaTb CBOE y4ebHOE pacnmcaHmne B COOTBETCTBUM C JIMYHOMN
[OCTYMHOCTbLIO MM paboYnMm 0693aTeNbCTBaMU. TakM 06pa3oM, CTYAEHTbI
CMOTYT MOJIHOCTBH KOHTPOIMPOBATb akafleMUyecKme MaTepuanbl 1 y4ebHble
WHCTPYMEHTbI, HEO6X0AMMbIE 15 6bICTPOro NPOMECCUOHaNBHOIO Pa3BUTUS.

OHaviH-pexxmum 0by4YeHns Ha
3TOM Mporpamme rno3BonNT
Bam OpraH1M30BaThb CBOE BPEMS
Y TeMn 0byYeHus, afanTpoBaB
ero K CBoemy pacrvcaHmro”

9 dekTMBHOCTL MeTOAA 060CHOBbLIBAETCH YETbIPpbMS

KNno4YyeBbiIMU AOCTUNXEHUAMMU:

1. CTyLeHTbl, KOTOpbIe CIeAyHoT 3TOMYy METOAY, He TOJIbKO fo6MBatoTCSA
YCBOEHMWSA 3HaHWUM, HO 1 pa3BMBalOT CBOM YMCTBEHHbIE CMOCOBHOCTH C
NOMOLLbIO YNPaXHEHUI MO OLeHKEe peanbHbIX CUTYaL M U MPUMEHEHMIO
CBOMX 3HAHUN.

2. 06ydeHue NPOYHO onupaeTcs Ha NpakTUYecKne HaBbIKK, YTO NO3BONAET
CTYZAEHTY Nyyllie MHTErpupoBaTbCA B peasbHbIi MUP.

3. YcBOeHwWe naen v KOHLUEMLMIA CTaHOBUTCS MNpoLue n ahhekTuBHee
6narogaps UCMnosib30BaHMIO CUTYaLMI, BOSHUKLLMX B PeasibHOCTHU.

4. OwyuieHne adOEKTUBHOCTM 3aTPaYEHHbIX YCUNIA CTAHOBUTCHA OYEHb
BaXXHbIM CTUMY/IOM A/l CTYAEHTOB, YTO MPUBOAUT K MOBbILLEHNIO MHTEPECA
K yyebe 1 yBeIMYeHNo BPEMEHM, MOCBSILLLEHHOMY Ha paboTy Hazg KypCOM.
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MeToavKa yHMBepCcUTeTa, NoNyYmBLIas CaMyro BbICOKYH
OLIeHKY Cpeli CBOUX CTy[l€HTOB

PesynbTaTtbhl 3TOM MHHOBALMOHHON aKkafeMU4YecKor Moaenu
NOATBEPXKAAOTCH BbICOKMMM YPOBHAMM O6LLEV YAOBNETBOPEHHOCTU
BbInyckHuKkoB TECH.

CTy[eHTbI OLieHMBAIOT Ka4eCTBO NpernofaBaHust, KauecTBO
MaTepVanoB, CTPYKTYPY M LIENW Kypca Ha OTIMYHO. HeyanBuTensHo,
4TO y4YebHOE 3aBefieHne CTano Ny4Yinm YHUBEPCUTETOM MO OLieHKe
CTYAEHTOB Ha nnathopme oT3bIBoB Trustpilot, nonyuns 4,9 6anna 3 5.

bnarogaps tomy, 4to TECH nget B Hory ¢
nepesoBbIMU TEXHOSIOMMAMM W Nefarornukou,
Bbl MOXETE MOJYYUTb [JOCTYM K y4eOHbIM
matepuasnam ¢ J1Kob0oro yCTponcTBa ¢
NOAKIOYEHNEM K VIHTEpHETY (KOMMbHOTEPa,
naaHLLIeTa uam cMapTpoHa).

Bbi cCMOXKETE yYnTbCS, NONb3YSICh
npeumyLLiecTBaMu JOCTyrna K CUMY/IMPOBaHHbBIM
06pasoBaTe/ibHbIM CpeAam u Moaenm 06yYeHums
yepe3 HabKoAeHNE, TO eCTb YYUTHCS y SKCnepTa

(learning from an expert).
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Takum 06pa3om, B aTol nporpamme 6yayT AOCTYNHbI JlyyLune yyebHble MaTepuabl,
MOAroToBJIeHHbIe C 60/bLLOM TLLAaTeIbHOCTbHO:

Yye6Hble MaTepuanbl

>

Bce avpakTuyueckne MaTepuanbl CO34atoTes NpenofaBaTensiMmu cnelmnanbHo

[N CTYAEHTOB 3TOr0 Kypca, YToObl OHW 6bIN AEACTBUTENBHO YETKO
chopMyNMPOBaHHbIMM 1 NONE3HBIMM.

3aTeM 9T1 MaTepuarsbl MEPEHOCATCS B ayMOBM3YyasbHblii hopmaT, Ha OCHOBE
KOTOPOro CTPOWTCS Hall Cnocob paboTbl B MHTEPHETE, C UCTONb30BaHNEM HOBEMLLIVX
TEXHOMOM NI, MO3BONALLMX HaM NPeanoXnTb BaM OT/IMYHOE Ka4eCTBO Kayaoro 13
VICTOYHMKOB, NPEOCTaBEHHbBIX K BalLWUM YCyram.

I'IpaKTuKa HaBbIKOB U KOMﬂeTEHLWIﬁ

CTyﬂeHTbI 6yﬂ,yT OCYLWEeCTBNATb AEATE/IbHOCTb MO Pa3BUTUHO KOHKPETHbIX
KOMMETEHLINN 1 HABbIKOB B KaX oW I'Ipeﬂ,MeTHOIZ o6nacTu. HpaKTVIKa N AMHaMKnKa
r|p|/lo6peTeva N PasBNTNA HaBbIKOB U CNOCOBHOCTEN, HeO6XO)J.l/IMbIX crneynanuncTty B
pamMKax FJ'IO68]'II/I38L|,VII/I, B KOTOpOl7I Mbl XXUNBEM.

MHTepaKTUBHbIE KOHCNEKTbI

Mbl NpeAcTaBAgeM codepyaHmne B NpUBIeKaTeNbHOM 1 AMHAMUYHOK dhopme ang
BOCMPOM3BEAEHNS Ha My/IbTUMEANAHBIX YCTPONCTBAX, KOTOPble BKIOYAKOT ayawo,
BMIEO, N306parkeHns, AvarpamMmMbl 1 KOHLENTyanbHble KapTbl A9 3aKpenieHuns
3HaHWNA.

STa aKCKto3MBHaA 06pasoBaTenbHas cucTeMa A5 Npe3eHTaumn MynbTUMeANAHOIO
conepykaHuns 6bina HarpaxaeHa Microsoft kak “Kelic ycnexa B EBpone”.

OononHutenbpHasa nuTepartypa

Hallel BUPTyanbHOM GMGNMOTEKE Bbl MOMY4MTE JOCTYMN KO BCEMY, YTO HEOGXOAMMO AN

\L MocneaHune ctaTbK, KOHCEHCYCHblE IOKYMEHTbI, MEXAYHapOAHblE PEKOMEHOALMNMN. .. B
MPOXOXAEeHNA o6yqu|/m.
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Keiic-cTagu

CTyneHTbl 3aBepLLaT BbIGOPKY NyYLLINX Kevic-CTam Mo NPeaMETY.
Kelicbl npefcTaBeHbl, TpoaHanvanpoBaHbl 1 NPENofatoTCs BedyLLMMM
crneuvanicTaMm Ha MexayHapoaHOW apeHe.

TGCTMpOBaHMe U NOBTOPHOE TeCTUupoBaHue

Mbl MEPUOANYECKM OLIEHMBAEM U MEPEOLIEHNBAEM BaLLM 3HAHNS HA NMPOTHAXKEHNUM
BCeW nporpamMmbl. Mbl fienaem ato Ha 3 13 4 ypoBHeW nupamuisbl Munnepa.

MacTtep-knaccbl —

CyLLECTBYIOT Hay4Hble laHHble O N0fb3e AKCNEPTHOro HabtoAeHUs TpeTbei
CTOPOHbI.

Tak HasbIBaeMblii MeTof 06yyeHust y akcniepTa (learning from an expert)
YKpPEnmsieT 3HaH!sa 1 NamMsaTh, a Takxke hopMYpYeT YBEPEHHOCTb B BaLLIMX
6YYLLMX CNOXHBIX PeLUEHNSIX.

KpaTkue cnpaBoyHble PyKOBOACTBA

TECH npeanaraeT Hanbonee akTyafibHble MaTepuasbl Kypca B BUe KapTodeK 1w -
KpaTKMX CMPaBOYHbIX PYKOBOACTB. ITO CXKATbI, MPAKTUYHbIN 1 3dEKTVBHBbI .
CNocob MOMOYb CTYAEHTY NMPOABUIaTbCS B 06YYEHNN.
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[Mpo¢punb HaLINX yyaLluxcs

YHWUBEPCUTETCKIIA KYPC NpeAHa3HaueH /15 BbiMyCKHUKOB YHUBEPCUTETOB
1 OUNNIOMUPOBAHHbIX CreLManmcToB, paHee OKOHYMBLLIMX NOGYIO 13 creumanbHOCTe
B 06/1aCTW coLMasnbHbIX, FOPUANYECKMX, aAMUHNCTPATUBHbIX 1 9KOHOMUYECKMX HaYK.

PaSHOO6p83V|e YHaCTHMKOB C pa3HbIMN akKaAeMNHECKNMN I'IDOCDI/U'IFIMVI N N3 Pa3HblIX
CTpaH COCTaB/IAET Me)K,El.l/ICLI,I/II'lﬂI/IHaprIIZ noaxopn aToun nporpaMmbl.

CneunanucTbl C BbICLUMM 06pasoBaHMeM B 0601 061acTu 1 ABYXIETHUM OMbITOM
paboTbl B M0G0 Cchepe peknambl TakyKe MOryT NMpPonTH YHUBEPCUTETCKIIA KypC.



Mpodunb Hawwmx yvawmxes | 37 tech

Ecnny Bac ecTb 0nbIT paboTbi
B 06/1aCTV CETEBOU apXUTEKTYPbI
M 6€30MacHOCTH, M Bbl ULLETE
BO3MOXXHOCTb MHTEHCUBHOIO
KapbepHOro pocTa, MpoAoJIKas
fpu 3TOM paboTaThk, TO 374
nporpamma s Bac”



tech 38|Mpodunb Halwmx yuaLmxcs

CpepgHui Bo3pacT

O6yueHue

B BospacTe ot 35 no 45 net

oAbl NpakTUKK

Bonee 15 net 17%

5net 14%

OT 50010 netr 33%

OT10 no 15 net 36%

9KOHOMMKa 6usHeca 31%
NH>xeHepHoe geno 39%
06uwecTBeHHble Haykn 17%

Opyroe 13%

Akagemuyeckuit npodpunb

[MpomMbiwneHHocTb 37%
Yenyrn 17%
MpepnpuHumaTenu 24%
TpaHcropT 8%

Opyroe 12%



Mpodunnb Hawwmx yyawmxes | 39 tech

Feorpaduyeckoe pacnpegeneHume

CLUA 11%
Ncnanusa 36%
Mekcuka 19%

Konymo6usa 10%

dpHecTo PpaHKo

ApxuTekTop 6€30MnacHOCTH

"TlocTosIHHas aKCrepT3a CeTeBol 6e30MacHOCTU ABNAETCA OCHOBOMO/IararoLLel

B COBPEMEHHbIX KOMMaHUsIX. VIMEHHO 03TOMY B pamMKax aTou nporpaMmbl s Moy
3HaHWS O TECTUPOBAHMM HA NPOHUKHOBEHNE, BbISBIEHNN YSI3BUMOCTEN 1 BaXKHOCTY
npoBeAeHNs ayauTa A1 NpOBEPKM 630MacHOCTHM CeTell n cucTem”
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PyKoBoACTBO Kypca

B TECH Ha nepBOM MecCTe CTOUT BUAEHWE BbICOKOrO Ka4ecTBa, M03TOMY 3[1eCb
OpraHn30BaHO 06pas3oBaHMe BbICLLIEr0 YPOBHS MO PYKOBOACTBOM MEXAYHapOAHO
MPU3HaHHbIX MPOMECCUOHANOB, IAe CTYAEHTbI MOMYT PaCLUMPUTL CBOM 3HAHUA

B 0611aCT1 AMHAMWNYECKOW 1 CTaTUYeCKON MapLupyTuaaLmm. COOTBETCTBEHHO,

STOT YHUBEPCUTETCKUIN KYPC UMEET 9KCMEPTHbIV NpernofaBaTenbCKuUin coCcTan

B 061aCTN MporpamMmMHOro 06ecreyeHus v TEXHONOM i MHMOPMaLMOHHOMO 06LLIECTBA
N UHXXEHEPUM Knbepbe3onacHOCTK, YTO MO3BONAET CTYAEHTaM TLATENbHO pellaThb
3a/la4n, KOTopble CTaBUT Nepe HUMU akageMunyeckas nporpamMmma.
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PykoBoacTBo kypca | 41 tech

Bcero 3a 6 Hefjenb OHnanH-06yYeHusi
Bbl [1OJ1y9NTE MOALAEPXKKY JIyYLLEN

M Hanbosiee KBaMpunLMpoBaHHOM
KOMaH/bl, Crieyman3npyroLLemncs

Ha TexHosorum HoneyPot"



tecn 42|PykosoacTso kypca

PykoBoacTBO
I-H T'omec MNuHTago, Kapnoc
+ PykoBoauTenb rpymmbl KM6ep6e30nacHOCTM U KpacHbIx komaHa B Grupo Oesia
+ PykoBoauTeNb, COBETHUK 1 MHBECTOP B KOMMaHun Wesson App
+ CTeneHb 6akanaBpa B 06/1aCT1 MPOrpaMMUPOBaHMS M TEXHOMOTMIA MH(MOPMAaLIMOHHOTO 061LeCTBa B [OANTEXHNYECKOM
yHvBepcuTeTe Maapvaa
+ COTpyAHMYAET C y4ebHbIMM 3aBEAEHWSIMI A/ MOATOTOBKM KYPCOB 00YYEHMUS BbICLLIENO YPOBHSA NPOhECCMOHANbHOIO
06pa3oBaHuMs B 061aCTN KMBEPHE30NACHOCTM
I-H Cunec Py6ua, MapcenuHo [-H BunbsiBepae, asupg
+ VIHxeHep no knbepbe3onacHOCTK + KoHcynbTaHT no knbepbesonacHocTy B KomnaHumn Cipherbit
+ CTeneHb 6akanaBpa B 06/1aCTN MHKEHEPUI Knbepbe3onacHOCTY + OKCnepT CNOXHbIX Xakepckux nnathopm 1 HackTheBox
B YHuBepcuTeTe kopona XyaHa Kapnoca + CreLmanucT no neHTecTy
+ HaBblkun: KoHKypeHTHOe NporpaMMM1pPOBaHNE, BEG-XaKMHT, + OKCMEPT N0 BPEAOHOCHBIM MPOrpaMMam

Active Directory v 3alLMTa OT BPEOHOCHbIX MPOrpaMmm
y - pea porp + CTeneHb 6akanaBpa B 06/1aCT1 NPOrpaMMUpOBaHmS,

+ [NobeauTens KoHkypca AdaByron cneumanuanpytoLLmMincsa Ha KnbepbesonacHOCTW B YHUBEPCUTETCKOM
LIeHTpe TexHoNorui 1 LndpoBoro uckycctea Jlac-Posac.



PykosogcTBo kypca | 43 tecn
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BnunaHne Ha Kapbepy

STa akafieMmdeckast nporpamma 6blna paspadboTaHa C Lebio NpeaocTaBneHus
CTyAEeHTaM HEOHXOAMMbIX 3HaHWIN B 06/1aCTV BHELPEHWSA CUCTEM OOHAPYXKEHNS
BTOP>KEHN (IDS) 1 cermeHTaumm cetn B cdepe VT, Taknm obpasom, TECH BbixoamT
Ha caMbli1 BbICOKMIA YpOBEHb 06pa30BaHms, MHTErPUPYS NepefoBOW OMbIT B KaXAyto
13 CBOWX NporpamMm. CnefoBaTtesibHo, CTYAEHTbI CMOTYT NONYYNUTb S/IMTHOE
06pa3oBaHue, CneunanmusnpyroLeecs Ha passuTnm ahhOeKTUBHOIO COTPYAHNYECTBA
C KOMaHaamMu 6e30MacHOCTU, MHTErpMpys CTpaTernu.

I g



BnusHwve Ha kapbepy |45 tech
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= [aHHasi nporpamma o6beanHSIET
o A i sE—d B cebe BbICOYalilLee KayeCcTBO

: 06pa30BaHus 1 yno6CcTBO (hopmaTa
06yyeHusi Ha 100% oHnanH"



tech 46 | BnuaHue Ha Kapbepy

TECH nipegnaraet Bam
cambivi MIHHOBaLMOHHbI
M SKCKJTKO3MBHbIN
matepwvas rno HaBblkam
peannsalmm

3 PEKTUBHBIX MEP

Mo 6opbbe C yrpo3amm
B KOPriopaTnBHbIX
CETSHX C MOMOLLbHO

9TOM MPOrpaMmmeI.

[oTOBbI /1M Bbl peLUNTbLCA Ha NepeMeHbl?
Bac xxpeT oTnnyHbIN npodeccuoHanbHbIi pocT

YHUBEPCUTETCKMIA KYPC B 061ACTH CETEBOI apXMTEKTYPbl M 6€30MacHOCTM

TECH — aT0 MHTeHCKBHaA NporpamMmMa, KoTopas NoAroToBUT Bac K peLleHuto
npo6nem B KubepmMmupe. naBHas Liesb — Cnoco6CTBOBATL BalLeMy IMYHOCTHOMY
¥ npodeccrnoHanbHoOMy pocTy. Mbl MOMoraem BaM A06UTbCA ycrnexa.

Ecnv Bbl XOTUTE YCOBEPLUEHCTBOBATLCS, A0OUTLCS MONOXUTENbHbIX U3MEHEHNI
Ha NpoheccnoHanbHOM YPOBHE M MOOBLLATHCA C SyYLMMK, 3TO MECTO /151 Bac.

Bpemsa nepemeH

Bam 6ynet npejocraBieH
CcaMbliii OKCKJTKO3UBHbI
MYJIbTUMEANNHbBIN
matepuasl B 0671aCTu
CETEBOW apXUTEKTYPbI

M 6e30MacHoOCTH,
KOTOPbIV MpuBEAET BalLly
Kapbepy K BePLLNHE.

Bo Bpemsi mporpamMmbl

13%

YT0o nsmeHurtcs

>

B TeueHwne nepBoro roga

64%

CnycTa fBa roga

23%

MpoaswxeHne BHYTpY KoMnaHuu 46%
CmeHa komnaHuu 44%

MpegnpuHumaTenscteo 10%




MoBbiweHne 3apaboTHON NnaTbl

BnusiHue Ha Kapbepy | 47 tECh

I'Ipoxo>+<p,eHV|e 3TOMN nporpamMmbl O3Ha4aeT Asid HalWnX CTyaeHTOB NoBbILWLEeHNe
3apaboTHoW nnaTbl 6osiee yem Ha 25,55%

MNpeppblaywas 3apaboTHas nnaTa MoBbilleHWe 3apaboTHON NNaThbl

LY AP~ 2555%

Mocnegytowan 3apaboTHas nnarta

74 500 €
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[lpenmyuiecTBa gns
Ballen KoMMNaHuu

STa nporpamMma CrocobCTBYET PACKPBITUIO MAKCUMasbHOIo NoTeHLMana TanaHToB
opraHusaLmmn 6narogapsa 06y4eHno pyKOBOAUTENEN BbICOKOIrO YPOBHSI.

Kpome Toro, NpoxoxaeHue sTon YHUBEPCUTETCKOM NPOrpaMmbl — YHMKaIbHaA
BO3MOXHOCTb MOMY4YUTb AOCTYMN K MOLLHON CETU KOHTAKTOB, B KOTOPOW MOXHO HalTK
6yayLIMx NpodeccmoHanbHbIX MapTHEPOB, KNMEHTOB MM MOCTaBLLMKOB.



[NpenmyllecTBa ANa Balleid KoMnaHuu | 49 tech

B unppoByro aroxy pyKoBOANTENN JO/IKHBI
MHTErpupoBaThb HOBbIE MPOLIECChI U CTpaTery,
KOTOPbIe NPUBOAST K 3HAYNTENIbHBIM
N3MEHEHWUSIM W OpraHn3aLMnoOHHOMY
pPasBuTHO. 3TO BOBMOXKHO TOJTbKO MU
YCIIOBUWN YHUBEPCUTETCKOIO 06YYeHMsI

W MOBbILLEHMS KBaIMpuKaLmm'"




teCh 50 | MpenmyuiecTsa aAnsa Bawen KOMNaHUu

PasButue n yAepXaHue TanaHToB B KOMMaHUAX — Jiyyllas
AgosirocpoyHasa nHBeCtTuuuA.

POCT TanaHTOB M UHTENNEKTYaNIbHOro Co3paHue areHToB U3MEeHEHMA

KanuTana Bbl CMOXXeTe MpUHUMaTL PELLEHWA B MEPUOAbI
MpoteccnoHan NPUBHOCKUT B KOMMAHWUKO HOBbIE KOHLEMNLIWN, HeornpeaeneHHoOCT 1 Kpusnca, nomMoras
cTpaTernv 1 NepcrneKTyBbl, KOTOPbIE MOTYT NMPUBECTH K OpraHvsaumn NPeOAOsIETb NX.
COOTBETCTBYIOLLUMM M3MEHEHUSAM B OpraHn3auunu.

Yaep)xaHue pykoBoauTenen ¢ BbICOKUM PaclumpeHne BO3MOXXHOCTEN AN
noTeHuunanom u nusbexaHume MeXXAYyHapoAHOMN 3KCMaHCcum

n n

yTeé4Ku Mo3roe STa nporpaMma nos3BoINT KOMMAHUW YCTAaHOBWUTb KOHTaKT
3Ta nporpaMma yKpenmnseT CBA3b MEXy KOMMNaHUen 1 C OCHOBHbIMV PbIHKaM1 MUPOBOV 3KOHOMUKM.
CMeLmnaniucToM 1 OTKPbIBAET HOBble BO3MOXHOCTU /s

NPOMEeCCMOHaNbHOro POCTa BHYTPU KOMMaHWN.




MpenmyllectBa Ansa Baweit komnanum | 51 tech

Pa3paboTka cO6CTBEHHbIX NPOEKTOB

MpoeccroHan MoXxeT paboTaTb Haf peasibHbIM MPOEKTOM
1AM paspabatbiBaTb HOBble MPOeKTbI B 06nacty HNOKP
WK pasBUTUSA BU3HECA CBOEN KOMMAHMM.

MoBbiwEeHMe KOHKYPEHTOCNOCO6HOCTH

[aHHasn rnporpaMma rnpeaoctaBuT Crieymnannctam
HeO6XO£|,I/IMbIe HaBbIKW, YTOObI OHWU MOT/IN peLlaTb HOBblE
3aja4n 1 TeM CaMbIM BUIraTb OPraHn3aLnto Brnepen.
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KBanudpukauus

YHVBEPCUTETCKMI KypC B 06/1aCTN CETEBON apXMTEKTYPbI U 6€30MacHOCTH
rapaHTMpyeT, MOMMMO CaMOro CTPOroro M COBPEMEHHOIO 0ByYeHWs,
nosnyyYeHne AnnaomMa o NPOXOXAEHUN YHUBEPCUTETCKOrO Kypca,
BblaaBaemoro TECH TexHOMornM4eckuM YHUBEPCUTETOM.




Keanudukaums | 53 tech

YcneLwHo npoviguTte 3Ty nporpammy
W MOJIyYnTE YHUBEPCUTETCKMUI ANMITOM
6€3 XJ10M0T, CBA3aHHbIX C oesKkamm
M 6yMaxXHOW BOJTOKUTOMN"



tecn 54| Ksanudukaums

[laHHbI YHUBEPCUTETCKUIA KYpC B 06/1aCTU CETEBOM apXMTEKTYpbl M 6€30MacHOCTH
COLEPXKMUT CaMYIO MOJTHYHO Y COBPEMEHHYIO MPOrpamMMy Ha PblHKE.

[locne NpoxoXAeHWA aTTecTalm CTYAEHT NONYYUT MO NOYTE* C NOATBEPXKAEHNEM
MOSyYEHNS COOTBETCTBYIOLLMI AUMIIOM O NMPOXOXAEHUM YHUBEPCUTETCKOro Kypca,
BblAaHHbIM TECH TexHonormyecKum yHMBEPCUTETOM.

[nnnom, BblaaHHbIM TECH TexHonornyeckum yHUBEpCUTETOM, MOATBEP>KAAET
KBanM@UKaLMio, MONYYEeHHYIO Ha KYPCe, M COOTBETCTBYET TpeboBaHUsAM, 06bIYHO
npeabsaBAsgemMbIM 6MpXKaMy TPYAA, KOHKYPCHbIMM 3K3aMeHaMmM 1 KOMUTETaMM MO
OLieHKe Kapbepbl.

[lMnnom: YHUBEpPCUTETCKUIA KypC B 06/1aCTU CETEBOI apXUTEKTYPbI U 6€30MacHOCTH

dopmaT: oHnaiH

[MpOLO/KMTENBHOCTL: 6 Hepenb

[ ]
TEXHOJIOTNYECKUI
» yHMBEpcUTeT

HacToawwii

Jvniom

CBUAETENLCTBYET O TOM, 4TO

., C[OKYMEHTOM, y4OCTOBEPSIOWMIA IMYHOCTb_
Ocsoun(a) u ycnetwHo npowen(na) akkpeAuTaLnio NporpaMmbl

YHUBEPCUTETCKUM KYPC
B 06nacTu

ceTeBOii apXUTEKTYpbl U 6e3onacHoCcTH

[aHHbIi AMNNOM CNeLuanM3MpoBaHHoO NPoOrpamMMbl, MPUCYXXAaeMblil YHUBEPCUTETOM,
cooTBeTcTBYeT 150 yuebHbIM Yacam, C AaToi Havana AA/MM/TTTT U [aToi OKOHYaHUA AA/MM/TTT.

TECH siBnseTca 4acTHbIM y4ye6HbIM il , np! MwuHucTepcTBOM
HapoAHoro o6pasosaHns Mekcuku ¢ 28 nioHs 2018 roga.

17 nionn 2020 1.

T

A-p Tere Guevara Navarro
PekTop

unique TECH code: AFWOR23S techtitute.com/certfcates.

*laarckuii anocTunb. B cnyyae, ecnu cTyAeHT NoTpebyeT, YTo6bl Ha ero AMNIOM B 6yMaxHOM dopmaTe 6b11 npocTaBieH Maarckuii anoctunb, TECH EDUCATION npefnpuMeT HEO6XoAMMbIe Laru ANs ero NoayyeHus 3a AoNONHUTENbHYO NaaTy.
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TEXHOJI0MMYECKIIA
» YHVMBEpCUTET

YHUBEPCUTETCKUN KYpC
CeTeBad apxuTekTypa
1 6e30MacHOCTb

» (opmarT: oHnamH

» [poAOMKUTENBHOCTL: 6 Heaenb

» YyebHoe 3aBefieHne: TECH TexHonornyeckuin yameepcuTeT
» PacnucaHue: no cBoemMy yCMOTPEHUIO

» OK3aMeHbl: OHNanH



YHUBEPCUTETCKUN KYPC

CeTeBada apxmTeKkTypa
1 6€30MacHOCTb

e
TEXHO/IOrMYECKNI
» YHUBEPCUTET




