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[lo6bpo noxxanosatb N

B nocTosHHO pa3BuMBatoLieMcs M1Upe Knbep6te3onacHOCTb TOXE He CTOUT

Ha MecTe. B HacTosiLLiee BpeMst KGepyrposbl CTaHOBSTCA BCe 60ee YacTbIMy,
NO3TOMY KOMMaHUK NPeanoYnTatoT 6bITb Ha NepefHeM Kpae, YTobbl ObITb
FOTOBbIMMU K N1060I KnbepaTake, KOTopas MOXET UM HaBpeuTb. [11s TOro 4Tobbl 'y
rapaHTMpoBaTb 6e30MacHOCTb NHMOPMaLMK B KaXKA0M KOMAaHWK, B HacTosILLee
BPEMS HEOBXOAMMO UCKaTb KBaNMMULIMPOBaHHbIX CMelnanMcToB B 3TOM 061acTy.
MoaToMy fiaHHas nporpaMma 6blna paspaboTaHa ¢ Lenbko NpeaocTaBieHuns
crneymanucTam WMPOKOro CNeKTpa 3HaHWI, CBA3aHHbIX C KOMMAETEHUMSAMM MO OLEHKE
v ynydLleHnto KoHdurypaumii 6esonacHocTu B cuctemax Windows. Kpome Toro,
nporpamMma noAanepy>K1BaeTcs ayanoBmn3yasnbHbIMy cpeacTBamy, a Takke Ha 100%
OCYLLECTBNSETCA B PEXMME OHNaNH.

ACTU HacTynaTenbHon 6€30
CH TexHonornueckui yH1Be



[o6po noxanosartb | 05 tech

@ @ B TECH BbI 6ynete MpuMeHsITb

TEOPETHNYECKNE 3HAHNS
B MIPaKTUYECKUX CLIEHapUsIX
W CUMYNSLNSIX, MOAHUMAS

CBOKO Kapbepy Ha BEPLLNHY"
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[Toyemy cTouT yuntbca B TECH?

o

TECH — aT0 KpynHeiwas 6uaHec-kona 100% oHnaiH-bopmaTa B Mupe. Mbl sBnsiemcs
3/IMTHOWM BU3HEC-LLIKOMOW C 06pa30oBaTeNbHOM MOAEbIO C CaMbIMU BbICOKMMM
aKageMnyeckUMmn ctanaapTammn. MexxayHapoaHbI BbICOKONPOU3BOANTENbHbBIN LIEHTP
MNHTEHCWBHOIO 06y4eHIst yrpaBieHYeCKNM HaBblKaM.

4
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[Noyemy ctouT yuntbea B TECH? | 07 tech

TECH — 210 nepefoBov TEXHOTOMrMYECKMM
YHUBEPCUTET, KOTOPbIM MPeocTaB/ISeT BCe
CBOW PeCypCbl B pacriopsiXkeHme CTyeHTOB,
YTObbI MOMOYb UM [JOCTUYL ycriexa B busHece"



08 | Noyemy cTouT yuntbca B TECH?

B TECH TexHonornyeckom yHusepcureTe

MHHOBaLuKn

Mbl npefnaraeM BaM MOZENb OHMANH-06YYEHNS, COYETAOLLYHO
B cebe HoBeWiLLMe 06pa3oBaTe/bHblE TEXHONOMMM U
MaKCUMasbHYO Nefarornyeckyto CTPOrocTb. YHUKaNbHbINA
METO/] C BbICOYaNLLNM MEXAYHAPOAHBIM NPU3HAHNEM, KOTOPbI
[acT BaM BO3MOXXHOCTb PasBMBaTbCSA B MUPE MOCTOSIHHbIX
NepemeH, rae MHHOBALIMM UIPaIOT KHOYEBYHO POJIb B
JEeSTENbHOCTM KayA0ro NpearnpuHuMaTens.

"Mctopus ycrnexa Microsoft Europe” 3a BK/tOYEHVE B MPOrpaMMbl
VHHOBALIMOHHOW MHTEPAKTUBHOM MyNbTUBUAEOCUCTEMDI.

Bbicokue Tpe6oBaHus

YT106bI NOCTYyNMTL B TECH, He noTpebyeTca 60nblune 3aTpaThl.
YT06bI yUUTHCS Y HAC, BaM He HY>KHO flenaTb 6osblive
VHBECTMLIMW. OIHAKO ANS TOro, YTO6bI MOMYYUTh AWMIOM B TECH,
HEOOXOAMMO MPOBEPUTL YPOBEHb 3HAHWI 1 BO3MOXHOCTE
CTyAeHTa. Halim akaieM1yeckme cTaHaapTbl 04eHb BbICOKM...

(o) ctyaeHToB TECH ycneluHo 3aBepLuatoT
9 5 /O obyuyeHue

HeTBOPKUHI

MpodteccroHasnbl Co BCEro Mupa NMpuHUMatoT y4acTuie B
TECH, 4T06b! Bbl CMOITIN CO3aTb 6OSbLLYHO CETb KOHTAKTOB,
MoMEe3HbIX A5 Ballero 6yayLiero.

100 000+ 200+

MeHe>KepoB, npowlegLlunx Pa3HbIX HaLuMoHanbHocTel
€XerogHyr noaroTtoBkKy

PaclumpeHue npaB 1 BO3MOXHOCTei

PasBuBaiiTeCh Hapsay C NyHLWUMK KOMMAaHUAMM U
npodeccroHanamu, 0bnagatoLmMm 601bLLIMM aBTOPUTETOM U
BAMAHNEM. Mbl cO34anu CTpaTernyeckme anbaHchl U LEHHYHO
CETb KOHTAKTOB C OCHOBHbIMU 3KOHOMUYECKUMM CYyEbEKTAMMU
Ha 7 KOHTVMHEHTaX.

5 0 0 COrNallueHunin 0 CoTpygHMYecTBe
I I C yYLIMMU KOMMNAHUSIMU

TanaHT

Halua nporpamMma - 970 yH1KanbHoe NpeanoxeHme ans
PacKpbITVs BalLero TafnaHTa B Mype 61aHeca. BO3MOXHOCTb, C
MOMOLLIbHO KOTOPOI Bbl CMOXETE 3asiBUTb O CBOMX MHTEPECAX W
BUIEHWN CBOEro G1sHeca.

TECH nomoraet cTyfeHTaM nokasaTb MUPY CBOW TanaHT npu
NPOXOXEHUM 3TOW NMPOrpaMMbl.

MynbTUKYNBTYPHbIN KOHTEKCT

O6yuasck B TECH, cTyaeHTbl MOryT NOAYYNTb YHUKANbHbIA OMbIT.
Bbl 6yfeTe yunTbCst B MHOMOKY/IbTYPHOM KOHTEKCTe. B AaHHON
nporpaMme Mbl NPUMEHSEM F106anbHbI NoAxoa, bnarofaps
KOTOPOMY Bbl CMOXETe y3HaTb O TOM, KaK paboTatoT B Pa3dHbIx
4aCTAX CBETa, CobpaTh CaMyHo CBEXYHO MHMOPMaLMIO, KOTopas
HawyyLwM 06pa3oM COOTBETCTBYET Balllel busHec-uaee.

Hatwum cTyneHTsl npeactasnstoT 6onee 200 HaLMOHaNbHOCTEN.



YuuTechb y nyyiumnx

Halum npenogaeaTeny 06bACHAOT B ayANTOPUSX, YTO MPUBEO
VX K YCTIEXY B UX KOMMaHUsX, paboTas B peasibHOM, >XMBOM 1
AVHaMMYHOM KOHTEKCTE. lNpenoaaBaTeni, KOTopbIe MNOAHOCTbLIO
MOCBALLAIOT ce6s TOMY, YTOObI MPEASIONKUTL BaM Ka4eCTBEHHYIO
creLmannsaLmto, Kotopas no3BoanT BaM NPOABMHYTHCS MO
KapbepHOW NECTHULIE U BbIAENTLCA B MUPe 6U3Heca.

NpenogaBateny npeactanatoT 20 pasinyHbIX
HaLMOHaIbHOCTEN.

B TECH y Bac 6ynet AOCTYM K camoMy
CTPOromMy 1 COBPEMEHHOMY METOAY
KeNCoB B akagemMmnyeckon cpege’

MNoyemy cTouT yuntbea B TECH? | 09 teCh

TECH cTpemMuTCcsl K COBEpLUEHCTBY U ANS 3TOro obnagaer
pPAAOM XapaKTepPUCTUK, KOTOpble AenatoT ero YyHUKanbHbIM
YHUBEPCUTETOM:

AHanus

TECH nccnefiyet KpUTUYECKYHO CTOPOHY CTYLEHTa, ero
CMOCOBHOCTL 3a1aBaTb BOMPOChI, HaBbIKMN PELLIEHNS]
NPO6IEM U HaBbIKM MEXITUYHOCTHOIO OOLLIEHUS.

Akapemunyeckoe npesocxoancTtBeo

TECH npennaraet cTyfeHTaMm fyyllyd MeTOAMUKY OHTanH-
06y4yeHnst. YHMBepCcUTeT codeTaeT MeTof Relearning
(Hanbonee NpM3HaHHaaA BO BCEM MUPE METOL0N0MMS
nocneamnnoMHOro 0bydeHust) ¢ «METOAOM KENCOB»
apBapACKoW LWKOMbl 6uaHeca. Tpaagnumnm n COBPEMEHHOCTb
B C/IOXKHOM 6anaHce 1 B KOHTEKCTE CaMOoro TpeboBaTelbHOro
akageMmn4yeckoro mapLupyTa.

39KoHOMMSA 3a cYeT MacLuTaba

TECH — KpynHenwmin B M1Mpe OHNamH-yH1BepcuTeT. B ero
nopTdonmo HacunTbiBaeTcs 60nee 10 000 yHNBEPCUTETCKMX
NOCNEANNIOMHbBIX MPOrpaMMm. A B HOBOI SKOHOMUKE 06'bEM
+ TEXHOJOrUSA = pa3opuTesbHas LieHa. TakiMm 06pa3om,

Mbl 3a60TMMCSH O TOM, 4TO6bI y4eba A5 Bac Oblfa He Takom
JIOPOroW, Kak B 1pyroM YHMBEPCUTETE.
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[loueMy UMeHHO

Halla nporpam?

[poxoxaeHne nporpamMMbl TECH yBENNYMT BaLLM LLAHCHI JOCTUYb
nNpodeccroHanbHbI ycnex B 06/1aCTW BbICLLErO MEHEIKMEHTA.

970 3aa4a, KoTopasa TpebyeT yCUnnii 1 caMooTaaun, Ho KOTopast OTKPbIBaeT ABEPb
B MHOroobeLlatoLLee Gyayliee. Bbl 6yaeTe yuntbes y NydLlinx npernogasateneit v no
camMoii r’MBKOM 1 MHHOBALIMOHHOW 06pa3oBaTe/lbHOM METOA0OMMN.




.

Mouyemy nmeHHo Hawa nporpam? | 11 tech

Y Hac cambivi MPECTMXKHbIN NPenofaBaTesibCKum
COCTaB W CaMbiVi MOJIHbIV Y4EOHbIV M/1aH Ha PbIHKE,
YTO MO3BOJISIET HaM MPEAIOXUTb BaM 00yYeHne
Ha caMOM BbICOKOM aKaZeMn4eCKoM ypoBHe"



tECh 12 | MloyeMy UMeHHO Halla nporpam?

9Ta nporpamMmma obecne4ynT BaM MHOXXECTBO NPeUMyLLECTB
B TPYAOYCTPOICTBE M BOMPOCAaX JINYHOCTHOIO pa3BUTHS,
BKJIlOYas crepyoLLme:

[aTb peluatoLmnm TONYOK Kapbepe CTyAeHTa 3aKpenuTbCA B BbICLLEM PYKOBOACTBE
npeanpuaTus

Mbl flaeM BaM BO3MOXHOCTb B35Tb M0f KOHTPO/b CBOE
OyAyLLee v MOSHOCTBIO PAaCcKpPbITh CBOW NoTeHuuan. Mponas 06yyeHue B TECH oTKpbiBaeT ABepu B NpOMECCUOHANBbHYIO CPeaY,
Hallly Mporpammy, Bbl MPYOBPETETE HEOGXOANMBIE HABBIKY, B KOTOPOW CTYAEHTbI CMOrYT MO3MLIMOHNPOBATL CeHS B KAYECTBE
4TOObI 33 KOpOTKI/H;I CPOK ,D,Oél/lTbCﬂ NONOXUTENBHbIX UBMEHEH W pyKOBOﬂMTeﬂeVI BbICOKOMO YPOBHS, O6ﬂaﬂ,aFOLL|,V|X LLUNPOKNM
B CBOEll Kapbepe. BVAEHNEM MEXAYHAPOAHOW Cpeabl.

/0% CTy[JeHTOB 3TOU crieymnasnnsagnmn Bbi 6y,£[eT€ paéoTaTb Ha/j bosiee

J0BUBAKOTCS YCMELLHbIX M3MEHEHWUI B yem 100 peasibHbIMW Kevicamm 13

CBOEew Kapbepe MeHee YeM 3a 2 roaa. 0061aCTH BbICLLETO MeHe)KMEHTa.

P83pa6aTbIBaTb CTpaTernyeckoe u BpaTb Ha ceb6a HoBble 0693aHHOCTHU

rno6anbHoe BUAEHWe KOMMNaHWUu
Mbl NOKaXxxeM Bam nociefHVe TEHAEHLMK, Pa3padoTKy U

Mbl npeanaraem BaMm ry60Koe NoHMMaHe 06LLEro cTpaTeruu Ang ocyLWecTBeHNs Ballei NPOGeccHoHabHOM
MeHEeDKMEHTa, YTOObI Bbl Y3HaW, KaK Kax0oe peLleHve AEATENIBHOCTM B MEHSAOLLIMXCH YCITOBNAX.
B/IMSIET Ha pa3nndHble YHKUMOHaNbHbIE 061aCT KOMMaHWM.

Halue rnobasibHoe BuAeHne

KOMMaHWM yiyyLmT Ballie 45% Halumx CTyAEHTOB MOJy4YaroT
CTpaTernyecKoe MbliLLIEHNE. MOBbILLEHNE BHYTPM KOMIMaHWUY.




MonyunTb JOCTYN K MOLLHOW CETU KOHTAKTOB

TECH dopMupyeT CBOUX CTYAEHTOB, YTO6bI MaKCUMasbHO
PacLUMPUTB X BOBMOXHOCTU. CTYAEHTbI C TEMU XKe
MHTEPECaMM Y XXeNaHWEM PasBMBaATbCH. TakiM 06pa3om,
MOXHO 6yJ1ET 0BMEHNBATLCH KOHTaKTaMW MapTHEPOB,
KIIMEHTOB MW NOCTaBLUMKOB.

Bbi HavigeTe ceTb KOHTAKTOB,
HEeobXoANMbIX 4J151 BaLLErO
MpOGECCHNOHaIbHOO PA3BUTUS.

PaspabaTbiBaTb CBOM 6U3HEC-NPOEKT
B CTPOrov nocnepoBaTefibHOCTU

BbI nony4unTe ry6oKoe CTpaTermieckoe BUeHve, KOTOPoe

NMOMOXXET BaM p83p86OTaTb COBCTBEHHbI MPOEKT, NMPUHNMasd BO

BHUMaHWE pasfinyHble HarpaBieHna AEATENTIbHOCTM KOMMNaHWN.

[MoyeMy MeHHO Hawa nporpam? | 13 teCh

CoBepLueHCTBOBaTb CBOU COQT-CKU/I/IbI
W ynpaBfieH4YecKue yMeHus

Mbl NOMOraem Bam NpPUMEHSATb U Pa3BUBATb NMOMYYEHHbIE 3HAHNA
V1 COBEPLLUEHCTBOBATb HaBbIKM MEXIMYHOCTHOIO 06LLEHNS, YTOBbI
CTaTb IMAEPOM, KOTOPbIA MEHSIET MUP K NydLLIEMY.

Ynydimte cBoM KOMMYHUKATUBHbIE U
JIMEPCKNEe HaBbIKW M NPOABUranTeChH
M0 KapbEPHOW NIECTHULIE.

CtaTb YacTblO 3KCKJIIO3UBHOIO coobLLecTBa

Mbl NpeanaraeM BaMm BO3MOXHOCTb CTaTb YaCTbto COOOLLECTBa
SNNTHBIX MEHEXKEPOB, KPYMHbIX KOMMaHWI, N3BECTHbIX
WHCTWUTYTOB ¥ KBaIMMULIMPOBAaHHbIX NpenofaBaTenen 13 camblx
MPECTWKHbIX YHUBEPCUTETOB MMPa: COOOLLECTBA

TECH TexHonorn4yeckoro yHMBepcuTeTa.

Mbi jaem BaM BOBMOXXHOCTb

20% Halumx CTyAEeHTOB paspabaTbiBaroT
CO6CTBEHHYH BU3HEC-MAEND.

Creynann3mpoBaTbCs C KOMaHAOM Npu3HaHHbIX
rpernogaBaTeneii Ha MexayHapoaHoM CLeHe.
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Llenw

B pamKax aTon yHUBEPCUTETCKOW NPOrpaMMbl CTYAEHTbLI MOJyYaT camble
VHHOBALIMOHHbIE 3HAHWNS O B3/IOME ONEPaLMOHHbBIX CUCTEM B 06/1aCTH
HacTynaTenbHol 6e3onacHocTU. Tem cambiM TECH obecneunT cTyaeHTa
Pas3NUYHbIMU OUAAKTUHECKMMM U TEXHUHECKUMU MHCTPYMEHTaMU, KOTOPbIE

NO3BOMAT MNOYYUTb 3AMTHOE 06Pa30BaHMe B cdhepe yCTpaHeH s ysS3BUMOCTEN
¥ NOBbILLIEHWS YPOBHSA 6€30MacHOCTW. TakiMM 06pa3oMm, MO OKOHYaHMM

3TOro YHMBEPCUTETCKOrO Kypca NpoheccnoHan paclumMpuT CBOM 3HaHWS,
CBfI3aHHble C OCHOBaMW HacTynaTe/lbHOM 6€30MacHOCTY, MPK NMOAAEPIKKE
mMeTona Relearning B HEMPEPLIBHOM ¥ ONEePaTUBHOM 0BYYeHMMN.




Lenn |15 tech

[naBHas yesnb TECH - 370 Bbl,

M Mbl rapaHTUpyem Bam ycriex

B pa3BUTUM, €CIIN Bbl MPOVigeTe
rporpamMmy v BOCIOJ/Ib3yeTeCh
BCEM €€ cofepxaHnem”



tecn 16| Lenm

TECH penaet uenu cBoux CTyA€HTOB CBOMMU COOCTBEHHbIMMU

Mbi paboTaeM BMecTe AN OCTUXKEHUSA ITUX Lienent
YHUBEPCUTETCKUIA Kypc B 06/1aCTU HacTynaTeNlbHOW 6€30MacHOCTU HayUnT CTYAEHTOB:

/13y4nTb 1 MOHATH TaKTUKY, TEXHUKY
¥ NpoLieaypbl, UCMOMb3yeMble

3/10YMbILUSIEHHUKAMM, YTO MO3BOANT
BbIABASTb ¥ MOAENMPOBATL Yrpo3b

CoBepLLEHCTBOBATb HaBbIKM OBLLEHMS], XapaKTepHble
[N5 TEXHUYECKON cpefibl, 0bneryas noHMmaHme
Y KOOPAVHALIMIO MEXAY YNIeHaMM KOMaHAbl

HpVIMeHFITb TEOPETNHECKNE 3HAHNA OcBOUTbL METOAbI MOHWUTOPWUHIa N KOHTPOJIA
B MNPaKTNYECKUX CLUEHAPUAX N CUMYNALNAX, MPOEKTOB, BbIABJIATE OTKJIOHEHNA N NPUHMMATb
CTaJIKnBadaCb C peasibHbIMW I'IpO6ﬂeMaMl/I, HeO6XO,D,l/IMbI€ KOPPEKTMPYHOLLNE MEPDbI

YTOObI YKPENUTb HaBbIKW MNeEHTECTa

Hayuntbcs aheKTUBHO pacnpeaensTh pecypchbl

Pa3BUTb KOMMETEHLIMM MO OLIEHKE U YNyHLEeHNIO
B KOMaHe Kl/l6€p6e3OI'IaCHOCTI/I, y4nTbIBasA

KOH(Mrypaumin 6esonacHoct B cuctemax Windows,

WHAVBWAYaNbHblE HaBbIKM 1 O6UBAACH
obecrnednBas peannsaLmo 9hOEKTUBHbIX Mep

MaKC1UMasbHOM NMPON3BOANTESNIBHOCTU B NMPOEKTAX




[NpoaBuraTh STMYECKME U MPaBOBbIE MPaKTUKK NMpU
BbIMNOMHEHWN aTaK M TECTOB Ha cucTeMbl Windows,
YYUTbIBAS STUYECKME MPUHLIMMBI KNGep6e3onacHoOCTH

O3HaKOMWTb CTyAEHTa C OLieHKOV 6e30MacHOCTH
API 1 Be6-CEpPBMCOB, BbISIBIEHNEM
MOTEHLUMASbHBIX YA3BUMOCTEN U YKPEMIEHNEM
6e30MacHOCTM MHTEPMENCOB NPOrpaMMMUPOBaHUS

Cnoco6cTBOBaTb 9MMEKTMBHOMY COTPYAHNYECTBY
C KOMaHAamMK 6e30MacHOCTY, OObEANHSAA CTpaTern
Y yCUAWS MO 3alLmTe CETEBON MHMPACTPYKTYpbI




tecn 18| Lenu

MponaraHanpoBaTh aTUYECKME 1 MPaBOBble
HOPMbI MPU aHaIN3e U UCCeaoBaHUN
BPEAOHOCHbIX MPorpaMM, 06ecrneymBas YeCTHOCTb
Y MOAOTYETHOCTb BO BCEX BUAAX AEATENbHOCTY

MPUMEHATb TEOPETUYECKME 3HAHMS

B CMOJENMPOBAHHbIX CPeaax, y4acTBoBaTh
B MPaKTUYECKUX 3aHATUAX A9 NOHUMaHKS
1 MPOTUBOAENCTBYA BPEAOHOCHBIM aTakam

pro6pecTn TBEPAOE NOHUMaHWE
byHAaMeHTanbHbIX MPUHLMNOB LIMGPOBOA
KpuMuHanucTukin (DFIR) 1 X npyMeHeHNs
ANs paspeLleHns K6ep-MHUMAEHTOB




Lenn |19 tecn

HayLII/ITbCﬂ COCTaBJ/IATb I'IOLI,pOéHbIe OTYETbI,
OOKYMEHTUPYHOLLME pe3yNbTaTbl, MCTMO/Ib30BaHHbIE METOANKN
N peKoOMeHOaL MM, NoTyYeHHbIE B XO4e yquan Red Team

[LIELEOOLLLELOLELEEE000000N JELO0R00OLE L 1N

00000000010000000000000000( B Y0000 30800000
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Pa3BWTb HaBbIKK GOPMY/IMPOBAHNS MPaKTUYECKNX
peKoMeHAaLWMi, HanpaBAeHHbIX Ha yCTpaHeHue
YSI3BMMOCTEN 11 MOBbILLIEHNE YPOBHS 6€30MacHOCTU

)00LL00LE0000LLLEIEO0000000D00C0S000RE
LL0000000LL00LLLI [LEOOOLODOLLRS
*onoooorxlffxo

O3HaKOMUTb CTyAeHTa C NyYLlnMn NpakTnKamMum
COCTaBJ1eHNA OTHETOB AJ14 pyKOBOﬂMTeﬂeﬂ, ajantaunm
TEXHUYECKNX OTHETOB /1A HETEXHUYECKOM ayanTopun
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CTpyKTypa u coaepxaHue

YHUBEPCUTETCKIIA KypC B 061aCTV HacTynaTebHOM 6e30MacHOCTM - 3TO MPOrpaMma,
KOTOpast B OCHOBHOM OpPUEHTMPOBAaHA Ha KOHKPETHbIE aCreKTbl, KacaroLimecs
TEXHOOMMYECKHX 3TanoB M UX BAVSAHWA Ha KnbepbesonacHOCTb. 10 aToi npuynHe
[laHHas NporpamMmMa OprveHTUPOBaHA Ha TEOPETUKO-MPAKTUYECKYO CTPYKTYPY,

B [1OMOJIHEHVE K OTPOMHOMY OMbITY 1 O6LIMPHBIM 3HaHUSM CreLnanicToB
KBanMhULMPOBaHHOIo NpenofjaBaTe/lbCKoro coctaBa B 061acTv 3almnTbl MH(OPMaLN.




CTpykTypa u copepxaHue | 21 tech

[paMOTHO pa3paboTaHHas y4ebHast
nporpaMma v nepBoOKIaCCHbIE
yyebHble maTepuasbl - 3a70r
YCMELIHOV Kapbephb!”



tecn 22|Crpyktypau copepxaHue

YyeO6Hblit NnaH

9TOT YHUBEPCUTETCKMIA KYPC COCTOUT
13 6 Heaenb OHNANH-00yYeHNs,

B xofe kotoporo TECH HanmpasuT
CTYEHTa K KapbepHOMY yCrnexy Yepes
3NMTHOE 06Pa30BaHME C aKLEHTOM

Ha NPEBOCXOACTBO. Takum 06pasom,
CTYOEHT OOCTUMHET SIYYLLIMX NMO3ULINIA
B VT 1 613Hec-cekTope, C XapakTepoM
BCTpeYas BbI30BbI, KOTOPble

bpocaeT paboyast cpeaa. [laHHas
nporpamma nNo3BOIAET NOYyYNTb
MHOMOYUCIIEHHbIE HaBbIKK, CBSA3AHHbIE
¢ npuMeHeHnem OSINT B o6nacTu
HacTynaTeNbHOM 6e30MacHOCTML.

[NoaToMy NpenogaBaTesbCKuii

COCTaB cO3Aa 9KCKNH03UBHbIN
y4€eBHbIA MnaH, CoCTOALMNA 13 1

MOy, C LIeNbHO NMOBbILEHNSA
KBanMbuKaLmMm CTyAEHTOB B OTHOLLIEHMN
ponei n 06g3aHHOCTEN B 061aCTH
HacTynaTeNbHOM 6e30MacHOCTMY,

rAe OHW CMOTYT MPOTMBOCTOATb

BCEM CEPUSM KNbepyrpos.

Kpome Toro, CTyAeHTbl 9TOro
YHWBEPCUTETCKOrO Kypca CMOryT
pasBUTb CrieUndUIECKne KOMMNETEHLMM
Ha rpaHuLLe Mexy aTUYHbIM

W 3/T0HAMEPEHHbIM B3NIOMOM. Taknm
06pasoM, CTYEHTbI OBNafeoT
METOAOMOMMAMM HACTyNaTeIbHOM
6e30MacHOCTY Ha BbICLIEM YPOBHE.

TECH npeaycMaTpuBaeT U3yyeHne

B [JaHHOW nporpaMmMme CaMbliX nocnegHnx

MHHOBALW B KMH6ep6be30onacHOCTY.

o 3TOW NPUYMHE OHa OTNIMYaEeTCA
COBEPLUEHCTBOM 1 yAO6CTBOM,
MOCKONbKY [/151 €6 OCBOEHMSA TpedyeTcs
TONBbKO 3M1EKTPOHHOE YCTPOMCTBO

C AOCTYMOM B VHTEPHET, YTO
NO3BOSAET NEerko NoyYnUTb 4OCTYN

K BUPTYyanbHOW nnaThopme 13 6o
TOYKM MUPa, 24 Yaca B CYTKN.

[aHHbIN YHNBEPCUTETCKMNIA
KypC paccynTaH Ha 6 HefleNb
n coctouT 13 1T Moayns:

Mopynb 1 HacTtynatenbHasi 6e3onacHoOCTb
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Foe, Korga v Kak yuuTtbes?

TECH npennaraeT BO3SMOXHOCTb MPONTK
YHVBEPCUTETCKUIA KypC B 061aCTH
HacTynaTe/bHOW 6e30MacHOCTK

B MOJIHOCTbIO B OHMalH-hopmarTe.

B TeueHune 6 Heflenb cnelmanusaumm
CTYAEHTbI CMOTYT B 1060 Bpems
MONYyYUTb JOCTYM KO BCEMY COAEPXKAHWIO
3TOW NpOrpamMmbl, YTO NO3BONUT

MM CaMOCTOSITENIBHO YMPaBATb CBOVM
y4e6HbIM MPOLIECCOM.

YHuKabHbIN, KITFOYEBOU
W PeLLIarOLLIMY OMbIT 06YYEHMS
J1/151 [OBbILLIEHMS BaALLIErO

rpogpeccrnoHasibHOro pocTa.
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Mopaynb 1. HactynatensHas 6e30MacHOCTb

1.1. OnpepeneHve N KOHTEKCT 1.2. OcHOBbI Kn6ep6e3onacHoOCTU 1.3.  OcHoOBbI HacTynaTesibHOW 1.4. MeToanKu HacTynaTeslbHOM
1.1.7. ®yHAameHTasbHble KOHLEMNLMM 1.2.1. PaHHMe BbI30BbI 6e30MacHoOCTH 6e30MacHoCTH
HacTynaTenbHoO 6e30MacHOCTH 1 9BOJTFOLMOHNPYLOLLME YrPO3bI 1.3.1.  KntoyeBble MOHATHA 1 TEPMUHOMOMMA 1.4.1. PTES (Penetration Testing
1.1.2. BaxHOCTb KMbep6e30nacHOCTM CerofHs 1.2.2. TexHOMOrn4ecKme atanbl 1 nx 1.3.2. [lymaiite HecTaHAapTHO Execution Standard)
1.1.3. Bbl30BbI 1 BO3MOXHOCTY B 061aCTU B/IMSIHVE Ha KNGep6e30nacHoCTb 1.3.3.  Pasnuuns Mexay HacTynatenbHbIM 1.4.2. OWASP (Open Web Application
HacTynaTenbHoON 6e30macHoCTy 1.2.3. KubepbesonacHOCTb B COBPEMEHHYHO SMOXY 1 O60POHUTESNBHBIM XaKIHIOM Security Project)
1.4.3. Cyber Security Kill Chain
1.5. Ponu n 0643aHHOCTM 1.6. ApceHan HacTynatowiero ayautopa 1.7. OSINT: MUHdopmaums 1.8. CkpuntuHr: BeepgeHune
B HaCTyI'IaTeJ'IbHOVI 6e30MacHOCTM 1.6.1. OnepauMoHHble CUCTEMbI AN XaKMHra B OTKPbITbIX NICTOYHUKOB B aBTOMaTtusauunto
1.5.1.  OCHOBHbIe NpohunM 1.6.2. Bseperune B C2 1.7.1. OcHoBbl OSINT 1.8.1. OcHOBbI HanMcaHms CKpUITOB
1.5.2. Bug Bounty Hunters 1.6.3. Metasploit OCHOBbI ¥ MPUMeHEHWE 1.7.2. TEXHUKN U MHCTPyMeHTbI OSINT 1.8.2. CospaHue ckpuTos Ha Bash
1.5.3. Researching: VIckycCTBO UCCneAoBaHNs 1.6.4. TlonesHble TeXHONMOrM4eCKme pecypebl 1.7.3. TlpumeHere OSINT B HacTynaTenbHoM 1.8.3. Cospanue ckpunos Ha Python
6e30macHoCTu
1.9. Knaccudukauus yasBumMocTen 1.10. 3TuKa v XakKuHr
1.9.1. CVE (Common Vulnerabilities and Exposure). 1.10.7. TIpUHLMMbI XaKepCKOM aTUKN
1.9.2. CWE (Common Weakness Enumeration) 1.10.2. TpaHuLia MeXAaY STMYHbBIM XaKUHIOM
1.9.3. CAPEC (Common Attack Pattern 1 3/10HaMEPEHHbIM B3/IOMOM
Enumeration and Classification) 1.10.3. NpaBoBble NOCNeACTBUS U OTBETCTBEHHOCTb
1.9.4. CVSS (Common Vulnerability Scoring System)  1.10.4. Keiic-cTaaum: 3TM4eckmne cutyaumm
1.9.5. MITREATT & CK B K16ep6e30macHoCTH
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‘ ‘ Ha aTOM YHUBEPCUTETCKOM Kypce

Bbl CTAHETe 4acTbO 60PbObI

C npobsieMamm v 3BOJTHOLMEN
Yrpo3, KOTOpble HECET B cebe
HacTynaTesibHasl 6e30MacHOCTb"




06
MeToguka obyyeHus

TECH — nepBblit B MVpe YHUBEPCUTET, 0O bEANHUBLLNIA MeTOf, Kelic-cTagu C Relearning,
cuctemoin 100% oHnalH-06y4eHns, OCHOBaHHOW Ha HanpaBeHHOM MOBTOPEHMN.

9Ta MHHOBaLWOHHaA Nefjaroruyeckasn cTpaTterms 6bina paspaboTaHa s
TOro, YTOBbI NPEANOXKMTb MPOhEeCcCMoHanamMm BO3MOXHOCTb OGHOB/ATb
CBOW 3HAHWA 1 pasBKBaTb HaBbIKWN MHTEHCUBHBIM 1 9D OEKTUBHbBIM
cnocoboM. Mofenb obydeHust, KoTopas CTaBUT CTy[eHTa B LieHTP y4ebHOoro
npoLiecca 1 0TBOAUT eMy BeAyLLyO POfb, aflanTupysiChb K ero NoTpebHOCTAM
¥ OCTaBnss B CTOPOHe 605ee TPaULIMOHHbIE METOLONOM N,




MeToauka obyyenus | 27 tec’;

TECH noarotoBuT Bac K peLueHmno HOBbIX
3a/]a4 B yCII0BUAX HEONPEAETEHHOCTM U
JIOCTUXKEHMIO YCriexa B Kapbepe”
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CTygeHT — npuopuTeT Bcex nporpamm TECH

B MmeToanke 06yyeHna TECH cTyaeHT aBnseTca abContoTHbIM AENCTBYIOLWMM SIULIOM.
MNeparornyeckine MHCTPYMEHTbI KaxkAoM NporpamMmMbl 6b1/11 Nog06paHbl C y4eToM
TpeboBaHWiA K BpEMEHM, AOCTYMHOCTM U akaieMUYeCcKoi CTPOroCTH, KOTopble
NpeabABAAOT COBPEMEHHbIE CTYEHTbI U Hanboiee KOHKYPEHTOCNOCO6HbIe paboyne
MeCTa Ha pblIHKe.

B acvHxpoHHoI o6pa3oBatenibHoi Mogeny TECH cTyaeHTbl caMu BbIGUpatoT Bpems,
KOTOpPOE OHW BbIAENAOT Ha 0BYYeHMe, Kak OHK peLLaT BbICTPOUTb CBOW pacnopsaaoK
[IHS, 1 BCe 3TO — C yA06CTBOM Ha t060M 31EKTPOHHOM YCTPOCTBE, KOTOPOE OHM
npeanoynTaroT. CTyeHTaM He HY>XHO MocellaTb OYHbIe 3aHATUS, Ha KOTOPbIX OHW
3a4acTyto He MOryT NPUCYTCTBOBATb. Y4ebHble 3aHATUS OyayT NPOXOANTb B YA0OHOE
[N HUX BpeMsi. Bbl BCerzja MOXeTe pellnTb, Koraa v rae yuYnuTses.

B TECH y Bac HE 6ynet 3aHSATWI B
peasibHOM BPEMEHM, Ha KOTOPbIX Bbl
3a4aCTyrO HE MOXXETe MpUCyTCTBOBATL"
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Camble 06LINPHbIe yYebHble NaHbl Ha MEXAYHAPOAHOM YPOBHE

TECH xapakTepuayeTca Tem, YTo NpeiaraeT Hanbonee o6LLIMPHbIE akaJeMmnyeckme
MnaHbl B YHUBEPCUTETCKON cpefe. 9Ta KOMMNEKCHOCTb JOCTUraeTcs 3a CUET
CO3[aHns y4ebHbIX NIaHoB, KOTOPbIe OXBATbIBAKOT HEe TOIbKO OCHOBHbIE 3HaHMS, HO
¥ caMble NOCNedHNE MHHOBALMN B KaXK40o 061acTu.

Bnarogapsi NOCTOSIHHOMY OOHOBAEHWIO 3TW NPOrPaMMbl MO3BONSAKOT CTYAEHTaM ObITb
B KYpCe M3MEHEHWIA Ha PbIHKE 1 MPYOBpeTaTb HaBbIKK, Hanbonee BOCTPeOOBaHHbIE
paboTtoaaTensamu. TaknmM 06pasoMm, Te, KTO NPOXoanT obyderune B TECH, nonyyatoT
KOMMAEKCHYHO MOArOTOBKY, KOTOPas aeT UM 3HaUMTENIbHOE KOHKYPEHTHOE
NPEeNMYLLECTBO AN NPOABWKEHNS MO KapbepHOW NECTHHULIE.

Bonee Toro, CTyAeHTbI MOMYT Y4UTbCS C NO60ro YyCTPOMCTBA: KOMMAbHOTEPA, NiaHLLIeTa
nnm cMapTthoHa.

Mogene TECH siBiieTCs aCMHXPOHHOW,
MO3TOMY Bbl MOXETE 13y4aTb
maTepuasl Ha CBOEM KOMIbIOTEPE,
MaHLLIEeTe Ui CMapTpOHE B JTFOO60M
MeCTe, B J1H060€e BPEMS 1 B Y[0O6HOM
/714 Bac temrne”
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Case studies unn meTop, Kencos

MeTop KelcoB siBNsieTcs Hanbosee pacnpoCTpaHEHHOM CUCTEMOI OBYYEHNA B NTyYLLINX
6U3HeC-LIKoNax M1pa. PaspaboTtaHHblii B 1912 rogy Anst Toro, YTobbl CTYAEHTbI
tOPUANYECKMX (aKybTETOB He MPOCTO M3y4Yan 3aKOHbI Ha OCHOBE TEOPETUYECKMX
MaTeprasnoB, OH TakXKe MeN Lenb NPeACTaBUTb UM peasibHble CIIOXHbIE CUTYaLUMK.
TakvM 06pasoM, OHI MO MPUHUMAaTb B3BELLEHHbIE PELLIEHNS 1 BbIHOCKTb
060CHOBaHHbIE CYXAEHNS O TOM, Kak 1x pa3pelunTb. B 1924 rofny oH 6bl/ yCTaHOBIEH
B Ka4yeCTBe CTaHJapTHOro MeToda 0byyeHnsa B [apBapCKOM YHVBEPCUTETE.

[Npw Tako Mofenn obyyeHnsa CTyaeHT caM (hOPMUPYET CBOKD NPOMECCHOHaNbHYO
KOMMETEHLMIO C MOMOLLIbHO TaKMX CTpaTeruii, kak obyyeHue gevictamem (learning by
doing) unu gu3aariH-mbitineHuve (design thinking), NCNOAb3yeMbIX TaKMMU N3BECTHBIMM
y4e6HbIMM 3aBeAeHUAMM, Kak Venb unu CTaHGOPA.

3TOT METOfl, OPUEHTUPOBAHHDIN Ha AENCTBUSA, BYAET NPUMEHATHCA Ha MPOTSXKEHMN
BCEro akajeMmn4ecKkoro Kypca, KoTopblii CTyaeHT npoxoamnT B TECH. Takum o6pasom,
OHW ByOyT CTAIKMBATLCHA C MHOXECTBOM PeasibHbIX CUTYaumi 1 OOMKHbI 6y ayT
NHTErpnMpoBaTb 3HaHWA, MPOBOAUTL UCC/IeA0BaHWA, apryMeHTUPOBATL 1 3almLLaTb
CBOV Uew v pellenna. Bee aTo fenaetca Ans Toro, YTobbl OTBETUTL Ha BOMPOC, Kak
Obl OHW MOCTYMWW, CTONKHYBLLUNCH C KOHKPETHBIMU CIOXHBIMU COObITUSIMI B CBOEA

noBceJHeBHON paboTe.




MeTtop, Relearning

B TECH meTos kericoB AOMOMHAETCA SIyYLUMM METOLOM OHJIaNH-
06yueHna — Relearning.

9TOT MeTo[, OTIMYaeTes OT TPAAMLMOHHbBIX METOANK 0BYyYeHus,
CTaBsi CTyA€EHTa B LIeHTP 06yYeHUst U NPeOCTaBNsAa emy fydllee
cofiepXkaHue B pa3nnyHbix hopmatax. Takum 06pasom, CTyeHT
MOXET NepecMaTpunBaTh v NMOBTOPSATH KIKOUEBbIE KOHLENLMY
KaXKJ0ro NpeAMeTa 1 y4nuTbCa NPUMEHSTb X B peasibHOM cpefe.

Kpome Toro, cornacHO MHOTOUYMUCIIEHHBIM Hay4YHbIM
nccnenoBaHnsaM, MOBTOPEHWE ABASIETCS NYYLLUM CMOCO60M
yCBOEHWA 3HaHuI. [TosToMy B TECH Kaxkjoe KNro4eBoe NoHATUE
noBTopseTcs oT 8 10 16 pa3 B pamMKax O4HOro 3aHATUS,
npeAcTaBeHHOro B pasHblx popmaTax, YTobbl rapaHTMpoBaThb
NOMHOE 3aKpeneHne 3HaHW B NpoLiecce 0byYeHus.

MeTton Relearning no3BomT Tebe y4YnTbCs
C MEHBLLNMM YCUIINAMM 1 6OJIbLLIEN

3 PEKTUBHOCTBIO, I/1y6XKe BOBJIEKASICb B CBOKD

crieynanansaynto, pasBnBasd KpUTNHECKOE
MbILLTIEHNE, YMEHNE apPTr'yMEeHTNPOBAaTb 1

COloCTaBJiIATb MHEHNSA — I'IDHMOVUI [1yTb K yCriexy.

MeToamka obyuennsa |31 tecn

learning
from an
expert
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BuptyanbHbii kKamnyc Ha 100% B oHnanH-popmare
C NyywnmMu y4ebHbIMKU pecypcamu

[1na adhekTVBHOro NpuMeHeHns ceoein metoamkn TECH npepoctaBngeT
CTyfeHTaM y4ebHble MaTepvanbl B pa3nyHbix opmaTax: TeKCTbI,
NHTEPaKTUBHbIE BUAEO, MNMKOCTPALMN, KapTbl 3HAHWI 1 Ap. Bce oHW paspaboTaHbl
KBanMbUUMPOBaHHbIMM NpenofaBaTeNaMu, KOTOPble B CBOE paboTe yaenatoT
0C060€ BHMMaHWE CoYeTaHNIO peasibHbIX Cy4aen ¢ PELLEHNEM CMOXKHbIX
CUTYalUMi C MOMOLLBH CUMYNALMM, U3YHEHUIO KOHTEKCTOB, MPUMEHNMbIX K KaX oW
npodeccrnoHanbHoit chepe, M 06y4eHNO Ha OCHOBE NMOBTOPEHWA, C MOMOLLIbHO
ayamo, npeseHTauunii, aHuMaumnm, n3obpaxkeHnii v T.4.

MocneaHWe Hay4YHble AaHHble B 06ACTU HEMpPOHayK yKa3blBatoT Ha BaXKHOCTb
yyeTa MecTa 1 KOHTEKCTa, B KOTOPOM MPOUCXOAUT AOCTYN K Matepuanam, nepej
HayanoM HOBOro Mpouecca 06ydeHnst. BO3MOXHOCTb MHAMBUAYaNbHOM HAaCTPONKM
3TUX MapaMeTPOB NOMOraeT MOAAM fyylle 3anOMUHATb U COXPaHATb 3HaHUA B
rMnnokamne Ans A0NrOCPOYHOrO XpaHeHus. Peub naeT o Moaenu, HasblBaeMow
HEeNPOKOrHUTUBHbBIM KOHTEKCTHO-3aBUCHUMbIM 31EKTPOHHbIM 06YYeHeM, KoTopas
CO3HaTENbHO MPUMEHHAETCA B JaHHOM YHUBEPCUTETCKON NPOrpaMme.

Kpome Toro, Anst MakcrmMasnbHOro CoeiCTBMA B3aUMOOENCTBUIO MeX Y
HaCTaBHWKOM W1 CTYAEHTOM NPeAoCTaBAAETCS LUMPOKMIA CNEKTP BO3MOXHOCTEN
[N 06LLEHNS KaK B peanibHOM BPEMEHM, TaK 1 B OT/IOXKEHHOM (BHYTPEHHSAS
cucTeMa o6MeHa CoobLLeHVAMK, DOpyMbl 4151 O6CYXKAEHNIA, CNy>K6a TenedOoHHOMN
NOAAEPXKKM, SNEKTPOHHAA NoYTa AN CBA3N C TEXHUYECKNUM OTAENOM, YaT 1
BUAEOKOHMEpEHLMM).

STOT NOSIHOLEHHbIN BUPTyanbHbI KaMnyc Takxe No3BonT CTyAeHTaMm

TECH opraHunsoBbiBaTb CBOE y4ebHOE pacnmcaHmne B COOTBETCTBUM C JIMYHOMN
[OCTYMHOCTbLIO MM paboYnMm 0693aTeNbCTBaMU. TakM 06pa3oM, CTYAEHTbI
CMOTYT MOJIHOCTBH KOHTPOIMPOBATb akafleMUyecKme MaTepuanbl 1 y4ebHble
WHCTPYMEHTbI, HEO6X0AMMbIE 15 6bICTPOro NPOMECCUOHaNBHOIO Pa3BUTUS.

OHaviH-pexxmum 0by4YeHns Ha
3TOM Mporpamme rno3BonNT
Bam OpraH1M30BaThb CBOE BPEMS
Y TeMn 0byYeHus, afanTpoBaB
ero K CBoemy pacrvcaHmro”

9 dekTMBHOCTL MeTOAA 060CHOBbLIBAETCH YETbIPpbMS

KNno4YyeBbiIMU AOCTUNXEHUAMMU:

1. CTyLeHTbl, KOTOpbIe CIeAyHoT 3TOMYy METOAY, He TOJIbKO fo6MBatoTCSA
YCBOEHMWSA 3HaHWUM, HO 1 pa3BMBalOT CBOM YMCTBEHHbIE CMOCOBHOCTH C
NOMOLLbIO YNPaXHEHUI MO OLeHKEe peanbHbIX CUTYaL M U MPUMEHEHMIO
CBOMX 3HAHUN.

2. 06ydeHue NPOYHO onupaeTcs Ha NpakTUYecKne HaBbIKK, YTO NO3BONAET
CTYZAEHTY Nyyllie MHTErpupoBaTbCA B peasbHbIi MUP.

3. YcBOeHwWe naen v KOHLUEMLMIA CTaHOBUTCS MNpoLue n ahhekTuBHee
6narogaps UCMnosib30BaHMIO CUTYaLMI, BOSHUKLLMX B PeasibHOCTHU.

4. OwyuieHne adOEKTUBHOCTM 3aTPaYEHHbIX YCUNIA CTAHOBUTCHA OYEHb
BaXXHbIM CTUMY/IOM A/l CTYAEHTOB, YTO MPUBOAUT K MOBbILLEHNIO MHTEPECA
K yyebe 1 yBeIMYeHNo BPEMEHM, MOCBSILLLEHHOMY Ha paboTy Hazg KypCOM.
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MeToaunka YHUBEPCUTETA, MNMoJiydymBLlad CaMyro BbICOKYHO
OLEHKY Cpean CBOUX CTYOEHTOB

PesynbTathl 3TON MHHOBALMOHHOW akaleMU4eCKOon MOAeN
MOATBEPXKAAIOTCS BbICOKMMM YPOBHAMM OBLLEN YAOBNETBOPEHHOCTY
BbIMYCKHMKOB TECH.

CTyAeHTbl OLleHNBAOT Ka4yeCcTBO NpenofaBaHus, KayeCcTBO
MaTepuanoB, CTPYKTYPY M Lienn Kypca Ha OT/IMYHO. HeyamBuTenbHO,
4TO y4ebHOe 3aBefieHNe CTano Ny4YLUM YHUBEPCUTETOM MO OLIEHKE
CTyAeHTOB Ha nnaTdopmMe 0T3biBOB Trustpilot, nonyuns 4,9 6anna ua 5.

bnarogaps tomy, yto TECH nget B Hory ¢
nepeoBbIMU TEXHOSIOMMAMM 1 NeAarornkou,
Bbl MOXETE MOJYYUTb [JOCTYM K y4eOHbIM
matepuasnam ¢ J1Kob0oro yCTponcTBa ¢
NOAKIOYEHNEM K VIHTEpHETY (KOMMbHOTEPa,
naaHLIeTa W cMapTpOoHa).

Bbi cMoXKeTe yunTbCs, MOb3ysCh
npeumyLLiecTBaMu JOCTyrna K CUMY/IMPOBaHHbBIM
06pasoBaTesibHbIM CpefjaM 1 MOAEN 06y YeHus]
yepes HabJItoAeHNE, TO ECTb YYUTHCS Y aKcrepTa

(learning from an expert).
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Takum 06pa3om, B aTol nporpamme 6yayT AOCTYNHbI JlyyLune yyebHble MaTepuabl,
MOAroToBJIeHHbIe C 60/bLLOM TLLAaTeIbHOCTbHO:

Yye6Hble MaTepuanbl

>

Bce avpakTuyueckne MaTepuanbl CO34atoTes NpenofaBaTensiMmu cnelmnanbHo

[N CTYAEHTOB 3TOr0 Kypca, YToObl OHW 6bIN AEACTBUTENBHO YETKO
chopMyNMPOBaHHbIMM 1 NONE3HBIMM.

3aTeM 9T1 MaTepuarsbl MEPEHOCATCS B ayMOBM3YyasbHblii hopmaT, Ha OCHOBE
KOTOPOro CTPOWTCS Hall Cnocob paboTbl B MHTEPHETE, C UCTONb30BaHNEM HOBEMLLIVX
TEXHOMOM NI, MO3BONALLMX HaM NPeanoXnTb BaM OT/IMYHOE Ka4eCTBO Kayaoro 13
VICTOYHMKOB, NPEOCTaBEHHbBIX K BalLWUM YCyram.

I'IpaKTuKa HaBbIKOB U KOMﬂeTEHLWIﬁ

CTyﬂeHTbI 6yﬂ,yT OCYLWEeCTBNATb AEATE/IbHOCTb MO Pa3BUTUHO KOHKPETHbIX
KOMMETEHLINN 1 HABbIKOB B KaX oW I'Ipeﬂ,MeTHOIZ o6nacTu. HpaKTVIKa N AMHaMKnKa
r|p|/lo6peTeva N PasBNTNA HaBbIKOB U CNOCOBHOCTEN, HeO6XO)J.l/IMbIX crneynanuncTty B
pamMKax FJ'IO68]'II/I38L|,VII/I, B KOTOpOl7I Mbl XXUNBEM.

MHTepaKTUBHbIE KOHCNEKTbI

Mbl NpeAcTaBAgeM codepyaHmne B NpUBIeKaTeNbHOM 1 AMHAMUYHOK dhopme ang
BOCMPOM3BEAEHNS Ha My/IbTUMEANAHBIX YCTPONCTBAX, KOTOPble BKIOYAKOT ayawo,
BMIEO, N306parkeHns, AvarpamMmMbl 1 KOHLENTyanbHble KapTbl A9 3aKpenieHuns
3HaHWNA.

STa aKCKto3MBHaA 06pasoBaTenbHas cucTeMa A5 Npe3eHTaumn MynbTUMeANAHOIO
conepykaHuns 6bina HarpaxaeHa Microsoft kak “Kelic ycnexa B EBpone”.

OononHutenbpHasa nuTepartypa

Hallel BUPTyanbHOM GMGNMOTEKE Bbl MOMY4MTE JOCTYMN KO BCEMY, YTO HEOGXOAMMO AN

\L MocneaHune ctaTbK, KOHCEHCYCHblE IOKYMEHTbI, MEXAYHapOAHblE PEKOMEHOALMNMN. .. B
MPOXOXAEeHNA o6yqu|/m.
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Keiic-cTagu

CTyneHTbl 3aBepLLaT BbIGOPKY NyYLLINX Kevic-CTam Mo NPeaMETY.
Kelicbl npefcTaBeHbl, TpoaHanvanpoBaHbl 1 NPENofatoTCs BedyLLMMM
crneuvanicTaMm Ha MexayHapoaHOW apeHe.

TGCTMpOBaHMe U NOBTOPHOE TeCTUupoBaHue

Mbl MEPUOANYECKM OLIEHMBAEM U MEPEOLIEHNBAEM BaLLM 3HAHNS HA NMPOTHAXKEHNUM
BCeW nporpamMmbl. Mbl fienaem ato Ha 3 13 4 ypoBHeW nupamuisbl Munnepa.

MacTtep-knaccbl —

CyLLECTBYIOT Hay4Hble laHHble O N0fb3e AKCNEPTHOro HabtoAeHUs TpeTbei
CTOPOHbI.

Tak HasbIBaeMblii MeTof 06yyeHust y akcniepTa (learning from an expert)
YKpPEnmsieT 3HaH!sa 1 NamMsaTh, a Takxke hopMYpYeT YBEPEHHOCTb B BaLLIMX
6YYLLMX CNOXHBIX PeLUEHNSIX.

KpaTkue cnpaBoyHble PyKOBOACTBA

TECH npeanaraeT Hanbonee akTyafibHble MaTepuasbl Kypca B BUe KapTodeK 1w -
KpaTKMX CMPaBOYHbIX PYKOBOACTB. ITO CXKATbI, MPAKTUYHbIN 1 3dEKTVBHBbI .
CNocob MOMOYb CTYAEHTY NMPOABUIaTbCS B 06YYEHNN.

LK)
K\
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[Mpo¢punb HaLINX yyaLluxcs

YHWUBEPCUTETCKIIA KYPC NpeAHa3HaueH /15 BbiMyCKHUKOB YHUBEPCUTETOB
1 OUNNIOMUPOBAHHbIX CreLManmcToB, paHee OKOHYMBLLIMX NOGYIO 13 creumanbHOCTe
B 06/1aCTW coLMasnbHbIX, FOPUANYECKMX, aAMUHNCTPATUBHbIX 1 9KOHOMUYECKMX HaYK.

PaSHOO6p83V|e YHaCTHMKOB C pa3HbIMN akKaAeMNHECKNMN I'IDOCDI/U'IFIMVI N N3 Pa3HblIX
CTpaH COCTaB/IAET Me)K,El.l/ICLI,I/II'lﬂI/IHaprIIZ noaxopn aToun nporpaMmbl.

CneunanucTbl C BbICLUMM 06pasoBaHMeM B 0601 061acTu 1 ABYXIETHUM OMbITOM
paboTbl B M0G0 Cchepe peknambl TakyKe MOryT NMpPonTH YHUBEPCUTETCKIIA KypC.



Mpodunb Hawwmx yvawmxes | 37 tech

Ecnny Bac ecTb OrbIT paboThbl B 06/71aCTU
HacTyrnaTe/ibHOVi 6€30MacHOCTH, 1 Bbl
uieTe BO3MOXHOCTb MHTEHCUMBHOIO
KapbepPHOIro PocCTa, NpoAo/Kasi Npu aTOM
paboTath, TO aTa rporpamma AJisi Bac"




tech 38|Mpodunb Halwmx yuaLmxcs

CpepgHui Bo3pacT

O6yueHue

B BospacTe ot 35 no 45 net

oAbl NpakTUKK

Bonee 15 net 17%

5net 14%

OT 50010 netr 33%

OT10 no 15 net 36%

9KOHOMMKa 6usHeca 31%
NH>xeHepHoe geno 39%
06uwecTBeHHble Haykn 17%

Opyroe 13%

Akagemuyeckuit npodpunb

[MpomMbiwneHHocTb 37%
Yenyrn 17%
MpepnpuHumaTenu 24%
TpaHcropT 8%

Opyroe 12%



Mpodunnb Hawwmx yyawmxes | 39 tech

Feorpaduyeckoe pacnpegeneHume

CLUA 11%
McnaHna 36%
Mekcuka 19%

Konym6usa 10%

CebacTbsiH [oHCanec

WH)xeHep no knbepbesonacHoOCTU

B aTom criyyae paboTa OCyLLeCTB/ISETCS 13-3a OTCYTCTBUS JIEFKOCTH, M Bbl ULLIETE
BO3MOXHOCTb M MIHTEHCUBHbI KapbePHbI POCT, MPOAOIXKAROLMICS YTOBb! 3TO
paboTasio, aTo nporpamMma 415
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PyKoBoACTBO Kypca

TECH npeanaraeT camblil BbICOKMIA ypOBEHb 06pa30BaHus, YTOObI cneumuanmcT

MOT YCMNELLHO NPONTM akafeMUYecKyto nporpammy 6narofaps AMaakTU4ecKnm
NHCTPYMEHTaM, KOTOpble NPefoCTaBASET CTyAeHTaM TOMbKO 3TOT YHVMBEPCUTETCKNI
Kypc. Taknm 06pa3oM, NpodeccroHan Noay4YnT HeorpaHdYeHHbIi AOCTYN K y4eBHOA
nporpamme, paspaboTaHHOIM NpenogaBaTebCKMM COCTaBOM, CreLUmannampyroLIMMcs
Ha Kn6ep6e30nacHOCTU. VX 06LIMPHbINA OMbIT B 9TOM 061aCTW M MPOYHbIE OCHOBbI

B 061acT1 paspaboTKy NPOrpaMMHOro ob6ecnedeHunst, TEXHONOM M MHMOPMAaLIMOHHOMO
obLecTBa U SmartDefense NO3BONAT CTYAEHTY CNPaBUTbCS C NpobaemMamu,
BO3HMKaIOLLMMM B XoAe 06y4eHMs Mo NporpaMmme.

L

_ 1
| p
|‘ 1 a




PykoBoacTBo kypca | 41 tech

B TECH pa6oTtaet
BbICOKOKBA/IMPULMPOBaHHas! KOMaHa
rperofaBaTesien, Crieymnan3npyroLLMXCS
Ha TeCTUPOBaHMM BEG-TIPUIIOXKEHNI

Ha NMPOHWKHOBEHME, KOTOPYHO Bbl HavijeTe
TOJIbKO Ha 9TOM YHUBEDPCUTETCKOM Kypce'



tecn 42|PykosoacTso kypca

PykoBoacTBO

I-H T'omec MNuHTago, Kapnoc

+ PykoBoauTenb rpymmbl KM6ep6e30nacHOCTM U KpacHbIx koMaHa B Grupo Oesia
+ PyKoBOAMTENb, COBETHMK M MHBECTOP B KOMMaHun Wesson App

+ CTeneHb 6akanaspa B 061acTV MPOrpaMMUPOBAHNS 1 TEXHOMOM M MHHOPMALIMOHHOTO
obLecTBa B [onMTEXHNYECKOM YHMBEPCHTETE Maapuaa

+ COTpyOHWYaET C y4eBHbIMM 3aBEAEHNAMM AN MOATOTOBKM LIMKIOB 0BYYeHNS]
BbICLLIEr0 YPOBHS B 0611aCTW Kbepbe3onacHOCTH

lNpenopgaBaTtenu

I-H ToHcanec Mappunbs, K06a
+ KoopayHaTop MpOeKTOB MO HacTynaTeNbHOM NHIK 6e30MacHOCTM U KpaCHOW KOMaHAb!.
+ Cneunanuct no npeaukT1BHOMY ynpasreHuio npoekTamu B Project Management Institute
« Cneuvanuct no SmartDefense

+ OKCMepT N0 TECTMPOBAHIUIO BEG-TIPUIOXEHMIE Ha MPeAMET NPOHNKHOBEHMS
B eLearnSecurity

* MnagLumv TeCTMPOBLUMK Ha MPOHUKHOBEHME B el.earnSecurity

+ CTeneHb 6akanaBpa B 0611aCTV KOMMbKOTEPHOM MHXEHEPUN B [ONUTEXHNYECKOM
yHVBepcuteTe Magpuaa.
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BnunaHne Ha Kapbepy

[laHHas yHMBepcuTeTCKasn nporpaMma 6bina paspadoTaHa C Liefbko NpeaocTaBuTb
CTYyAEHTaM HEOOXOAVMbIE 3HaHUA O PEKTAMHOM CEKTOPE, YTO NMO3BONT

MM CnpaBnUTbCA C MHOITOYUCNIEHHBIMM I'IpO6)'Iel\/IaMl/I, BO3HMKAOLWMMUN Ha PbIHKE Tpyada.

TECH HanpaBnsieT CBOW YCUINA Ha NpeaocTaB/ieHne 06pasoBaHisa BbICOYaLLEero
YPOBHSI, OPUEHTUPYSC Ha MPEBOCXOACTBO B KAy A0 13 CBOMX aKaAeMUYeCcKmx
nporpamMm. MoaTomy crneuyanncTamM rapaHTMpOBaH BbICOKMIA YPOBEHb NpenofaBaHmns
HaBbIKOB, CBSI3aHHbIX C paspaboTKO OTKPbITOro Koaa.

I g



BnusHwve Ha kapbepy |45 tech
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tech 46 | BnuaHue Ha Kapbepy

TECH nipegocTaBssiet
CTYEHTY MOJHYHO
nporpamMmy ¢ cambiMu
WHHOBALMOHHbIMU
UHCTPYMEHTaMu B 0671aCTH
HacTyrnaTesibHou
6e30M1acHOCTH.

[oTOBbI /1M Bbl peLUNTbLCA Ha NepeMeHbl?
Bac xxpeT oTnnyHbIN npodeccuoHanbHbIi pocT

YHUBEPCUTETCKMIA KyPC B 061aCTV HAacTynaTenbHon 6e3onacHocTumn B TECH —
3TO MHTEHCVIBHAsA NporpaMma, KoTopasi TOArOTOBUT BaC K PELLEHNIO MPOBeM
B Knoepmupe. [MaBHasa Uueb — cnoco6cTBOBaTL BalleMy IMYHOCTHOMY

1 NpodeccnoHansHoMy pocTy. Mbl mTOMOraemM Bam A06UTbLCS ycrexa.

Ecnv Bbl XOTUTE YCOBEPLUEHCTBOBATLCS, A0OUTLCS MONOXUTENbHbIX U3MEHEHNI
Ha NpoheccnoHanbHOM YPOBHE M MOOBLLATHCA C SyYLMMK, 3TO MECTO /151 Bac.

Bpemsa nepemeH

TECH pacnionaraet
MYJIbTUMEANNHBIMMU
pecypcamm, KoTopble
obecrieyat Bam
60/IbLLYHO AMHAMUKY 11PpU
OCBOEHWUW MPOrpaMmal.

B TeueHwne nepBoro roga

13% > 64%

Bo Bpemsi mporpamMmbl

YT0o nsmeHurtcs

CnycTa fBa roga

23%

MpoaswxeHne BHYTpY KoMnaHuu 46%
CmeHa komnaHuu 44%

MpegnpuHumaTenscteo 10%




MoBbiweHne 3apaboTHON NnaTbl

BnusiHue Ha Kapbepy | 47 tECh

I'Ipoxo>+<p,eHV|e 3TOMN nporpamMmbl O3Ha4aeT Asid HalWnX CTyaeHTOB NoBbILWLEeHNe
3apaboTHoW nnaTbl 6osiee yem Ha 25,55%

MNpeppblaywas 3apaboTHas nnaTa MoBbilleHWe 3apaboTHON NNaThbl

LY AP~ 2555%

Mocnegytowan 3apaboTHas nnarta

74 500 €
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[lpenmyuiecTBa gns
Ballen KoMMNaHuu

3Ta nporpamMma CrocobCTBYET PACKPBITUIO MaKCUMasbHOIO NoTeHLMana TanaHTos
opraHusaLmmn 6naroaapsa 06y4eHno PyKOBOAUTENEN BbICOKOrO YPOBHSI.

Kpovv|e TOrO, MPOXoXXAeHne aTOoM yHl/IBepCVITeTCKOVI nporpaMmbl — YHWKaJlbHadA
BO3MOXXHOCTb MONy4YnTb AOCTYM K MOLLIHOM CETU KOHTaKTOB, B KOTOpOVI MOXHO HanTu
6y£l,yLLl,l/|X I'IpOCbECCVIOHa)'IbeIX NapTHEPOB, KITMEHTOB MJT MOCTaBLLUMKOB.



[NpenmyllecTBa ANa Balleid KoMnaHuu | 49 tech

B umppoByro aroxy pykoBOANTENIN [JOIKHbI
WHTErpmpoBaTh HOBbIE MPOLIECCHI 1 CTpaTerny,
KOTOPbIE MPUBOAAT K 3HaYNTENIbHbIM
N3MEHEHNSIM W OPraHmn3aLmoHHOMY
pPasBUTUO. ITO BO3MOXXHO TOJIbKO Ipu
YCII0BUN YHUBEPCUTETCKOIO 06YYeHUSs]

M MOBbILLIEHMS KBa/IpuKaLmm'




teCh 50 | MpenmyuiecTsa aAnsa Bawen KOMNaHUu

PasButue n yAepXaHue TanaHToB B KOMMaHUAX — Jiyyllas
AgosirocpoyHasa nHBeCtTuuuA.

POCT TanaHTOB M UHTENNEKTYaNIbHOro Co3paHue areHToB U3MEeHEHMA

KanuTana Bbl CMOXXeTe MpUHUMaTL PELLEHWA B MEPUOAbI
MpoteccnoHan NPUBHOCKUT B KOMMAHWUKO HOBbIE KOHLEMNLIWN, HeornpeaeneHHoOCT 1 Kpusnca, nomMoras
cTpaTernv 1 NepcrneKTyBbl, KOTOPbIE MOTYT NMPUBECTH K OpraHvsaumn NPeOAOsIETb NX.
COOTBETCTBYIOLLUMM M3MEHEHUSAM B OpraHn3auunu.

Yaep)xaHue pykoBoauTenen ¢ BbICOKUM PaclumpeHne BO3MOXXHOCTEN AN
noTeHuunanom u nusbexaHume MeXXAYyHapoAHOMN 3KCMaHCcum

n n

yTeé4Ku Mo3roe STa nporpaMma nos3BoINT KOMMAHUW YCTAaHOBWUTb KOHTaKT
3Ta nporpaMma yKpenmnseT CBA3b MEXy KOMMNaHUen 1 C OCHOBHbIMV PbIHKaM1 MUPOBOV 3KOHOMUKM.
CMeLmnaniucToM 1 OTKPbIBAET HOBble BO3MOXHOCTU /s

NPOMEeCCMOHaNbHOro POCTa BHYTPU KOMMaHWN.




[penmylecTBa ANA Ballei KOMNaHUK | 51 tech

Pa3paboTka cO6CTBEHHbIX NPOEKTOB

MpoeccroHan MoXxeT paboTaTb Haf peasibHbIM MPOEKTOM
1AM paspabatbiBaTb HOBble MPOeKTbI B 06nacty HNOKP
WK pasBUTUSA BU3HECA CBOEN KOMMAHMM.

MoBbiwEeHMe KOHKYPEHTOCNOCO6HOCTH

[aHHasn rnporpaMma rnpeaoctaBuT Crieymnannctam
HeO6XO,£I,I/IMbIe HaBbIKW, YTOObI OHWU MOT/IN peLlaTb HOBblE
3aja4n 1 TeM CaMbIM BUIraTb OPraHn3aLnto Brnepen.
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KBanudpukauus

YHMBEPCUTETCKMIA KypC B 06/1aCTV HAacTynaTelbHOM 6e30MacHOCTM
rapaHTMpyeT, MOMMMO CaMOro CTPOIrOro 1 COBPEMEHHOIO 06yYeHus,
NoJIydeHne aunaoma o NPOXOXAeHUN YHUBEPCUTETCKOrO Kypca,
BblgaBaemoro TECH TexHonornyecknm yHMBEPCUTETOM.




Keanudukaums | 53 tech

YeneLwHo npovignte aTy nporpammy
W MOJIYYUTE YHUBEDCUTETCKMI ANMIIOM
6€e3 XJ10M0T, CBSA3aHHbIX C N0e3KamMu
1 6YMaXKHOW BOJTOKMTOMN"



tecn 54| Ksanudukaums

[laHHbIlt YHUBEpCUTETCKMI Kypc B 061acTU HacTynaTeNibHoO 6e3onacHoOCTH
COAEPXKUT CaMyto MOJTHYHO VI COBPEMEHHYHO MPOrpaMmy Ha pbIHKe.

ocne NpoXoXAeHNs aTTecTaunm CTYAEHT NOMYYUT NO NOYTEX C NOATBEPXKAEHNEM
NOJTyYEHUst COOTBETCTBYOLLMI ANUMNIOM O MPOXOXAEHUV YHUBEPCUTETCKOro Kypca,
BblAaHHbI TECH TexHonornyeckum yHMBepCcUTETOM.

[vnnom, BblgaHHbIM TECH TexHoNnormyeckKum YHMBEPCUTETOM, MOATBEPXKAAET
KBanM®MKaLmto, MOMYYEHHYIO Ha KypCe, U COOTBETCTBYET TPeOOBaAHUSIM, 0ObIYHO
npeabsBAsaeMbIM BMpXKaMy TPYAQ, KOHKYPCHbIMU S3K3aMeHaMn 1 KOMUTETaMM MO
OLIeHKe Kapbepbl.

[vnnom: YHUBepCUTETCKUI Kypc B 06nacTu HacTynaTeNbHOW 6e3onacHoOCTH

dopmart: oHnaiH

[MpOoOO/HKUTENBHOCTL: 6 Heaenb

Q
TEXHOJIOrNYeCKMii
» yHMBepcuTeT

HacToauwmui

aounnnom

CBUAETENbCTBYET O TOM, 4TO

MH/f>xa_____________________, CJOKYMEHTOM, y4OCTOBEPAIOWMNA IMYHOCTb______
OcBowun(a) 1 ycnewHo npolen(na) akkpeauTaLuto nporpaMmbl

YHUBEPCUTETCKUM KYPC
B 06nacTu
HacTynaTenbHoli 6e3onacHoCTH

JaHHbIi AMNNOM CneunanMsMpoBaHHO NPOrpamMmMbl, MPUCYXXAaeMblil YHUBEPCUTETOM,
cooTBeTcTBYeT 150 y4e6HbIM Yacam, C AaTon Havana A4/ MM/ITIT U [aTO OKOHYaHWA A4/ MM/TTTT.

TECH sIBNSIETCA YaCTHbIM BbICLINM y4e6HbIM 3aBefieH1eM, NPU3HAaHHBIM MUHUCTEPCTBOM
HapoaHoro o6pa3oBaHua Mekcuku ¢ 28 uioHs 2018 roaa.

17 nioHsa 2020 r.

[-p Tere Guevara Navarro
PekTop

unique TECH code: AFWOR23S techtitute.com/certfcates.

*laarckuit anocTunb. B cnyyae, ecnu CTyAeHT NoTpebyeT, 4To6bl Ha ero AMMIOM B 6yMaxHOM dopmaTe 6bi1 npocTassieH Maarckuii anoctunb, TECH EDUCATION npefnpuMeT Heo6xoAMMbIe Laru Ans ero noayvyeHus 3a AonONHUTENbHYO NiaTy.



Q
TEXHOJI0MMYECKIIA
» YHVMBEpCUTET

YHUBEPCUTETCKUN KYpC
HacTynaTtesbHas
6€30MaCHOCTb

» (opmarT: oHnamH

» [poAOMKUTENBHOCTL: 6 Heaenb

» YyebHoe 3aBefieHne: TECH TexHonornyeckuin yameepcuTeT
» PacnucaHue: no cBoeMy yCMOTPEHUIO

» OK3aMeHbl: OHNalH



YHUBEPCUTETCKUN KYPC

HacTynaTenbHas
6e30MacCHOCTb
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