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[lpe3eHTaUuUSA

M3yunTe MexaHU3Mbl 1 MeTofbl ayTEHTUMMKALWM AN KOHTPONSA AOCTYNa, a Takxke
npouecc ayanTa 6e30MacHOCTY MPorpaMMHOro obecneyeHusi, N(POAS UHTEHCUBHOE
06yYeHme y 3KCNepToB B 9TON 061acTu. 3a aTK MecsiLibl 06y4YeHWst Bbl MonyymTe
3HaHKS, Heo6XoAMMble A5t 6e30MacHOro KOAMPOBAHWUS MporpaMMHOro 06ecneyeHumst

1 METOLI0B NMPOBEPKM, @ TaKXKe y3HaeTe 0 CBOMCTBAX W BAUAOLLMX hakTopax,

KOTOpble 00yCNaBAnBaroT 6U3HEC-PUCKM W ONPEAENsOT NPaBUIbHYHO peanm3aumio
COOTBETCTBYHOLLIErO YPaBEHWS PUCKAMU, @ TaK)Ke MHOroe pyroe.

MporpamMma BbICOKON 3(h(EKTUBHOCTUN 1 MPEBOCXOAHOMO KayecTBa, KoTopas NO3BONT
CTYAlEHTaM OCTWYb NPodeCcCHoHanbHOro MacTepcTBa.




MpeseHTaums |05 tec’,

Kypc npogpeccrnoHanbHOM nogroToBKM
MO3BOJIAT Crieymnaanctam B 06/1acTu
MpOrpPaMmMmMpPOBaHUS M KOMITbHOTEPHBIX
cucTemM 6bITb B aBaHrape rnocieqHmx
JOCTUMXKEHWI oTpacn”



tecn 06| MNpesenTauus

9Ta KOMMEKCHas NporpamMmMa B 061acTi 6e30MacHOCTY B MPOrpaMMUMPOBaHMM NO3BOMNT
NT-cneunanucTam yrayéuTbes v 06y4nTbCst NPOLECCAM YNpaBeHus, MPOEKTMPOBaHNS,
paspaboTKM 1 BHEAPEHWS KAYECTBEHHOMO 1 6E30MACHOM0 NMPOrPaMMHOro o6ecnevyeHns,
OTBEYatOLLEro NOCTaBAEHHbIM LEMSIM.

Mporpamma npodeccuoHanbHOro YPOBHS NMO3BOUT CTYAEHTaM y3HaTb O MpoLiecce
obecneyeHns MHHOPMALIOHHOK 6e30MacHOCTH, Ero NOCIEACTBUAX C TOUKM 3PEHNS
KOH(®WAEHLMANBHOCTY, LIEIOCTHOCTY, JOCTYMHOCTY M SKOHOMMYECKMX 3aTPAT, @ TaKkKe
NOHATb NPOBIEMbI, CBA3aHHbIE C 6E30MACHOCTBIO0 MPOrPAMMHOr0 06ecreyeHns, ero
YA3BUMOCTAMM 11 KNaccubrKaLumen.

Bnarogaps aToMy Kypcy Bbl MOYy4YnTe Camble NepeaoBble AMAAKTUYECKIE PECYPChI

V1 CMOXETe U3y4aTb NporpamMmy 06y4eHus, KoTopas 06bevHAET camble FyGoKMe 3HaHNS
Mo NpesMeTy, a rpynna npenofaBaTeneil C BbICOKMM akaAeMUYECKUM YPOBHEM 1 OBLUMPHBIM
MeXayHapoAHbIM OMbITOM NPeoCTaBAAET Hanbonee NOHYIO U akTyanbHYO MHDOPMALWIO
0 NOCNEAHMX JOCTUXKEHUAX U MeTodax B 061aCTV paspaboTKM NPOrpaMMHOro 06ecnedeHmns
V1 MIHQOPMALIMOHHbIX CUCTEM.

YyebHbI NNaH 0XBaTblBaeT OCHOBHbIE aKTyaslbHble TeMbl B 061aCTV NPOrpaMMmpoBaHus

V1 KOMMbIOTEPHbBIX CUCTEM TaKiMM 06Pa30M, YTO Te, KTO UX OCBOMT, ByAyT NOArOTOBAEHbI

K paboTe B 31O 06M1acTH. TakMm 06pa3oM, 3TO He MPOCTO oYepeHas NporpamMma,

a HaCTOSILLM Y4EBHBIN MHCTPYMEHT, MO3BOASIOLLMIA MOAONTI K NpeaMETaM, COCTaBNAOLLIMM
3Ty Ccneumani3aumio COBpeMEHHO, 0ObEKTVIBHO 1 C BO3MOXHOCTBHO CYXX/EHWS Ha OCHOBE
CaMOoW aKTyanbHOW Ha CErOAHALLHUI IeHb NNTepaTypbI.

Cnenyet OTMETWTb, 4TO MOCKOSIbKY 3TO Mporpamma nposoauTes Ha 100% oHNamnH, CTyAEHTbI
He 06ycnoBeHbl (PUKCMPOBAHHbBIM pacincaHnem 1nm HeobxoaMMOCTbIO Nepeesfaa B pyroe
branyeckoe MeCTo, a MOryT MOAYYNTb AOCTYN K COAEPXKMMOMY B TH060E BPEMS CYTOK,
ypaBHOBELLUMBAs CBOK PaboTy MW JINYHYHO XKM3Hb C y4eboit. Kpome Toro, cTyaeHTam 6yaeT
NpefoCcTaBeH JOCTYN K 9KCKIHO3MBHOMY Habopy AOMONHUTENbHBIX MaCTep-K/1acCcos,
NPOBOAMMbIX BCEMUPHO NMPU3HAHHbIM 9KCMEPTOM B 061aCTW NPOrpamMMUPOBaHNS.

TakM 06pa3oM, CTyAeHTbI CMOTYT YYULWNTb CBOW HaBbIKW B 3TOM 061aCTW, MOMb3ysicb
rapaHTMPOBaHHbIM Ka4eCTBOM, XapakTepHbiM ang TECH.

[aHHbI Kypc npodeccrmoHanbHoO NOAroToBKM B 06/1aCTH yripaB/eHUs

u ayanTa 6e30MacHOCTU NPOrpaMMHOro 06ecrneyeHuss COLEPXKNT CaMyro
MOJTHYHO 1 COBPEMEHHYHO 06pasoBaTesIbHyHO MPOrpaMmy Ha pbiHke. OCHOBHbIMM
OCOBEHHOCTAMM 0BYHEHNA ABNSAFOTCS:

+ Pa3bop NpakTUYeCcKMX KECOB, NPeACTaBEHHbIX 9KCNepTaMu B 061acTi ynpasieHus
¥ ayamTa 6e30MacHOCTY MPOrpaMMHOro obecneyeHmns

* HarnagHoe, CXeMaTUYHOE W UCKITKUNUTENTbHO MPaKTNUYECKOE CoAepXaHne Kypca
NpeaoCTaBNACT HAaY4YHYHO M NPaKTNYECKYHO MchopMauwo Mo TeM AncunnimnHam, Kotopble
H€O6X0ﬂ,MMbI A4 OCYLIECTBNEHNA I'IpO(beCCVIOHaJ'IbHOVI [EATENBbHOCTU

¢ HpaKTI/MeCKMe YNpaXKHeEHWA /1 CaMOOLEHKW, KOHTPOJIA U yNyYLIEHNA yCNneBaeMOCTH

+ Ocob0e BHMUMaHMWe YAENAETCA NHHOBALUMOHHBIM METOANKAM B obnacTu ynpaBneHnsa
nayamTa 6€30MacHOCTK nporpaMmmMHoOro obecreyeHus

+ TeopeTinyeckyie 3aHATIS, BOMPOCHI SKCMEPTY, AMCKYCCUOHHbIE GOPYMbI MO CMIOPHBIM
TEMaM 1 CamMoCTosATe bHasA paboTa

+ YyebHble MaTepuarbl Kypca AOCTYMHbI C T060ro CTaLMOHaPHOr0 UM MOBUILHOTO
YCTPOWCTBA C BbIXOAOM B MHTEPHET

CoBepLLEHCTBYWTE CBOW HaBbIKM

B 06/1aCTH MPOrPaMmMmpoBaHNsi BMECTE
¢ TECH! Bbl cMOXETe MpuHATL y4acTune
B Z]OMNOJIHNTESIbHbIX MacTep-K/iaccax
Mo PyKOBOACTBOM MPU3HAHHOMO
MeX1yHapoAHOro aKcrepTa B 9TOM
BOCTpeboBaHHOM obactn”



CneymannsupymnTech

Ha KOMIMbIOTEPHbIX CUCTEMAX

y MpogeccroHanoB ¢ 60bLLINM
OrbITOM PabOTbl B 3TOM CEKTope”

B npenogaBaTesibCKuii CoCTaB BXOAAT NpodeccunoHanbl 13 061acTu ynpasieHns

1 ayanTa 6e30MacHOCTU MPOrPaMMHOro 06eCredeHus, KOTopble MPUBHOCAT B 9Ty
nporpamMmy NoAroTOBKYM OMbIT CBOEN PaboThbl, @ TaKXKe MPU3HAHHBIX CNeLVanncToB
13 NPECTUKHBIX COOBLLECTB N YHUBEPCUTETOB.

MynbTvMeaniiHoe coaepykaHne NporpamMmbl, paspaboTaHHOE C MCNOMb30BaHNEM
HOBeWLLINX 06pa30BaTENbHbIX TEXHOMOMNIA, MO3BOSINT CHELMANUCTY MPOXOANTb
06y4eHue C y4eTOM KOHTEKCTa 1 CUTYyaLuK, T.e. B CUMYIMPOBaHHOM cpefe,
obecneymBatoLLeit UMMEPCHBHbI y4ebHbI NpoLIece, 3anporpaMMMpOBaHHbIiA
Ha 0by4eHue B peasbHbIX CUTyaLMsX.

CTpyKTypa 9Toi NporpaMMbl OCHOBaHa Ha Npo6AEMHO-0PUEHTNPOBAHHOM 06YYeHMH,

C NMOMOLLBHKO KOTOPOIro cneunanncTt AOJHKEH NOoMbITaTbCA paspellatb pa3/indHble
cuTyauymm n3 I'IpO(beCCl/lOHaﬂbHOVI MPaKTVKN, BO3HNKarKOLNE B TEHEHNE yqe6Horo
KypCa. [ns aToro CTYAeHTY 6y£l|eT noMoraTb MHHOBaAUMOHHaA MHTEPAKTUBHaA
BMeoCHCTEMa, CO3AaHHast M3BECTHbIMM 1 OMbITHbIMM CrieumanmMcTammn B 061acTu
6e30mnacHocTn B nporpamMmMnpoBaHnn

MpesenTaums | 07 tecn

B aTOM 06y4eHum ncronb3yercs
JIYYLLMK YH9EOHBIN MaTepumalr, OCTYMHbIM
JJ151 CKa4YmBaHWs Wi OHMakH, YTobb!
BaM ObI/10 fierye CripaB/siTbCs C y4e60u
W pacripesensite yCums.

370T Kypc npopeccroHanbHOM NogroToBKM
B 100% OHaviH-ppopmate ro3BoINT BaM
COBMELLaThb y4yeby ¢ MpophecCcnoHasibHOM
J]eSTe/IbHOCTbH. Bbl camu BbIGUpaeTe, rae
W KOrfja 3aHUMaThbCS.



02
Llenw

Kypc npoteccroHanbHOM NOArOTOBKM B 061acTv ynpaBieHns 1 ayanta 6e30nacHOCTH
rporpaMmMHoro o6ecrneyeHuns Npu3saH NOMoYb creluanmucTamM NpUobpecTy K U3y4UnTb
OCHOBHbIe HOBble paspaboTKy B 9TOM 061aCTW 1 MO3BOMNTL MM 3aHUMATbCS CBOE

npodeccuelt C Ka4eCcTBEHHO U NPOhECCUOHANBHO.




Halua yenb — 4To6bl Bbl CTa/IN
JIYYLLIMM CMEUNancToOM B CBOEM
oTpac/un. V1 415 aToro y Hac ectb
JIydLLasi METOAOOMMS M cofep)KaHne”



tecn 10| Lenwm

O6wue Luenu

* |_|pVIO6p€CTVI HOBble 3HaHMA B 061aCTM nporpammmnpoBarHns 1 KOMIMNbHOTEPHbIX CUCTEM

+ OCBOWTb HEOBXOAMMbIE HaBbIKM B 06/1aCTU HOBbIX TEXHOOMIA, MOCNEAHNX Pa3paBoToK
B 0611aCTI MPOrPaMMHOTO 06ECTIEYEHNS

+ O6pabaTbiBaTh faHHbIe, NOyYeHHble B pesy/bTaTe JedTebHOCTY B 061acTh
MPOrpaMmMmpPOBaHMsA N KOMMBbIOTEPHbIX CHCTEM

COBEpLLIEHCTBYS CBOM HaBbIKM

B 06/1aCTV yripaB/IeHNs 1 ayanTa
6e30MacHOCTH MPOrPaMMHOro
obecrneYeHus], Bbl CMOXETe ObITh
60/1ee KOHKYPEHTOCMTOCOOHLIMM.
[pono/mknTe 0by4aThCs u Jante
TOJTYOK CBOEV Kapbepe”



KoHKpeTHble uenu

Mogynb 1. YnpaBneHue 6e30nacHoCTbio
* [oHsTb NpoLece MHGOPMaLUMOHHOK 6830MacHOCTY, ero NocneAcTe A Ans
KOH®WAEHUMANbHOCTY, LENOCTHOCTY, OCTYMHOCTU U SKOHOMWYECKUX 3aTpaT

* HayunTbCs UCMoMb30BaThb NepeioBble MeTObl 06ecneveHst 6e30MacHOCTM NpH
ynpaBneHnn ycnyramm MHHopPMaLMOHHbIX TEXHONOT WA

* T1pYOBPECTY 3HAHWS AN NPaBUBbHOM CepTUdMKALIMN NPOLIECCOB 6E30MacHOCTY
* T1OHATb MeXaHV3Mbl 1 METOAbI ayTeHTUdVKaLMN ANS KOHTPONS AOCTYNa, a Takxe NpoLecc
ayauTa AocTyna

+ OCBOMTb MPOrpaMMmbl yrpaBfeHns 6e30MacHOCTbIO, YPaBAeHUs puckamm 1 paspaboTaTb
NOUTUKN 6E30MacHOCTH

* Y3HaTb 0 NaHax 0becneyeHns HEMNPEPbIBHOCTA 613HECa, UX aTanax u rpouecce nogaep>xaHns

¢ 3HaTb Npoueaypbl NPaBUIbHOM 3aLLMTbI KOMMaHUM C MOMOLLBIO ceTeit DMZ,
VICMONb30BAHNS CUCTEM OOHAPYXKEHNA BTOPXKEHWI 1 APYTVX METOAOOMMIA

Mogynb 2. be30nacHOCTb nporpaMMHoro o6ecrneyeHus

* [oHMaTb NpobneMbl B 061acTV 6E30MaCHOCTY MPOrPaMMHOI0 06ECTIEYEHMS], YA3BUMOCTM
V1 CNOCOBbI X KNaccuduKaLmm

* 3HaTb NPUHLUMMBI NPOEKTUPOBAHNS, METOONOMV U CTaHAAPTbLI B 06/1aCTV 6E30MaCHOCTY
nporpamMmMHOro 0becneyeHms

* [MoHMMaTb NPOLIECC NPUMEHEHNS GE30MACHOCTH Ha Pa3NNYHbIX 3Tanax XMU3HEHHOTO LKA
MPOrpaMMHOro o6ecreyeHms!

* [pro6pecTn Heo6XOANMbIE 3HaHUS AN1S 6e30MaCHOr0 KOAVPOBAHWS MPOrpaMMHOro
obecrneyeHus i METOAOB MPOBEPKM

+ OCBOWTb METOAOMOM ¥ MPOLIECCHI 06ECTIeYEHst 6e30MacHOCTM NMpu paspaboTke
VI NPeOCTaBNEHUM YCNYT 061a4YHbIX CEPBMCOB

* [1OHATb OCHOBbI KPUMTOMOMUM U Pa3nyHble METOAb! LWN(GPOBAHNS, AOCTYMHbIE
B HACTOsILLIee BpeMS

Lenn |11 tecn

Mogaynb 3. Ayaut 6e3onacHocTm

+ [proBpecTu 3HaHNS, HEOBXOAMMbIE 15 NPaBWBHOMO BbIMOAHEHWS NPOLIECCA BHYTPEHHETO
ayouta u KoHTpona AT

* [MoHATb NPOLECChI, KOTOPbIE HEOBXOAVMO BbIMOAHWTL ANS ayAuTa 6e30MacHOCTY CUCTEM
n ceten

+ OCBOWTb PasNYHble BCMOMOraTebHble MHCTPYMEHTbI, METOLOMOMMN U MOCNEAYHOLLI
aHanms B xofe ayanTa 6e30MacHOCTY MHTEpPHeTa 1 MOBUIbHbIX YCTPOCTB

* M3y4nTb CBOMCTBA U (DaKTOPbI BAVSIHS, 0OyCNaBAMBatOLLME BU3HEC-PUCKN, M ONPeaennTb
NPaBWIbHOCTb BHEAPEHWSI COOTBETCTBYHOLLENO YNPaBIEHUS pUCKaMiu

¢ 3HaTb Mepbl MO CHMKEHNHO PUCKOB, a TaKXKe METOLONOMMM BHEAPEHWSI CUCTEMDb
ynpaBneHns MHHOPMAaLIOHHOM 6e30MacHOCTbIO M HOPMAaTWBHbIE akTbl 1 CTaHAAPTbI,
KOTOpble He06X0AVMMO MCMONb30BaThb

+ [oHVMaTb NpoLieaypbl NPOBeeHNs ayanTa 6e30MacHOCTM, Er0 OTCIEXMBAHNS
1 NPeACTaBNeHNS Pe3ybTaToB



03
PyKoBOACTBO Kypca

MNpenoaaBaTenu — BedyLye aKCnepTbl B 06nacTu WT-6e3onacHocTy, obnagaroLime
YHMKaNbHbIM COYETaHMEM aKaeMUYECKINX 3HAHWIA 1 MPAKTUYEeCKOro onbiTa. OHK
VIMEIOT NMepeaioBYHO MOArOTOBKY B TaKMX BaXKHENLLIMX 061aCTAX, KaK CUCTEMHbI

ayauT, ynpaBneHne puckamu v 3almTa fAaHHblX, a TakyKe COOTBETCTBYOLLME AWMNOMbI
06 OKOHYaHMK acnnpaHTypbl 1 cepTdUKaTbl B 061aCTK KnubepbesonacHocTh. MHorre
13 9TVX CNELMAnMCTOB 3aHNMaM KNHOYEBbBIE MO3ULIM B M3BECTHBIX KOMMNAHMUSIX

1 CReLmananMpoBaHHbIX OpraHn3aLmaXx, rae OH1 PYKOBOAWAN CTpaTErMuyecknmy
npoekTamu B 061acTy 6e30MacHOCTM U BHOCUAW BK1a/ B pa3paboTKy MexayHapoaHO

MPU3HaHHbIX CTaHAaPTOB M MPaKTUK.




PykosoacTteo kypca |13 tec’.

[penofaBaHue Ha (pakysibTeTe
OT/INYAETCS MHTErpaLmen peasibHbix
KeHCOB, MpakTUYECKMX CUMYMIALNN
M COBPEMEHHbIX METOAMK”



tech 14 | PykoBOACTBO Kypca

MpurnawleHHbIN pyKOBOAUTENb MEXAYHAPOLHOIO YPOBHS

[appeH Mancudep — onbITHbIA apXUTEKTOP NPOrpaMMHOro 06ecreyeHms, HoBaTOP C BblAAOLLUMCS
MEXyHapOLHbIM MOCIYXHbIM CMUCKOM B 06/1aCTH pa3paboTku NporpaMMHOro obecrneyeHus
1 MUKponporpamMm. Kpome Toro, OH 0611afaeT BbICOKOPa3BUTbIMU HaBbIKaMu 06LLEHUS, yNpaB/ieHuns

npoeKkTaMu 1 BeeHUA 6M3Heca, YTo NO3BOUIO €My BO3INaBUTb KpynHble rno6anbHble MHULMATMBSI.

Ha npoTsixxeHumn cBOel Kapbepbl OH TAKXKe 3aHUMas OTBETCTBEHHbIE AOMKHOCTY, TaKMe KaK rMaBHblIi
apXUTEKTOP peLLeHuit ANs rocyfapCTBEHHOro CekTopa B kopriopauuu Intel, rae oH npogsuran
COBpPEMEHHbII 613HEC-TPOLLECChl U TEXHOMOTUM [J1s KIIMEHTOB, MapTHEPOB U NMO/b30BaTeNeN

B roCyfjapCTBEHHOM cekTope. KpoMe Toro, oH ocHoBan komnawuto Yoly Inc., rae Takxe 3aHUMan noct
reHepanbHOro AMPEKTOpa, 3aHMMasACh CO3AaHNEM MHCTPYMEHTOB ANsl arperalyum 1 AUarHoCTUKM
couManbHbIX CeTell Ha OCHOBE MporpaMMHoOro obecrneyeHus Kak ycnyra (SaaS), ucnonbayolee

TEXHONOrnmn 60/1bLKMX JaHHbIX U Be6 2.0.

Kpome Toro, oH paboTas B pYrux KOMMaHusx, B TOM YUCEe reHepanbHbIM AUPEKTOPOM

no uHXeHepHbIM BonpocaM B Dell Technologies, rae Bosrnaensn nogpasgenexve 60bLwmx
AaHHbIX B 0651ake, pykoBoamun KomaHgamu B CLUA 1 Kutae no ynpasnieHUto KpynHbIMy NPOeKTaMu
W PECTPYKTYpU3aLMK 6U3HEC-NoapasAeNeHnii Ans yCnelwHoi HTerpaumu. OH Takxke 3aHuMarn
JOJIXHOCTb AMPEKTOpa No MHhOopMaLMOoHHbIM TexHonorusm (Chief Information Officer B koMnaHum
XanGo, rae pyKoBoau TakUMM NPOeKTaMy, KaK NoAgepyxKa crpaBoyYHoi Ciyx6bl, NogAepxKa

NPOM3BOACTEA 1 pa3paboTKa peLueHui.

Cpefay MHOXECTBa CreLmanu3aLyii, B KOTOpbIX OH SBNSIETCS 9KCNEPTOM, BbIAENAETCA TEXHONOTUSA
Edge to Cloud, kn6ep6e3onacHocTb, FeHepaTUBHbIN UCKYCCTBEHHDI MHTENNEKT, pa3paboTka
nporpaMMHOro obecrneyeHusi, ceTeBble TeXHOMOrMm, o6ayHas HaTUBHas paspaboTka U KOHTeNHepHas
aKocuctema. OH iennTCA CBOMMM 3HAHUAMM B @XKEHefIelbHOM NOAKAcTe 1 MH(OPMaLMOHHOM
6tonneteHe “Embracing Digital Transformation”, koTopbIil OH cO3Aan v NpeAcTaBW, NOMoras
OpraHW3aLmsM yCneLuHO NpoiTH Yepes LmbpoByo TpaHCHOPMAaLIMIO, UCTOMNb3YA NepcoHarn,

npoueccbl U TEXHONIOTUK.




PykoBoacTBo Kypca | 15 tech

[-H Mancudep, DappeH

+ [NaBHbIN apXMTEKTOP PeLLEHWA 15 rOCYAapCTBEHHOMO cekTopa, Intel,
KanndopHus, CLUA

+ Begywmit n aBTOp NpoekTa ‘BonsoLLeHme unppoBov TpaHchopmanmm',
KanndopHus, CLLA

+ OcHoBaTenNb 1 reHepanbHbIA AMpekTop kKoMnaHum Yoly Inc., ApkaHsac

+ [eHepanbHbIN AMPEKTOP MO MHXEHEPHBIM BOMPOcam B komnaHum Dell
Technologies, ApkaHsac

+ [npekTop no MHhopMaLUMOHHbIM TexHonoruam (Chief Information Officer)
KoMnaHum XanGo, tOTa

+ Ctapwwit apxutekTtop B Cadence Design Systems, KannbopHus

+ CTapLnin MeHemkep no NPOEKTHbIM MpoLieccam B Lucent
Technologies, KannhopHus

+ VIH)eHep-nporpaMmuncT B KoMnaHun Cemax-lcon, KanndopHus
+ Viikerep-nporpaMmucT B koMnaHum ISG Technologies, KaHaga

+ MBA B 0651aCTV1 yipaBAeHns TEXHONOrNAMM B YHUBEPCUTETE
®eHwkca, KanudopHus

+ CTeneHb 6akanaspa B 0611aCTV MHDOPMATUKM U 3N1EKTPOTEXHUKM
B YHuBepcuTeTe bpurama AHra

Enaropapsi TECH

Bbl CMOXETE YYNTHCS
Y Ty YLIMX MUPOBbIX
rnpogeccroHasioB”
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CTpyKTypa u cogeprxaHue

CTpyKTypa coflep>kaHus 6bina paspaboTaHa nydlinMmn cnetmanucTami,
VIMEIOLLIMMI BOJBbLLIOK OMbIT M NPU3HAHHbIA aBTOPUTET B Npodeccuu

11 OCO3HAIOLLIMIMMU MOb3Y, KOTOPYHO HOBENLLIME 06pasoBaTebHble
TEXHOMOTUM MOTYT MPUHECTM BbICLIEMY 06Pa30BaHMIO.




CTpykTypa u copepxanue |17 tec’,

Y Hac camasi noJiHasi u CoBpeMeHHast
Hay4Hasi rporpaMma Ha pbiHKe.

Mbi CTPEMUMCS K COBEPLLIEHCTBY

M XOTUM, YTOObI Bbl TOXE €ro JocTurnin”



tech 18 | CTpyKTypa n cogepxxaHue

Mogynb 1. YnpaBneHvie 6€30MacHOCTbIO

1.1.

1.2.

1.3.

Bvayanusaumns nHhopmaLmm

1.1.1.
1.1.2.

1.1.38.
1.1.4.
1.1.5.
1.1.6.
1.1.7.
1.1.8.
1.1.9.

BeegeHne

VIHbopMaLoHHas 6e30MacHOCTb NogpasyMeBaeT KOHMUAEHUMANbHOCTD,
LENOCTHOCTb M AOCTYMHOCTb

Be3onacHoCTb - 3T0 3KOHOMWUYECKUIA BOMPOC

BesonacHocTb - 9T0 NMpoLece

Knaccudukaumst nHdopmaLmm

HbopMaLmoHHas 6e30MacHOCTb BKIIKOYAET B Ce65 yrpaBnieHne puckamm
BesonacHoCTb CBA3aHa C a/1eMeHTaMu yrpaBieHns 6e30MacHOCTbIO
BesonacHocTb siBnseTcsa Kak hU3n4eckom, Tak 1 Nornyeckom
BesonacHoCTb BKOYAET B cebs noaei

CneumanucT no nHbopMaLMoHHON 6e30MacHOCTH

1.2.1.
1.2.2.
1.2.3.
1.2.4.
1.2.5.

1.2.6.
1.2.7.

BeeneHne

HbopMaLmoHHas 6e30MacHOCTb Kak npodeccus
Ceptndumkauusa (ISC) 2

CraHpaapt ISO 27001

SbdeKkTMBHbIE METOAbI 06ecneyeHns 6e30MacHOCTM MpU ynpaBieHnm
NT-ycnyramn

Mogenv 3penocT ans MHPopMaLMOHHOM 6e30MacHOCTU
[pyrve cepTudukaTbl, cTaHAapTbl 1 NpodeccoHanbHble pecypebl

KoHTponb goctyna

1.3.1.
132
1.33.
1.3.4.
1.3.5.
1.3.6.

BeeneHne

TpeboBaHMA MO KOHTPOJIKO AOCTYNa
MexaHn3Mbl ayTeHTUdUKaLmm
MeTonbl aBTopM3aLmm

YyeT goctyna u ayaut

TexHoNnorum TponHoro A

1.4.

1.5.

1.6.

1.7.

1.8.

19.

Mporpammbl, TPOLIECCHI U NOANTUKK MHDOPMAaLIMOHHOK 6e30NacHOCTM
1.41. BBepgeHune

1.4.2.  TporpaMMbl ynpaBneHns 6e30MacHOCTbIO

1.4.3.  YnpaBneHue puckamu

1.44. PaspaboTka NOAUTUKM 6e30MacHOCTY

MnaHbl obecneveHns HenMpepbIBHOCTY G13Heca

1.5.1. BeepeHne B BCP

1.5.2.  Cragun i nll

1.53. Cragmmllln IV

1.5.4.  06cnyxuaHue BCP

Mpouenypbl AN Haanexallen 3alumTbl KOMNaHUK

1.6.1. CetnDMZ

1.6.2.  CucTeMbl 06HapPYXKEHWSI BTOPXKEHMI

1.6.3.  TpeboBaHWsA N0 KOHTPOJHO AOCTYNa

1.6.4.  O6yyeHne y HanaaatoLero: Honeypot

ApxuTekTypa 6e3onacHocTu. MNpodunaktunka

1.7.1.  0630p. esTenbHOCTb 1 MHOFOYPOBHEBasA MOAENb

1.7.2.  3awwTa nepumetpa (6paHamayspbi, WAF, IPSn T.4...)

1.7.3.  3almTa KOHeYHbIx Touek (06opyaoBaHue, CepBepbl 1 yCyri)
Apxu1TekTypa 6e3onacHocTv. O6Hapy»KeHue

1.8.1.  O6Hapy»XeHVe 1 MOHUTOPWHI 0630pa

1.8.2.  XypHasbl, 3aundpoBaHHOe pa3breHune Tpadyika, 3an1ch 1 Siems
1.8.3. OnoBelyeHna 1 pa3selka

Apxu1TeKTypa 6e3onacHoCTH. Peakuns

1.91.  Peakuuma MNpoayKTbl, yCAyrn 1 pecypebl

1.9.2.  YnpaBneHue nHUMOEHTAMM

1.9.3. CERTSwnCSIRT

ApxuTeKTypa 6e3onacHocTW. BoccTaHoBNEHNE

1.10.1.  YCTOMYMBOCTb, KOHLIENLWM, BU3HEC-TPEOOBAHMS U CTaHAaPTb!
1.10.2. YcTonumsocTb UNT-pelueHni

1.10.3. YnpaBnenue v [paBUTENBCTBO KPU3NC



Mogaynb 2. e3onacHOCTb MPOrpaMMHOro obecrneyeHns

2.1

2.2.

2.3.

2.4.

Bonpocbl 6e30MacHOCTH MPOrpaMmMHOro 06ecneyeqms

2.1.1.  BeaeHue B npobnemy 6e30MacHOCTV MPorpamMmMHOro obecrneyeHns
2.1.2.  YA3BMMOCTY M UX KNaccudmKkaums

2.1.3.  3almiieHHble CBOMCTBA NporpaMMHOro obecrneyeHmst

2.1.4.  PedepeHchbl

MpUHUMNbBI NPOEKTUPOBaHNA 6€30MaCHOCTW MPOrPaMMHOro 0becrnedeHns
2.271. BeegeHue

2.2.2.  TpVHUWMNbI NPOEKTMPOBaHKSA 6e30MacHOCTI MPOrpaMmMHOro obecredeHns
2.2.3.  Tunbl S-SDLC

2.2.4.  be3onacHoCTb nporpaMMHOro obecneyeHuns Ha atanax S-SDLC
2.2.5.  MeTofonormm u ctaHaapThbl

2.2.6. PedepeHchbl

Be30MacHOCTb YM3HEHHOTO LWKIa MPOrpaMMHOro 06ecrneyeHus Ha aTanax paspaboTku
TPeBOBaHWIA 1 MPOEKTUPOBAHMS

2.3.1. BsepgeHune

2.3.2.  MopgenvpoBaHue atak

2.3.3.  Cny4au »ecToKoro obpatleHms

2.3.4. PaspaboTka TpeboBaHWin 6e30MacHOCTH
2.3.5.  AHanua pucka. ApXUTEKTYPHbIN

2.3.6.  Mofenv npoekTnpoBaHms

2.3.7. PedepeHchbl

be30nacHOCTb XKM3HEHHOTO LKA rnporpaMmmHoro obecneyeHus Ha aTanax KOOMpOBaHMA,
TECTUPOBAHNA N IKCr1yaTaymnm

2.471. BsepeHune

2.42.  TecTvpoBaHue 6€30MacHOCTY C y4eTOM PUCKOB
2.43. 0630p Kofa

2.4.4.  TeCT Ha NPOHUKHOBEHNE

2.4.5.  Onepauwmun no obecneyeHnto 6e3onacHoCTH
2.4.6. BHelHWA 0630p

2.47. PedepeHchbl

2.5.

2.6.

2.7.

2.8.

2.9.

2.10.
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MpunoeHns A1a 6e30nacHOro KoaMpoBaHust |

2.5.1. BsepgeHue

2.5.2.  [NpakTuka 6€30MacHOro KoanpoBaHus

2.53. 06paboTka 1 NpoBepKa 3anmncein

2.54.  TlepenofiHeHne namaTu

2.5.5.  PedepeHchl

MpunoxxeHust Ans 6e30nacHoro KoanpoBaHus |

2.6.1. BsepgeHue

2.6.2.  [lepenosHeHust Lesbix YMCes, OLUMBKM yCceueHns 1 Npobnembl
C Npeobpas3oBaHveM TUMOB MeXAY LiebIMU YCIamu

2.6.3.  OWNBKM M UCKITKOYEHNSA

2.6.4. [puBaTHOCTb N KOH(MUAEHLMANBHOCTD

2.6.5.  [pnBunervpoBaHHble NporpaMmbl

2.6.6. PedepeHchl

BesonacHocTb B paspaboTke 1 B obnake

2.7.1. Be3onacHOCTb B Pa3BUTWK; METOLONOMMSA M NPaKTMKa

2.7.2. Mopgenu PaaS, laaS, CaaS n SaaS

2.7.3.  besonacHoCTb B 06fake 1 Ansi 06aa4HbIX yCnyr

WndposaHue

2.8.1. OCHOBbI KPUMTOIOT N

2.82.  CUMMETPUYHOE N aCUMMETPUYHOE LN POBaHKE

2.8.3. ndposaHne B COCTOAHMM MOKOS 1 MPY TPAHCMOPTUPOBKE

OpKecTpoBKa 1 aBToMaTh3auUmsa 6esonacHocTu (SOAR)

2.9.1.  CnoXHoCTb py4HOI 06paboTKK; HEO6XOAMMOCTL aBTOMAaTU3aLMK 3a4a4

2.9.2.  TlpogyKTbl 1 ycayru

293. Apxutektypa SOAR

besonacHOCTb Npu yaaneHHo paboTe
2.10.1. TMoTpebHOCTb 1 cleHapun
2.10.2. TlpomyKTbl 1 ycnyru

2.10.3. besonacHocTb Npu TenepaboTe
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Mogaynb 3. AyanT 6e30nacHoOCTH

3.1.

3.2.

3.3.

3.4.

3.5.

3.6.

BBeaeHve B MHGOOPMaLUWOHHbIE CUCTEMbI U UX ayauT

3.1.1.  BBepneHuve B MHOOPMALMOHHbIE CUCTEMBI U POSIb KOMMBIOTEPHOIO ayanTa
3.1.2.  Onpepenenns noHaTun "UT-ayant" n "BHyTpeHHW VT-KOHTpOND'
3.1.3.  ®yHKunm n uenn NT-ayanta

3.1.4.  Pasnuyusg mexzay BHYTPEHHUM KOHTponem v T-ayantom
BHYTPEHHWI KOHTPOMb MHDOPMALIMOHHbBIX CUCTEM

3.2.1.  OyHKUMOHanbHasi 610K-CxemMa LieHTpa 06paboTKM aHHbIX
3.2.2.  KnaccuduKkaums cpeCcTB KOHTPONA MHPOPMAaUMOHHBIX CUCTEM
3.2.3.  30n10TOE NpaBWIO

lMpouecc v aTanbl ayanta MHPOPMaLMOHHbBIX CUCTEM

3.3.1.  OueHka pvickos (EDR) v apyrvie MeTogonorum UT-ayauta

3.3.2. [lpoBefeHwve ayanTa MHMOOPMaLIMOHHbIX CMCTEM. DTanbl ayanTa
3.3.3.  KntoueBble HaBblkK ayanTopa MHHOPMALMOHHBIX CUCTEM
TexHUYecKmit ayanT 6e30MacHOCTM CUCTEM U CeTell

3.4.1.  TexHuyeckwue ayauTbl 6e30nacHOCTU. [TpoBepKa Ha BTOPXXEHNE.
MNpenBapuTenibHble KOHLENUMN

3.4.2.  Ayaut 6e€30nacHoCTV B cucteMax. IHCTPYMEHTbI MOAAEPKKM

3.4.3.  Ayamut 6€30MacHOCTH B CETU. IHCTPYMEHTbI MOAAEPIKKM

TexHMYecKnin ayanT 6e30MNacHOCTU MHTEPHETA U MOBWIbHBIX YCTPOWCTB

3.5.1.  Ayamut 6€30nacHOCTH NHTepHeTa. MIHCTPYMEHTbI MOAAEPXKKM

3.52.  AyauTt 6e30nacHOCTV MOBUABbHbBIX YCTPOMCTB. VIHCTPYMEHTbI MOAAEPKKM
3.5.3.  [lpunoxeHue 1. CTpyKTypa NCMONHUTENIBHOMO OTYETA U TEXHUYECKOrO OTHeTa
3.5.4.  TlpunoxeHue 2. VIHBeHTapm3auus MHCTPYMEHTOB

3.5.5.  [lpunoxeHue 3. MeToamkm

Cuctema ynpaBneHuns nHGopMaLMoHHO 6e30MaCHOCTbO

3.6.1. BbesonacHocTb MC: cBOMCTBA U (haKTopbl BANSIHWS

3.6.2.  O6LeopraHn3aLMOHHbIA PUCK 1 yNpaBneHne puckamu: BHeApeHue
MEXaHW13MOB KOHTPONS

3.6.3. CwcTema ynpasneHnsa nHbopMaLUnoHHoi 6esonacHocTbio (CYWB):
KOHLIENUMS 1 KpUTUYecKie hakTopbl ycrexa

3.6.4. CYWbB - momens PDCA
3.6.5.  ISMSISO-IEC 27001: opraH13aLOHHbIA KOHTEKCT



3.7.

3.8.

3.9.

3.10.
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3.6.6. [Maparpad 4. OpranusaumoHHas TpaHchopmaums
3.6.7. Maparpad 5. Jluaepctso

3.6.8.  MMaparpad 6. MnaHnpoBaHve

3.6.9. Maparpad 7. Moangepxka

3.6.10. Maparpad 8. Onepauus

3.6.11. Maparpad 9. OueHka ahHeKTUBHOCTY

3.6.12. Maparpad 10. Yny4iwexne

3.6.13. TMpunoxerne K ISO 27001/ISO-IEC 27002: Lenv 1 cpeAcTBa KOHTPOSA
3.6.14. Ayaut CYVB

lNposefeHne ayanTa

3.7.1.  TMpoueaypsbl

3.7.2.  TexHuku

MpocnexmsaeMocTb

3.81. MeTtoamku

3.8.2.  Ananus

Oneka

3.9.1.  TexHuku

39.2. PesynbraThl

OTYETHOCTb 1 npeacTabBeHne oKa3aTeNbCTB

3.10.1.
3.10.2.
3.10.3.

Tunbl oT4eTOB
AHanM3 gaHHbIX
[pencraBnexne JokasaTenbCcTB

KomrinekcHas u MHOronpoguisHas
rporpamma obyyYeHusi, KoTopasi Nno3BOINT
BaM [JO6UTbLCS yCIIEXOB B Kapbepe, C/IeAys
MOC/IEAHNM [OCTUXEHUSIM B 06/1aCTH
YrpaB/IeHWs 1 ayanTa 6€30MacHOCTU
rporpaMmMHOro obecrneqyeHuns”
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MeToguka obyyeHus

TECH — nepBblit B MVpe YHUBEPCUTET, 0O bEANHUBLLNIA MeTOf, Kelic-cTagu C Relearning,
cuctemoin 100% oHnalH-06y4eHns, OCHOBaHHOW Ha HanpaBeHHOM MOBTOPEHMN.

9Ta MHHOBaLWOHHaA Nefjaroruyeckasn cTpaTterms 6bina paspaboTaHa s
TOro, YTOBbI NPEANOXKMTb MPOhEeCcCMoHanamMm BO3MOXHOCTb OGHOB/ATb
CBOW 3HAHWA 1 pasBKBaTb HaBbIKWN MHTEHCUBHBIM 1 9D OEKTUBHbBIM
cnocoboM. Mofenb obydeHust, KoTopas CTaBUT CTy[eHTa B LieHTP y4ebHOoro
npoLiecca 1 0TBOAUT eMy BeAyLLyO POfb, aflanTupysiChb K ero NoTpebHOCTAM
¥ OCTaBnss B CTOPOHe 605ee TPaULIMOHHbIE METOLONOM N,
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TECH noarotoBuT Bac K peLueHmno HOBbIX
3a/1a4 B yC/IOBUSAX HEOMPELENIEHHOCTU 1
JJOCTUXKEHUIO yCriexa B Kapbepe”
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CTyneHT — npuopuTeT Bcex nporpamm TECH

B MmeToanke 06yyeHna TECH cTyaeHT aBnseTca abContoTHbIM AENCTBYIOLWMM SIULIOM.
MNeparornyeckme MHCTPYMEHTbI KaxkAoM NporpamMMbl 66111 Nogo6paHbl C y4eToM
TpeboBaHWiA K BpEMEHM, AOCTYMHOCTM U akaieMUYeCcKoi CTPOroCTH, KOTopble
NpeabABAAOT COBPEMEHHbIE CTYEHTbI U Hanboiee KOHKYPEHTOCNOCO6HbIe paboyne
MeCTa Ha pblIHKe.

B acvHxpoHHoI o6pa3oBatenibHoi Mogeny TECH cTyaeHTbl caMu BbIGUpatoT Bpems,
KOTOpPOE OHW BbIAENAOT Ha 0BYYeHMe, Kak OHK peLLaT BbICTPOUTb CBOW pacnopsaaoK
[IHS, 1 BCe 3TO — C yA06CTBOM Ha t060M 31EKTPOHHOM YCTPOCTBE, KOTOPOE OHM
npeanoynTaroT. CTyeHTaM He HY>XHO MocellaTb OYHbIe 3aHATUS, Ha KOTOPbIX OHW
3a4acTyto He MOryT NPUCYTCTBOBATb. Y4ebHble 3aHATUS OyayT NPOXOANTb B YA0OHOE
[N HUX BpeMsi. Bbl BCerzja MOXeTe pellnTb, Koraa v rae yuYnuTses.

B TECH y Bac HE 6ynet 3aHSATWI B
peasibHOM BPEMEHM, Ha KOTOPbIX Bbl
3a4aCTyrO HE MOXXETe MpUCyTCTBOBATL"
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CaMble 06LWNPHbIEe Yy4ebHble NiaHbl Ha MeXAyHapoAHOM YPOBHE

TECH xapakTepuayeTcs Tem, 4To nNpeasiaraeT Hanbonee obLLIMPHbIE akagemMmnyeckme
nf1aHbl B YHUBEPCUTETCKOWM cpefie. 3Ta KOMMEKCHOCTb AOCTUraeTCcs 3a CHET
co3AaHu1s y4ebHbIX M1aHoB, KOTOPblE OXBATbIBAOT HE TOIbKO OCHOBHbIE 3HaHKS, HO
1 caMble nocneaHne MHHOBaLMW B KaXko 06nacTu.

Bnarogaps NoCTOSAHHOMY OGHOBEHWIO 9TU NMPOrpPaMMbl NMO3BOMSIOT CTYAEHTaM 6bITb
B KypCe M3MEHEHWIN Ha pbIHKe 1 Npro6GpeTaTb HaBbIKK, Hanbonee BOCTpe6oBaHHbIE
paboTogaTensamMu. Taknum obpasom, Te, KTo MpoxoanT obydeHne B TECH, nonyyatoT
KOMMIEKCHYHO MOArOTOBKY, KOTOpas AaeT MM 3HAYMTENbHOE KOHKYPEHTHOE
NPenMyLLECTBO AN NPOABUNKEHNS MO KapbePHOM NECTHHULIE.

Bonee TOro, CTyAeHTbI MOTYT Y4UTbCA C NHOBOr0 YCTPOMNCTBA: KOMMbIOTEPA, MNaHLWeTa
UM cmapThoHa.

Mogenb TECH aBnsieTcsi aCMHXPOHHOM,
MO3TOMY Bbl MOXETE 13yyaTb
matepuas Ha CBOEM KOMIMbIOTEPE,
naaHLLIeTe nav cMapThoHe B JTOO6OM
MECTE, B JI060€ BPeMS 1 B yJO6HOM
715 Bac temne”
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Case studies unn meTop, Kencos

MeToa KeNCcoB ABNSETCS Hanbosee pacnpoOCTPaHEHHOW CUCTEMOW 0BYHEHNSA B NyULLIMX
613Hec-LWKoNnax Mupa. Pa3paboTaHHblii B 1912 rofly Ans TOro, YTobbl CTYAEHTbI
FOPUAMYECKMX (DaKyNbTETOB He MPOCTO M3Yy4asn 3aKOHbl HA OCHOBE TEOPETUYECKMX
MaTepuasnos, OH TakXKe VMeS Lenb NPeACcTaBUTb UM peasibHble CIOXKHbIE CUTYaLmN.
Taknum 06pasom, OHU MOV MPUHUMATb B3BELLEHHbIE PELLEHVS 1 BbIHOCUTb
060CHOBaHHbIE CYXKAEHMA O TOM, Kak Mx padpewmnTb. B 1924 rogy oH 6bia1 yCcTaHOBMEH
B Ka4eCTBe CTaHAAPTHOrO MeToaa 06ydeHns B [apBapACKOM YHUBEPCHUTETE.

Mpu Takol Mogenn o06y4eHns cTyaeHT cam hopMUPYET CBOK NPOMECCUOHANBbHYHO
KOMMETEHLMIO C MOMOLLbIO TaKMX CTPaTEruii, Kak o6yyeHune gevictemem (learning by
doing) wnu gusasiH-mbiuineHve (design thinking), ncnonb3yembix TakMMK U3BECTHBIMM
y4e6HbIMM 3aBeAeHUAMM, Kak Venb unu CTaHGOPA.

OTOT METO/, OPUEHTUPOBAHHDIN Ha [ENCTBIUSA, BYAET MPUMEHATLCH Ha NPOTAKEHNUN
BCEro akafleM1YeCcKoro Kypca, KoTopbiii CTyAeHT npoxoanT B TECH. Takum o6pasom,
OHM BYaYT CTANKMBATLCA C MHOXXECTBOM PEAbHbIX CUTYaLMIA U [JOMKHbLI 6y ayT
WHTErpupoBaTb 3HaHKA, MPOBOAMTL UCCNEA0BaHMS, apryMeHTMPOBaTb 1 3aLLMLLATb
CBOM MU ¥ peLLieHns. Bce oTo genaetca A4 Toro, YTobbl OTBETUTL Ha BOMPOC, Kak
6bl OHW NOCTYNWN, CTONKHYBLUMC C KOHKPETHBIMU CIOMXHBIMU COBbITUAMM B CBOE#A
NOBCEAHEBHOM paboTe.
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MeTtop Relearning

B TECH meTos kericoB AOMOMHAETCA SIyYLUMM METOLOM OHJIaNH-
06yueHna — Relearning.

9TOT MeTo[, OTIMYaeTes OT TPAAMLMOHHbBIX METOANK 0BYyYeHus,
CTaBsi CTyA€EHTa B LIeHTP 06yYeHUst U NPeOCTaBNsAa emy fydllee
cofiepXkaHue B pa3nnyHbix hopmatax. Takum 06pasom, CTyeHT
MOXET NepecMaTpunBaTh v NMOBTOPSATH KIKOUEBbIE KOHLENLMY
KaXKJ0ro NpeAMeTa 1 y4nuTbCa NPUMEHSTb X B peasibHOM cpefe.

Kpome Toro, cornacHO MHOTOUYMUCIIEHHBIM Hay4YHbIM
nccnenoBaHnsaM, MOBTOPEHWE ABASIETCS NYYLLUM CMOCO60M
yCBOEHWA 3HaHuI. [TosToMy B TECH Kaxkjoe KNro4eBoe NoHATUE
noBTopseTcs oT 8 10 16 pa3 B pamMKax O4HOro 3aHATUS,
npeAcTaBeHHOro B pasHblx popmaTax, YTobbl rapaHTMpoBaThb
NOMHOE 3aKpeneHne 3HaHW B NpoLiecce 0byYeHus.

MeTton Relearning no3BomT Tebe y4YnTbCs

C MEHBLLNMM YCUIINAMM 1 6OJIbLLIEN

3 PEKTUBHOCTBIO, I/1y6XKe BOBJIEKASICb B CBOKD
crieLmannsaimro, pa3BmBasi KpUTUMYECKoe
MbILLIEHWE, YMEHNE apryMEHTMPOBATb U
COMOCTaB/ISITb MHEHWUST — MPSIMOW MyThb K YCIIEXY.

learning
from an
expert
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BupTtyanbHbii kamnyc Ha 100% B oHnanH-bopmaTte
C Ny4ywnmMm y4yebHbIMK pecypcamu

[ns abdeKkTnBHOro NpnmeHeHns ceoei metoamkn TECH npepgoctaBnseT
CTyfeHTaM y4ebHble MaTepvanbl B pa3nyHbix opmaTax: TeKCTbI,
NHTEPaKTUBHbIE BUAEO, MNMKOCTPALMN, KapTbl 3HAHWI 1 Ap. Bce oHW paspaboTaHbl
KBanMbUUMPOBaHHbIMM NpenofaBaTeNaMu, KOTOPble B CBOE paboTe yaenatoT
0C060€ BHMMaHWE CoYeTaHNIO peasibHbIX Cy4aen ¢ PELLEHNEM CMOXKHbIX
CUTYalUMi C MOMOLLBH CUMYNALMM, U3YHEHUIO KOHTEKCTOB, MPUMEHNMbIX K KaX oW
npodeccrnoHanbHoit chepe, M 06y4eHNO Ha OCHOBE NMOBTOPEHWA, C MOMOLLIbHO
ayamo, npeseHTauunii, aHuMaumnm, n3obpaxkeHnii v T.4.

MocneaHWe Hay4YHble AaHHble B 06ACTU HEMpPOHayK yKa3blBatoT Ha BaXKHOCTb
yyeTa MecTa 1 KOHTEKCTa, B KOTOPOM MPOUCXOAUT AOCTYN K Matepuanam, nepej
HayanoM HOBOro Mpouecca 06ydeHnst. BO3MOXHOCTb MHAMBUAYaNbHOM HAaCTPONKM
3TUX MapaMeTPOB NOMOraeT MOAAM fyylle 3anOMUHATb U COXPaHATb 3HaHUA B
rMnnokamne Ans A0NrOCPOYHOrO XpaHeHus. Peub naeT o Moaenu, HasblBaeMow
HEeNPOKOrHUTUBHbBIM KOHTEKCTHO-3aBUCUMbIM 31EKTPOHHbIM 06YYeHMeM, KoTopasi
CO3HaTENbHO MPUMEHHAETCA B JaHHOM YHUBEPCUTETCKON NPOrpaMme.

Kpome Toro, Anst MakcrmMasnbHOro CoeiCTBMA B3aUMOOENCTBUIO MeX Y
HaCTaBHWKOM W1 CTYAEHTOM NPeAoCTaBAAETCS LUMPOKMIA CNEKTP BO3MOXHOCTEN
[N 06LLEHNS KaK B peanibHOM BPEMEHM, TaK 1 B OT/IOXKEHHOM (BHYTPEHHSAS
cucTeMa o6MeHa CoobLLeHVAMK, DOpyMbl 4151 O6CYXKAEHNIA, CNy>K6a TenedOoHHOMN
NOAAEPXKKM, SNEKTPOHHAA NoYTa AN CBA3N C TEXHUYECKNUM OTAENOM, YaT 1
BUAEOKOHMEpEHLMM).

STOT NOSIHOLEHHbIN BUPTyanbHbI KaMnyc Takxe No3BonT CTyAeHTaMm

TECH opraHunsoBbiBaTb CBOE y4ebHOE pacnmcaHmne B COOTBETCTBUM C JIMYHOMN
[OCTYMHOCTbLIO MM paboYnMm 0693aTeNbCTBaMU. TakM 06pa3oM, CTYAEHTbI
CMOTYT MOJIHOCTBH KOHTPOIMPOBATb akafleMUyecKme MaTepuanbl 1 y4ebHble
WHCTPYMEHTbI, HEO6X0AMMbIE 15 6bICTPOro NPOMECCUOHaNBHOIO Pa3BUTUS.

OHaviH-pexxmum 0by4YeHns Ha
3TOM Mporpamme rno3BonNT
Bam OpraH1M30BaThb CBOE BPEMS
Y TeMn 0byYeHus, afanTpoBaB
ero K CBoemy pacrvcaHmro”

9¢ddeKTMBHOCTb MeToAa 060CHOBbIBAETCA YETbIPbMS

KNno4YyeBbiIMU AOCTUNXEHUAMMU:

1. CTyLeHTbl, KOTOpbIe CIeAyHoT 3TOMYy METOAY, He TOJIbKO fo6MBatoTCSA
YCBOEHMWSA 3HaHWUM, HO 1 pa3BMBalOT CBOM YMCTBEHHbIE CMOCOBHOCTH C
NOMOLLbIO YNPaXHEHUI MO OLeHKEe peanbHbIX CUTYaL M U MPUMEHEHMIO
CBOMX 3HAHUN.

2. 06ydeHue NPOYHO onupaeTcs Ha NpakTUYecKne HaBbIKK, YTO NO3BONAET
CTYZAEHTY Nyyllie MHTErpupoBaTbCA B peasbHbIi MUP.

3. YcBoeHve ngen v KoHLenumin ctaHoBuTcs npote n adhdektTmBHee
6narogapsi UICMoNb30BaHUIO CUTYaLMiA, BO3HUKLLMX B PeanbHOCTHU.

4. OwyuieHne adOEKTUBHOCTM 3aTPaYEHHbIX YCUNIA CTAHOBUTCHA OYEHb
BaXXHbIM CTUMY/IOM A/l CTYAEHTOB, YTO MPUBOAUT K MOBbILLEHNIO MHTEPECA
K yyebe 1 yBeIMYeHNo BPEMEHM, MOCBSILLLEHHOMY Ha paboTy Hazg KypCOM.
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MeToguka YHUBEPCUTETA, MNMoJiydymBLlad CaMyro BbICOKYHO
OLEHKY Cpean CBOUX CTYOEHTOB

PesynbTaTtbhl 3TOM MHHOBALMOHHON aKkafeMU4YecKor Moaenu
NOATBEPXKAAOTCH BbICOKMMM YPOBHAMM O6LLEV YAOBNETBOPEHHOCTU
BbInyckHuKkoB TECH.

CTy[eHTbI OLieHMBAIOT Ka4eCTBO NpernofaBaHust, KauecTBO
MaTepVanoB, CTPYKTYPY M LIENW Kypca Ha OTIMYHO. HeyanBuTensHo,
4TO y4YebHOE 3aBesieHne CTano NyYluM YHUBEPCUTETOM MO OLieHKe
CTYAEHTOB Ha nnathopme oT3bIBoB Trustpilot, nonyuns 4,9 6anna 3 5.

bnarogaps tomy, 4to TECH nget B Hory ¢
nepesoBbIMU TEXHOSIOMMAMM W Nefarornukou,
Bbl MOXETE MOJYYUTb [JOCTYM K y4eOHbIM
matepuasnam ¢ J1Kob0oro yCTponcTBa ¢
NOAKIOYEHNEM K VIHTEpHETY (KOMMbHOTEPa,
naaHLLIeTa uam cMapTpoHa).

Bbi cCMOXKETE yYnTbCS, NONb3YSICh
npeumyLLiecTBaMu JOCTyrna K CUMY/IMPOBaHHbBIM
06pasoBaTe/ibHbIM CpeAam u Moaenm 06yYeHums
yepe3 HabKoAeHNE, TO eCTb YYUTHCS y SKCnepTa

(learning from an expert).




tecn 30| Metoanka o6yyerus

Takum 06pa3om, B aToM nporpaMmme 6yAyT AOCTYMHbI Jyydlune y4ebHble MaTepuabi,
MO4roTOBJ/IEHHbIE C 60/bLLUOM TLaTeNIbHOCTbHO:

Yye6Hble maTepuanbl

>

Bce avpakTuueckme Matepuarnbl CO34atoTes NnpernogasaTensMm cnelmnanbHo

[N CTYAEHTOB 9TOr0 Kypca, YTo6b! OHW ObIIN AENCTBUTENBHO YeTKO
ChOpMYIMPOBAHHBIMM 11 MONESHBIMM.

3aTem oTK MaTepuanbl NepeHoCATCS B ayAMOoBK3YyabHbli popMaT, Ha OCHOBe
KOTOPOr0O CTPOMTCS Hall Cnoco6 paboTbl B UHTEPHETE, C UCMOMb30BaHNEM HOBEMLLIMX
TEXHOMOM NI, MO3BONALLMX HaM NPeanoXnTb BaM OT/IMYHOE Ka4eCTBO Kayaoro 13
MCTOYHMKOB, NPEeAOCTaBEHHbIX K BaLLWUM YCIyram.

ﬂpaKTvu(a HaBbIKOB U KOMNETEeHLUN

CTyﬂeHTbI 6y,D,yT OCYLWEeCTBNATb AEATE/IbHOCTb MO Pa3BUTUHO KOHKPETHbIX
KOMMETEHLINN 1 HABbIKOB B KaX oW I'IpeLI,MeTHOIZ o6nacTu. HpaKTVIKa N AMHaMKnKa
r|p|/106peTeva N PasBNTNA HaBbIKOB U CNOCOBHOCTEN, HeO6XO)J.l/1MbIX crneynanuncTty B
pamMKax I'J'IO68]'II/138LMVI, B KOTOpOIZ Mbl XNBEM.

MHTepaKTI/IBHbIe KOHCMEeKTbl

MbI npeAcTaBnsieM coaepyxaHne B NpUBeKaTebHoM 1 AnHaMUYHOM hopMe ANs
BOCMPOM3BEAEHNS Ha My/IbTUMEANAHBIX YCTPONCTBAX, KOTOPble BKIOYAKOT ayawo,
BWAEO, M306PaXKEHNS, AMarpaMMbl 1 KOHUENTYabHble KapTbl 415 3aKpenneHus
3HaHWN.

OTa 9KCKNto3MBHasA 0bpa3oBaTe/ibHas cucTeMa ANa NpeseHTaumumn MynsTUMeannHoro
cofepyaHust 6bina HarpaxkaeHa Microsoft kak “Kelic ycnexa B EBpone”.

[JlononHutenbHasa nuTepaTypa

Hallel BUPTyanbHOM GMGNMOTEKE Bbl MOMY4MTE JOCTYMN KO BCEMY, YTO HEOGXOAMMO AN

\l/ MocnefHue cTaTbi, KOHCEHCYCHbIE JOKYMEHTbI, MEXAYHapOAHble peKoMeHgaLUmn... B
NPOXOXAEHNS 06yUeHUs.
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Keic-cTagu

CTyneHTbl 3aBepLLaT BbIGOPKY NyYLLINX Kevic-CTam Mo NPeaMETY.
Kelicbl npefcTaBeHbl, TpoaHanvanpoBaHbl 1 NPENofatoTCs BedyLLMMM
crneuvanicTaMm Ha MexayHapoaHOW apeHe.

Tecmposal-me U NOBTOPHOE TeCTUpoBaHue

Mbl MEPUOANYECKM OLIEHMBAEM U MEPEOLIEHNBAEM BaLLM 3HAHNS HA NMPOTHAXKEHNUM
BCeW nporpamMmbl. Mbl fienaem ato Ha 3 13 4 ypoBHeW nupamuisbl Munnepa.

MacTep-knaccbl [ —

CyLLECTBYIOT Hay4Hble laHHble O N0fb3e AKCNEPTHOro HabtoAeHUs TpeTbei
CTOPOHbI.

Tak HasbIBaeMblii MeTof 06yyeHust y akcniepTa (learning from an expert)
YKpPEnmsieT 3HaH!sa 1 NamMsaTh, a Takxke hopMYpYeT YBEPEHHOCTb B BaLLIMX
6YYLLMX CNOXHBIX PeLUEHNSIX.

KpaTkue cnpaBoYHbie pyKOBOACTBA

TECH npeanaraeT Hanbonee akTyafibHble MaTepuasbl Kypca B BUe KapTodeK 1w -
KpaTKMX CMPaBOYHbIX PYKOBOACTB. ITO CXKATbI, MPAKTUYHbIN 1 3dEKTVBHBbI .
CNocob MOMOYb CTYAEHTY NMPOABUIaTbCS B 06YYEHNN.

LK)
K\




06
KBanudpukauus

Kypc npoteccroHanbHOM NOArOTOBKM B 061acTv ynpaBieHns 1 ayanta 6e30nacHOCTH
NpOrpaMMHOro obecneyeHnst rapaHTpyeT, TOMMMO CaMOro CTPOrOro 1 COBPEMEHHOMO
06yYeHns, NonyYeHne aunaoma o NPoxXoxaeHnn Kypca npoheccroHanbHom
NoOAroTOBKY, BblaBaemMoro TECH TexHONornyeckMmM yHMBEpPCUTETOM.
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YcneLuHo npovnanTe aTy nporpammy

W MOJIYYUTE YHUBEPCUTETCKUK ANMTIOM
6€3 XJ10M10T, CBA3aHHbIX C 10e3Kamu
M 6yMaXxXKHOV BOJTOKMTOM"



tecn 34|Ksanudbukaums

[aHHbiln Kypc npodeccroHanbHo NoAroToBKY B 061acTU yripaBneHus
1 ayauta 6e30nacHOCTV NPOrpaMMHOI0 06eCMneYeHnsi COAEPXKMUT Camyto
MOJHYHO 1 COBPEMEHHYH MPOrpaMMy Ha PbIHKE.

ocne NpoXoXAeHWs aTTecTaunm CTYAEHT NOMYYUT NO NOYTEX C NOATBEPXKAEHNEM
MOyYEHNsT COOTBETCTBYHOLLMIA AMMIOM O NpoXxoxaeHnn Kypca npodeccrMoHanbHoOM
NoAroToBKM, BblAaHHbIM TECH TexHonormyeckum yHUBepCuMTETOM.

Onnnom, BblaaHHbIM TECH TeXHONormyeckKum yHMBEpCUTETOM, NMOATBEPXKAAET
KBanMMuKaLmMo, MoTy4eHHyro Ha Kypce npodeccroHanbHOM NOArOTOBKM, 1
COOTBETCTBYET TPeHOBaHMNSM, 06bIYHO NpeAbABAAEMbIM G1pXKaMn Tpyaa,
KOHKYPCHbBIMW 3K3aMeHaMM1 1 KOMUTETaMV MO OLIEHKE Kapbepbil.

[unnom: Kypc npodeccroHanbHo NogroTOBKM B 06/1aCTy yNpaB/ieHnUs U ayauTa
6e30MacHOCTU MPOrpaMMHOro o6ecrneyeHus
dopmaT: oHnaiH

[MpOo4O/HKMTENBHOCTL: 6 MecsaLeB

(]
TEXHOJIOrNYECK I
'» yHuBEpcuTeT

HacToawwit

aunnom

CBUAETeNbCTBYET O TOM, Y4TO
MH/T-xa___________________,CJOKYMEHTOM, yiOCTOBEpAIOWMNA NIMYHOCTb
Oceowsn(a) 1 ycrnewHo npowesn(na) akkpeauTauuio nporpaMmmbl

KYPC NPO®ECCUOHAJIbHOM NOArOTOBKMU

B 06nacTu
ynpaBnieHna n ayauta 6e3omnacHoCTn nporpamMmmMHoro obecrneyeHus

[laHHbIA AUMNOM CMeLNan13npoBaHHOM NPOrPaMMbl, NPUCYKAAEMbI YHUBEPCUTETOM,
cooTBeTcTBYeT 450 yyebHbIM YacaMm, ¢ AaToit Havana AA/MM/ITIT U AaToN OKOHYaHWA A4/ MM/TTTT.

TECH sIBASieTCA YaCTHbIM BbICIIMM YYe6HbIM 3aBeJeHNEM, NPU3HaHHbBIM MUHUCTEPCTBOM
HapoaHoro o6pasosaHus Mekcuku ¢ 28 nioHs 2018 ropa.
17 nrona 2020 r.

A-p Tere Guevara Navarro
PexTop

unique TECH code: AFWOR23S techtitute.com/certificates

*laarckuit anocTunb. B cnyyae, ecnu CTyAeHT NoTpebyeT, 4To6bl Ha ero AMMIOM B 6yMaxHOM dopmaTe 6bi1 npocTassieH Maarckuii anoctunb, TECH EDUCATION npefnpuMeT Heo6xoAMMbIe Laru Ans ero noayvyeHus 3a AonONHUTENbHYO NiaTy.



Q
TEXHOJIOMNYECKUN
» YHUBEPCUTET

Kypc npodeccuoHanbHom
NOArOTOBKM

YnpaBneHue 1 ayamt 6e30nacHOCTH
MPOrpPaMMHOro 0becneyeHus

» dopmart: oHnanH

» [poAoMKUTENBHOCTL: 6 MecaLEeB

» YyebHoe 3aBesieHne: TECH TexHonornyeckui yHuBepcureTt
» PacnucaHue: no cBoemy yCMOTPEHUI0

» 9K3aMEeHbI: OHM1alH



Kypc npodeccrnoHasnibHON NOAroTOBKU

YnpaBnenue un ayaut 6e30nacHOCTU
MPOrpaMMHOro obecneyeHms

Q
n TEXHOJIOMMYECKNI
» YHUBEpcuTeT




