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1.3.8. 0OSSTM 1.89. PCl
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2.24. MacOSHIFHE M
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3141 ETWENRSA 361 EBRUHMIOCHESR
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52.3. i&Hi

524, HFFIRE
525, {@ERE
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EE T
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5.6.3. EEME
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EEM
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593, WEEE
JESE

5.10.1. ML
5.10.2. Ei3EIERR
5.10.3. {EAMEHN
5.104. fEAER

EiRe EE2R
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TEHIE
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6.1.1.1.Kali Linux - #¥% 4

6.1.1.2. Parrot OS
6.1.1.3.Ubuntu
6.12. EIMLESR
6.1.3.  Sandbox
6.14. SKIEZE

YRz

6.2.1. OSSTM
6.2.2. OWASP
6.2.3. NIST
6.2.4. PTES

6.2.5. ISSAF
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et et
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R
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6.6.2. WETFDES
6.6.2.1.CVSS
6.6.2.2.CVE
6.6.2.3.NVD

6.7.

6.8.

6.9.
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T LB T
6.7.1. THEMERRWEHHE
6.7.1.1. Wi-Fi Discovery
6.7.1. 2 REDHT
6.7.1.3.aircrackZ &
6.7.1.3.1L.WEPH &
6.7.1.3.2.WPA/WPA2I
6.7.1.4.Evil Twin® &
6.7.1.5.WPSH &
6.7.1.6.F#
6.72. THLETA
NEMLERRS 23S
6.8.1.  Cross Site Scripting
6.8.2. CSRF
6.8.3. =iFHijacking
6.8.4.  SQLinjection
FERE

6.9.1. FEREBMHA

6.9.2. fEMAmetasploit

6.9.3. FERABENRMH
6.9.3.1.E XFEH
6.9.32. £ EER MY

6.9.33 ZIMIRBMRS R

A

6.10.1. Rootkit Fy% st
6.10.2. ncat Y&

6.10.3. AfEI MERATIIES
6.10.4. FAPAE

6.10.5. HIDS &

#HEAHM(19 tecn



tecn 20|#FAN

B 7. wEITRE

7.1
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7.3.
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7.1 fRAgEE
712, RESHMNE
713. /S
714 EIRVLIERER
7.1.5. GCC4mixas
YRR ERPRVERIT AT
721, IEEDH
72.11.K8
7212385
7.2.1.3.LEXIEDHTEs
722, AEDR
722135 FLETX
7.2.2.2 fRAT A
72221.BEATAM
72222 B TS
7.2.2 3B AWK
7.2.2.4 fEMTEs LAY
7.2.2.4.1.LR(NEEIA) fRHfes
7.2.2.42.LALR R 82
72.3. BXDR
723.130EMB M
72325 BH
723314
CResEUESE
731 %%
732. R
733. 13
734. %
735 Y@

7.4.

7.5.

7.6.

T.7.

7.8.

7.9.

LR

T4.1. EREN
7411008, 5N R, EN
74128%

742, HERENW
7.4.2.1.For
7.4.2.2While
742 3K EBERIER

743, IhEE

X86RE(F5e
75.1.  x86 AhIBESLEMY
752,  x86 R
75.3. x86 fth3LEHy
753.  x86 XL

ARMEE{F221

7.6.1.  ARM 2bIBE2RZEH)

7.6.2. ARM HiELE

7.6.3.  ARM fRE245H

ESIE

771 RLCEER
7.7.2. IDA

7.73. KEERsEE
IIESAvE by

781 1TADM
7.81.1. T EBF@
7.8.1.2.45

7.8.2. Linux XE31AE28

7.83.  Windows FyCE3IE A28

Sandbox

79.1.  sandboxZefy

7.9.2. % sandbox

793, WA
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1RIR 8. R LB

8.1.

8.2.

8.3.

8.4.

794, HBHRIS

795 RI&HE

7.9.6.  Linux B9Sandbox

79.7.  WindowsH b=

7.9.8. MacOSHAIsandbox

7.9.9. &8 _F#sandbox

BRI

7.10.1. BRRGDAE

7.10.2. EBEEMHEREERA
7.10.2.L.AIHITHORE
7.10.2. 2. UATIRE BIPR

7103, BEREDTTA

ZeRE

8.11. B INEMNZSE
8.12. RENE.EEMMAIAN
8.13. MHH &R LA
ERIER

8.2.1. INIEEH!

822. EHIABHNE
823. MKREMHER
8.2.4. RERUILE
DRI ER

83.1. INREEMARSAERE
8.3.2. EHIHBE

833. =iEBEE

834. APHIE

83.5. IFHMFEIRAME
83.6. HZ=HFF
SSHEFN4RATRN ER

8.4.1. FPHARME
8.4.2. EREANH
843. ZTEM=E

8.4.4. WNLL

8.5.

8.6.

8.7.

8.8.

8.9.

LR RERE
85.1. HWANZUBRIE
85.2. IMHAUBSRN
853. RN
854, THEHALEERE

8.55. RLSLEL
8.5.6. HIZMHEERE
857. NHEHE

858 EBHE,IZIZ

859. REMBEMINENWER
RS 2ESFME

86.1. BERZHRLVAFLAHFNAE
86.2. ML

8.6.3. fRZ2:ME

86.4. NAEMRE
DB/

8.7.1. RIBUBESIZM
8.7.2. ANAREFLIEBCHAR
87.3. NHEPDEREHIR
8.7.4. FUREMENME
MR EX

88.1. RREHRERH
8.8.2. MMEXERIINE

8.83. EEEBERIE

8.8.4. E=Mt
EEBEFTE

89.1. HITEEEH

89.2. WITHTETER

89.3. HiTlElARLRE

89.4. FMAFMEZBIML
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8.10. 4EIMER
8.10.1. ETFRPLRIRK
8.10.2. HEZEAIFNIR
8.10.3. EEL2AEFNI

IR 9. RAFFIBE MR 2 HRBEHY L FRSLHE

9.1. WHEMBHTIRERIRIVLIRENE
9.1.1.  SEHEIRBIAIEAY
9.1.2. RFARBILHE
9.1.3. ENWNEAENE
9.2. IRFIFIEAEA
9.2.1. iRBISFFIOTP
9.2.2. USBLHEPKIEEEE
9.23. “NEBRI"HHR
9.2.4. HIERFID
9.3. XTIHRHMARNL 2B
93.1. AREHIEERRISEHE
9.3.2. IBEIAIREENLE
933, HRERINRETALR
9.4. HPIKINERE
9.4.1. IHIANPRETE
9.4.2. HRAEMINENIES
9.4.3. HRFHIHRNRAITHE
9.5.  XMARLHMLNAEFILRIES]
9.5.1.  EAIHEFN
952. BEEFREA
953, EHRREHEK
9.6. IRAIRFKIA
96.1. EHEZR
9.6.2. OTP
9.6.3.  PAP, CHAP
9.6.4. KERBEROS, DIAMETER, NTLM
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9.8.

9.9.

9.10.

CIS#zhliEnEA T R4 NNE
9.7.1. ERCISIEHIEHE
9.7.2. CISEAITH
9.7.3. ALERICISITH]
TERSE

9.8.1. MEEARBBAIR
9.82. HINEIE

9.8.3. EBIHNCFEA LN
FAMGEENEE

99.1. EARHA

9.9.2. WEAMBENEE
9.9.3. MHGLENRE
T2 BRI
9.10.1. BB LHIRE
9.10.2. BATENEEREYSLTE

IR 10. S5 EDHT

10.1.

10.2.

HIBRREMEH
10.1.1. ZERMEIERE
10.1LLLAKER
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11.3.1. #RAIA
11.32. Z2E KA
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11.6.1. FHAEE
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11.7.2. MLEILTE.HE
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12.6.1.3.4%5%
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12.9.2. JANIE
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12.9.4. HENERE
12.95. EEMDE

12.10. F@FABIIL%. RGPD (GDPR)
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13.4.5. 1SO/IEC 27.0004F ERYEF4L
—RIEERERAINLTTLE

13.5.1. —RIEERERFBIKIEMN K

13.5.2. W ESESMIT
E—INEL 12T

13.6.1. ¥F 124

13.6.2. HBERPREBIKF
13.6.3. FEinE/HEIEE



13.7.

13.8.

13.9.

FMER R

13.7.1. AEEE

13.7.2. BRZREEMDT
13.7.3. BEMEERELRZANEE
13.74. —RIEELLALKEEER
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SETURA EX : SCHERD L

13.9.1. £ERDR

13.9.2. =T
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15.4.1. BAZEFRNRE
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15.9.2. EHE
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16.1.2.6. %18
16.1.3. AZBBERDHT.DAFORDHT
16.1.3.1. B#F
16.1.3.2. Eifh
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16.1.34. 1%
XA AT
16.2.1. &
16.2.2. XERE
16.2.3. NRBIELE
ISO 31,000.2018 XL EIRIER
16.3.1. Bir
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16.33. SEER
16.3.4. 972
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16.4.1.5. AT A (PILAR)

16.5.

16.6.

16.7.
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16.9.

16.10.
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16.5.2. RN

16.5.3. MILEXIRE

NP ERNSIESE

16.6.1. 8FEHZE

16.6.2. Scrum XpEEIE

16.6.3. BUENEE

RSB ERR AR

16.7.1. AIEENATRREE
16.7.2. XIREERIZBF RES A
16.7.3. EFITENSTEM
BEFHIRA AN T XNoER &S

16.8.1. SHRIMEHPHEMEMIIRT
16.8.2. fEAMBEEMEIX S

16.8.3. EF KRI VI B BIEMBUERZNE#HK
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16.9.1. XPeIX5h
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16.10.3. BI XN ABBAE S

BIR 17 ITRSETRED DI T 2B

17.1.

ZEBERTPE N SR
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17.2. BEIEENSMER
17.2.1. iR%
17.2.2. O
17.2.3. #i5
17.2.4. RIEIEHE
17.3. B EMBIEITRS
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17.3.2. DikessiiErs
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17.4.3. FRNBG
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17.9.1. #R. AHAMAR
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18.9.1. SHEENRHRIFE 19.5.1. PAEERN
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194.1. BHKE 19.8.5. SSLAOTLS
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20.4.1. BHEIHIAES MFATATE
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20.4.3. JNIEHEH
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20.5.1. EBHEIpEESl ERFEIE
20.5.1.1. EWFHEIMEER

20.5.2. ifERIE
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20.8.3. IDS- NEHMES:
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20.10.1. W£EE
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21.1.2. WMELL
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21.2.1. REZe
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21.3. BAZSe
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21.4. MLEIEIR
21.4.1. #2TEF
21.4.2. REMLE
2143, MEHNE
21.4.4, BRI

215, BEMMRERMENTETL
21.11. REZRBMHTTP Y
2112, B®ERBSEH
21.13. RERBPHP 2
21.1.4. RERXRBNET 22
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22.2.
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21.7.1. SIEM R
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21.9.2. EEDM.AE
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22.6.3. EMGHEHRIFNTANZER
MBS

227.1. ®Hit. HEMBEZRS
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Nogales Avila, Javier %4
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« QHINMALRERSHEHR
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Rodrigo Estébanez, Juan Manuel %4
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o WIEX IR B]
o IRBYHIERRIL 55 2 5, TCOMET
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+ Codium Networks iIzE =4
« BEBHENEFZITT TR ATEMIN
o SRR XKIFEE - LMDS 3.5 GHz M5, Clearwire
« DEEEBRTAFBETIE
« BEBNFERERMARERTHIEEEM L
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Gozalo Fernandez, Juan Luis %c4
+ Open CanariastVE T X RN~ mEE
+ Alastria BIX 5% DevOps =i
o PSP RIBIERITHRS K ERAR KR
+ Tinkerlink % &Rz FAF & & i Cronos Telecom
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+ Deeplearning.ai B9 Deep LearningZ i
Jurado Jabonero, Lorena i+
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