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	» Duration: 6 weeks
	» Certificate: TECH Global University
	» Accreditation: 6 ECTS
	» Schedule: at your own pace
	» Exams: online

Website: www.techtitute.com/us/information-technology/postgraduate-certificate/implementation-company-security-policies

http://www.techtitute.com/informatica/curso-universitario/implementacion-politicas-seguridad-empresa


Introduction

Structure and Content

Objectives

Study Methodology

Certificate

Course Management

p. 4

p. 16

p. 8

p. 20

p. 30

p. 12

04

0201

05

06

03

Index



Companies generally implement actions to ensure cybersecurity, but physical and 
environmental security are sometimes not prioritized. The ISO 27002 standard 
outlines the location and policies that should be implemented to address theft, 
electrical issues, or fires. Only an expert IT professional will know how to adopt the 
best measures. This training meets a sector need, as it inevitably faces increasing 
setbacks that impact its security. The 100% online format of this program allows 
students to complete the course without fixed schedules, using just a device with 
an internet connection. This flexibility will enable them to achieve specialization 
tailored to their learning pace.
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Achieve specialization in cybersecurity policy 
and prevent incidents in companies”
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Companies require physical and environmental security plans and policies, which 
enable greater control over access to information systems. This is no easy task for 
an IT professional, who, nevertheless, must stay up-to-date with the latest tools and 
regulations to be applied in this area. 

Defining a secure area, establishing its perimeter, and then implementing physical 
security barriers or analyzing existing biometric access control systems are some of 
the key topics covered in this Postgraduate Certificate. 

The teaching staff responsible for delivering this program will address the applicable 
current standards to determine the exact security policies that should be applied in 
each company. IT professionals will have the opportunity to delve into the most critical 
aspects of business security. All of this, through a rich syllabus filled with multimedia 
content and a 100% online program, allows students to manage their study load 
according to their needs throughout the six-week duration of this certificate. 

This Postgraduate Certificate in Implementation of Company Security Policies 
contains the most complete and up-to-date program on the market. The most 
important features include:

	� The development of case studies presented by experts in information 
security policies 

	� The graphic, schematic and practical contents of the book provide 
technical and practical information on those disciplines that are 
essential for professional practice 

	� Practical exercises where self-assessment can be used to improve learning 

	� Its special emphasis on innovative methodologies 

	� Theoretical lessons, questions to the expert, debate forums on controversial 
topics, and individual reflection assignments 

	� Content that is accessible from any fixed or portable device with an internet 
connection 

Master social engineering and 
prevent unauthorized access 
to information systems with 
this Postgraduate Certificate”
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The program’s teaching staff includes professionals from the sector who contribute 
their work experience to this educational program, as well as renowned specialists 
from leading societies and prestigious universities. 

The multimedia content, developed with the latest educational technology, will provide 
the professional with situated and contextual learning, i.e., a simulated environment 
that will provide immersive education programmed to learn in real situations. 

This program is designed around Problem-Based Learning, whereby the professional 
must try to solve the different professional practice situations that arise during the 
course. For this purpose, students will be assisted by an innovative interactive video 
system created by renowned experts. 

Master the latest tools for analyzing 
and detecting threats to information 

systems in this Postgraduate 
Certificate. Register today.

Implement cybersecurity policies 
and prevent easy access to 
company terminals. Enroll now.Reduce business risks with the 

implementation of biometric 
systems. Delve into the latest 
technological advancements in 
this Postgraduate Certificate” 
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Objectives
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Upon completion of this program, the IT professional will be able to implement 
appropriate security policies and ensure compliance with current regulations. To 
achieve this, the teaching staff will provide all the necessary specialized knowledge 
for the student to examine various biometric systems and apply the one that best 
suits the company’s needs. The continuous support from the faculty throughout the 
six-week duration of this Postgraduate Certificate will help students achieve their 
professional goals more easily. 



Looking to advance your career? The field of 
cybersecurity increasingly demands more 
experts. Enroll in this Postgraduate Certificate”
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General Objectives

	� Deepen understanding of key concepts in information security 

	� Develop the necessary measures to ensure best practices in information security 

	� Develop various methodologies for conducting a thorough threat analysis 

	� Install and familiarize with the different tools used in incident management 
and prevention 
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	� Analyze the concept of secure area and secure perimeter 

	� Examine biometrics and biometric systems 

	� Implement proper security policies for physical security 

	� Develop current regulations regarding secure areas in information systems 

Specific Objectives

Take the next step in cybersecurity. Dive 
deeper into existing regulations and 
successfully apply them in companies”
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Course Management
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TECH rigorously selects the teaching staff for its programs, considering their 
experience in the area they teach and their academic qualifications. In this 
Postgraduate Certificate, students will benefit from a teaching team with extensive 
experience in implementing cybersecurity policies in companies, as well as 
specialized qualifications in fields such as computer engineering, networks, 
telecommunications, and DevOps. Their knowledge and professional experience will 
ensure students receive high-quality education with up-to-date content. 



An expert teaching team in the field 
of cybersecurity offers its extensive 
experience in this 100% online program”
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Management

Ms. Fernández Sapena, Sonia
	� Trainer in Computer Security and Ethical Hacking at the National Reference Center of Getafe in Computer Science and 
Telecommunications in Madrid

	� Certified E-Council instructor

	� Trainer in the following certifications: EXIN Ethical Hacking Foundation and EXIN Cyber & IT Security Foundation. Madrid

	� Accredited expert trainer by the CAM of the following certificates of professionalism: Computer Security (IFCT0190),

	� Voice and Data Network Management (IFCM0310), Departmental Network Administration (IFCT0410), Alarm 
Management in Telecommunications Networks (IFCM0410), Voice and Data Network Operator (IFCM0110), and 
Internet Services Administration (IFCT0509)

	� External collaborator CSO/SSA (Chief Security Officer/Senior Security Architect) at the University of the Balearic Islands

	� Computer Engineer by the University of Alcalá de Henares, Madrid

	� Master’s Degree in DevOps: Docker and Kubernetes. Cas-Training

	� Microsoft Azure Security Techonologies. E-Council
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Teachers
Mr. Oropesiano Carrizosa, Francisco

	� Computer Engineer

	� Microcomputing, Networking and Security Technician at Cas-Training

	� Web Services, CMS, e-Commerce, UI and UX Developer at Fersa Reparaciones

	� Web services, content, mail and DNS manager at Oropesia Web & Network

	� Graphic and web applications designer at Xarxa Sakai Projectes SL

	� Postgraduate Certificate in Computer Systems at the University of Alcalá

	� Master’s Degree in DevOps: Docker and Kubernetes at Cyber Business Center

	� Network and Computer Security Technician from the University of the Balearic Islands

	� Expert in Graphic Design from the Polytechnic University of Madrid

A unique, essential and decisive 
learning experience to boost your 
professional development”
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Structure and Content
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The syllabus of this Postgraduate Certificate has followed the strict criteria set by the 
teaching team that developed it, ensuring that students receive specialized education 
in the field of cybersecurity in the company. As such, the IT professional will begin 
this program by identifying the company’s secure areas, its vulnerabilities, potential 
incidents that may occur, and how to respond to them. Students will be able to acquire 
this education in a flexible and straightforward manner, distributing the study load 
according to their interests. They will have access to all multimedia content and can 
download it from day one. 



A comprehensive syllabus with a variety of 
multimedia content that adapts to your needs. 
Click and enroll now" 
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Module 1. Implementation of Physical and Environmental Security Policies 
in the Company
1.1.	 Secure Areas

1.1.1.	 Physical Security Perimeter
1.1.2.	 Work in Secure Areas
1.1.3.	 Office, Desk, and Resource Security

1.2.	 Physical Access Controls
1.2.1.	 Physical Access Control Policies
1.2.2.	 Physical Access Control Systems

1.3.	 Physical Access Vulnerabilities
1.3.1.	 Main Physical Vulnerabilities
1.3.2.	 Implementation of Safeguard Measures

1.4.	 Physiological Biometric Systems
1.4.1.	 Fingerprint Recognition
1.4.2.	 Facial Recognition
1.4.3.	 Iris and Retina Recognition
1.4.4.	 Other Physiological Biometric Systems

1.5.	 Biometric Behavioral Systems
1.5.1.	 Signature Recognition
1.5.2.	 Handwriting Recognition
1.5.3.	 Voice Recognition
1.5.4.	 Other Behavioral Biometric Systems

1.6.	 Risk Management in Biometrics
1.6.1.	 Implementation of Biometric Systems
1.6.2.	 Vulnerabilities of Biometric Systems

1.7.	 Implementation of Host Policies
1.7.1.	 Installation of Power Supply and Cable Security
1.7.2.	 Placement of Equipment
1.7.3.	 Equipment Leaving the Premises
1.7.4.	 Unattended Computer Equipment and Clear Desk Policy
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1.8.	 Environmental Protection
1.8.1.	 Fire Protection Systems
1.8.2.	 Seismic Protection Systems
1.8.3.	 Earthquake Protection Systems

1.9.	 Data Processing Center Security
1.9.1.	 Security Doors
1.9.2.	 Video Surveillance Systems (CCTV)
1.9.3.	 Security Control

1.10.	 International Physical Security Standards
1.10.1.	 IEC 62443-2-1 (Europe)
1.10.2.	 NERC CIP-005-5 (U.S.)
1.10.3.	 NERC CIP-014-2 (U.S.)

You have access to training that 
will allow you to learn easily 
thanks to its Relearning system. 
Enroll now”
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Certificate
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This Postgraduate Certificate in Implementation of Company Security Policies guarantees 
students, in addition to the most rigorous and up-to-date education, access to a diploma 
for the Postgraduate Certificate issued by TECH Global University.



Successfully complete this program and receive 
your university qualification without having to 
travel or fill out laborious paperwork”
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*Apostille Convention. In the event that the student wishes to have their paper diploma issued with an apostille, TECH Global University will make the necessary arrangements to obtain it, at an additional cost.

This private qualification will allow you to obtain a diploma for the Postgraduate Certificate 
in Implementation of Company Security Policies endorsed by TECH Global University, the 
world's largest online university.

TECH Global University, is an official European University publicly recognized by the 
Government of Andorra (official bulletin). Andorra is part of the European Higher 
Education Area (EHEA) since 2003. The EHEA is an initiative promoted by the European 
Union that aims to organize the international training framework and harmonize the 
higher education systems of the member countries of this space. The project promotes 
common values, the implementation of collaborative tools and strengthening its quality 
assurance mechanisms to enhance collaboration and mobility among students, 
researchers and academics.

This TECH Global University private qualification, is a European program of continuing 
education and professional updating that guarantees the acquisition of competencies 
in its area of knowledge, providing a high curricular value to the student who completes 
the program.

Title: Postgraduate Certificate in Implementation of Company Security Policies

Modality: online

Duration: 6 weeks

Accreditation: 6 ECTS
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